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THREAT ASSESSMENT & MANAGEMENT
2> TATM Foundations €K

While threat assessment/threat management (TATM) may not be as commonly known as some of the other disciplines within
insider threat (InT) programs, it is a critical component in the prevention of hostile acts, including targeted violence, threat
of violence, and willful unauthorized disclosures, within organizations. Threat assessment is the process of gathering
information to analyze the potential risk posed by a person of concern (POC) in conducting a hostile act; threat
management is the process of developing, executing, and reassessing strategies intended to mitigate a hostile act
posed by a POC 1. At its foundation, TATM provides a holistic, structured framework that InT Programs and Hubs should
use to manage and mitigate potential harm by identifying, analyzing, and prioritizing risks based on behaviors and intentions.

INT MANAGEMENT PROCESS
ASSESSMENT MITIGATION

Refers to specific actions implemented to disrupt or
reduce the risk (violence, espionage, unauthorized
disclosure, etc.) posed by a POC.

Bring Together Core/Ad Hoc MDT

. Identify and address grievances

. Use creative options to develop the least
disruptive mitigations

Identify and provide resources
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Key MDT Stakeholder Composition

Highly effective teams facilitate collaboration, coordination, and communication

across various parts of organizations.1 Threat management is
Core Members Ad Hoc Members intertwined with threat
Triage, assess and manage; have Specific expertise, or placement within the assessme'_" - the-_y a_re _eaCh
organizational responsibilities and functions environment or management structure for part of a single discipline.
that support the risk owner tg take action, a pa.rticula.lr case; a pr.ovider with privileggd One without the other may
e.g., law enforcement, security, mental relationship, leadership of POC, community | rtiall ffecti
health, legal, human resources, cyber partners; social services prove oniy partially etiective

at reducing or preventing

Risk Owner: targeted violence.
May include core or ad hoc members but includes those that have authority and responsibility
over POC and are accountable for all outcomes, e.g., commander/supervisor
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