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1.  INTRODUCTION

The XYZ, Inc. agrees with the Defense Security Service (DSS) to adopt this Electronic Communications Plan (ECP) in connection with our [Describe applicable FOCI mitigation agreement].  The ECP template applies only to unclassified systems and can be modified to meet the facility’s needs.  Items that do not apply shall be annotated as “Not Applicable.”

Set forth herein are written policies and procedures that provide assurance to the Government Security Committee (GSC) and DSS that electronic communications between us or our subsidiaries and our parents or their affiliates (i) do not result in unauthorized disclosure of classified information or export controlled information, (ii) do not otherwise violate any OPSEC requirement; and (iii) are not used by our parents and/or their affiliates to exert influence or control over our business or management in a manner that could adversely affect the performance of classified contracts.  This ECP shall include a detailed network description and configuration diagram that clearly delineates which networks will be shared and which will be protected from unauthorized access (mitigate foreign influence).  The network description shall contain all electronic communication medium including but not limited to, personal/network firewalls, remote administration, monitoring, maintenance, and separate e-mail servers, as appropriate.  The scope of this ECP includes all communications including telephone, teleconference, video conferences, facsimile, cell phones, PDAs and all computer communication including emails and server access.  Video conferencing shall be treated as a visit under the visitation requirements of the FOCI mitigation agreement.  

XYZ, Inc. (Herein the Company) ECP adopts a systematic approach based on the template published by DSS to assist Company with describing Company electronic communications at the appropriate level of detail to allow adequate assurances that XYZ, Inc policies guidance are uniform and in compliance with the terms of the mitigation agreement.  The set of issues addressed herein is derived from that National Institute of Standards and Technology Publication:  800-53 (Appendix 2).  
· This ECP shall describe company’s policies and procedures that have been implemented to ensure that all Company communication complies with the terms of the adopted Foreign Organization Control and Influence (FOCI) mitigation agreement.
· This ECP shall cover all communications including telephone, teleconference, video teleconference, facsimile and other computer to computer communications including emails and server communication and access.  Subject to the express and implied terms of the Company’s mitigation agreement, which may allow some discretion or variation.  DSS assumes that video teleconferences are also visits subject to each of the visitation requirements set out in the Company’s mitigation agreement.
Important:  You must address all sections in this document. Do not change the order of any of the section(s) but you may add other section(s) or sub section(s). If any section is not applicable to your particular implementation make the note not applicable and then explain why it is not applicable: be consistent in your terminology. 
2.  PURPOSE
Instructions:  Describe the Company’s specific requirements from the mitigation agreement, the electronic communications of the company, and how the company intends to comply with the terms of the mitigation agreement.  Identify the person(s) and entities whose electronic communications are subject to the ECP requirements of the Company’s mitigation agreement.
The purpose is to define and outline the requirements and responsibilities regarding the use of the company-provided electronic communications.  

These procedures implement the electronic communications requirements as specified in the Special Security Agreement (SSA), and apply to all employees, also herein referred to as associates.

This ECP, together with the Technology Control Plan (TCP) and the SSA Implementing Procedures are required for XYZ, Inc. Facility Security Clearance (FCL). The FCL provides the eligibility for award of government contracts and involvement in government programs that require personnel to have security clearances. 

XYZ, Inc. has established, administers and maintains a separate secure computer networking and electronic communication system.  The network server hardware, software and other computer-related resources are located inside the secure facility and are not accessible by the XYZ, Inc. parent company.  The parent cannot access, monitor or control any of the network resources or electronic communication activities of XYZ, Inc.  

XYZ employs a full-time Network Administrator, reporting directly to the Chief Operating Officer (COO).  The Network Administrator is responsible for all phases of Information Technology with oversight and monitoring by the FSO/TCO.

All associates utilize company-supplied electronic communication resources and have been provided security training regarding their responsibility to maintain compliance with the ECP, IT Policy, TCP, the SSA, the SSA Implementing Procedures, the National Industrial Security Program Operating Manual (NISPOM), the International Traffic in Arms Regulations (ITAR), and the Export Administration Regulations (EAR). 
Ultimate oversight of this ECP and policy is the responsibility of the Facility Security Officer/Technology Control Officer (FSO/TCO) and the GSC, with periodic reviews by DSS.  All changes to this plan must be authorized by the GSC and must be approved by DSS. 
Also, identify other person(s) and entities (parent, subsidiaries, divisions…) whose communications is subject to this ECP requirement of the Company’s (SSA, Security Control Agreement (SCA)…) mitigation agreement.
3.  ROLES/PERSONNEL SECURITY
Instructions:  Enter specific points of contact with phone numbers and email addresses identifying the FSO, TCO, IT Personnel, and Outside Directors etc.
	Name:
	Title:
	Email:
	Phone:

	Joseph Smackers
	FSO 
	Joseph.smackers@xyz.com
	(555) 555-1234

	
	AFSO
	
	

	
	TCO
	
	

	
	IT Manager
	
	

	
	ISSM
	
	

	
	ISSO
	
	

	
	OM – 1
	
	

	
	OM – 2
	
	

	
	OM – 3
	
	

	
	GCA
	
	

	
	GCA - Security
	
	


4.  DETAILED SYSTEM DESCRIPTION/TECHNICAL OVERVIEW

Instructions:  Describe all resources and servers that will be shared identifying all associated facilities, locations and legal entities.
A diagram of the shared resources on company’s IT infrastructure is provided as Attachment No. nnn. Key functions of each of the systems or resources as follows:
1. Describe the Fax machine and its communication line: Is it dedicated or shared, is it analog/digital line and so on.

2. Describe in detail if any alarm system: its configuration, managed by and so on. Is it IP‑based communicates via the internet to what company or Internet Service Provider (ISP). Is all outside communications (both voice and data) are IP-based via a broadband connection provided by a third party ISP.

3. Describe broadband internet data communications secured/unsecured by a security appliance (“hardware firewall”)? Does this appliance allow remote (VPN) access to the company LAN?  Who are the authorized users on the company’s domain? Is the Internet also used for voice communications if so, how are they routed? Any additional appliance, to secure this communication?
4. The central server on the company LAN is the Domain Controller.  It contains [List all software including any proprietary tools, database, source control tools, all versions with numbers, encryption software, any company financial database, etc.…]. Also, describe the backup and recovery software and procedures or normal business practice. How are the backups protected? Is this machine the Primary Domain Controller (PDC) / authentication server for the company domain, of which all the important computers on the company LAN are members? Describe all users and controls to this PDC / authentication server. 

5. Describe all the employee e-mail accounts. Are they web-based, hosted by a third party and who administers the accounts? Are all the e-mail accounts secured with a username and password?  Does the parent company or other affiliates have possible means of access or administrator privileges for e-mail accounts? Do they have user accounts for these systems?
6. Describe other servers such as VPN server/machine that may be provided to allow the parent company or its affiliates to remotely access the company accounting system or for the purposes of providing shared administrative services such as payroll, financial auditing and reporting, and tax preparation services or any other service. Does the parent company user utilize remote access or other services with a remote connection VPN to any of the company services?
7. List and describe company personnel responsible. They shall:
a) Be responsible for protecting any information used and/or stored in their accounts or files.

b) Be required to report any computer security weaknesses or vulnerabilities, any incidents of possible misuse, or violation of the mitigation agreement to the FSO. 

c) Not share his or her personal accounts with anyone.  This includes sharing passwords to accounts or other means of sharing. 

d) Strictly adhere to the “Property and Equipment Policies” as detailed in the company’s Employee Handbook.

e) Coordinate with company’s FSO regarding the need to process classified information on a computer system or the need to transfer classified information by electronic means.

f) Coordinate with company’s TCO regarding the processing of controlled unclassified information on a computer system or the need to transfer controlled information by electronic means. 

g) Mark any document or e-mail communication that contains controlled classified information or sensitive but unclassified information with an appropriate marking, and when in doubt should contact whom? 

h) Describe any and all other company’s employee’s responsibilities. 
5.  IDENTIFICATION AND AUTHENTICATION POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review and update: (i) a formal, documented, identification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organization entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls.  
Company currently has [NUMBER] employees.  Given the company’s size, there is no current need for a robust identification and/or authentication system/policy, e.g. biometric-based.  As the company grows, this section will be revised and updated to reflect the need for such a system. 

5.1 USER IDENTIFICATION AND AUTHENTICATION 
Instructions: Describe how the Company’s information system will uniquely identify and authenticate users (or process acting on behalf of users).  
A user account (a username and a password) for each XYZ Inc. employee, with appropriate privilege level, is created on the domain controller/authentication server; only these user accounts can be used to log into any of the computers that are members of the domain. Each individual employee of company is also assigned an email account.  IT manager assigns a unique user name to each individual using the following convention:

Firstnameandlastname

or

Firstnameandlastnamefirstcharacter

or

SameAsEmailAccount@XYY.com
5.2 DEVICE IDENTIFICATION AND AUTHENTICATION 
Instructions:  Describe how the Company’s information system will identify and authenticate specific devices before establishing a connection.   For example, how the Company’s information system will use either shared known information (e.g., Media Access Control (MAC) or Transmission Control Protocol/Internet Protocol (TCP/IP) addresses) or an Organizational authentication solution (e.g., IEEE 802.1x and Extensible Authentication Protocol (EAP) or a Radius server with EAP-Transport Layer Security (TLS) authentication) to identify and authenticate devices on local and/or wide area networks.
IT manager assigns a unique individual identifier to each computer on the company LAN, e.g. “PGKserver” or “MKserver” or “PRKserver, and joins it to the domain (for which PGKserver is the Primary Domain Controller / authentication server).

5.3 IDENTIFIER MANAGEMENT 
Instructions:  Describe how the Company will manage user identifiers by: (i) uniquely identifying each user; (ii) verifying the identity of each user; (iii) receiving authorization to issue a user identifier from an appropriate Contractor official; (iv) issuing the user identifier to the intended party; (v) disabling the user identifier after [state time period] of inactivity; and (vi) archiving user identifiers.
The IT manager shall create all computer user accounts. Identity is verified as part of our employment and hiring process. For each employee, the affected user account(s) will be deactivated (or, at a minimum, passwords changed) once employment with company has been terminated.

5.4 AUTHENTICATOR MANAGEMENT 
Instructions:  Describe how the Company will manage information system authenticators by: (i) defining initial authenticator content; (ii) establishing administrative procedures for initial authenticator distribution, for lost/compromised, or damaged authenticators, and for revoking authenticators; (iii) changing default authenticators upon information system installation; and (iv) changing/refreshing authenticators periodically.   For example, the following:
· How and what the XYZ, Inc. information system authenticators include, tokens, PKI certificates, biometrics, passwords, key cards and so on.  
· How users take reasonable measures to safeguard authenticators including maintaining possession of their individual authenticators, not loaning or sharing authenticators with others, and reporting lost or compromised authenticators immediately.  
· For password-based authentication, how the company’s  information system: (i) protects passwords from unauthorized disclosure and modification when stored and transmitted; (ii) prohibits passwords from being displayed when entered; (iii) enforces password minimum and maximum lifetime restrictions; and (iv) prohibits password reuse for a specified number of generations.  
· For PKI-based authentication, the Company’s  information system: (i) validates certificates by constructing a certification path to an accepted trust anchor; (ii) establishes user control of the corresponding private key; and (iii) maps the authenticated identity to the user account. 
· How authentication of public users accessing our information systems (and associated authenticator management) is required to protect nonpublic or privacy-related information.
All authentications on the XYZ, Inc LAN use password-based authentication.  Passwords and usernames are managed based on the policy specified in XYZ’s Access Control Policy.
5.5 ACCESS CONTROL POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review and update: (i) a formal, documented, access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the access control policy and associated access controls.
All employees currently have access to the XYZ IT system and associated data, with privilege levels assigned at a level as deemed appropriate by the IT manager. Parent company personnel only have access to the XYZ IT system as described in Section 4, number 5, above. XYZ, has developed an Access Control Policy and will disseminate said policy to all IT system users and require signature from each user agreeing to compliance. XYZ Special Security Council (XSSC) will periodically review and update the Access Control Policy to ensure it remains current and viable.

5.6 ACCOUNT MANAGEMENT 
Instructions:  Describe how the Company will manage information system accounts, including establishing, activating, modifying, reviewing, disabling, and removing accounts. Describe review schedule frequency of information system accounts [monthly, quarterly, annually]. Describe in more details, the following:
· How the Company’s account management will include the identification of account types (i.e., individual, group, and system), establishment of conditions for group membership, and assignment of associated authorizations. 
· How the Company will identify authorized users of the information system and specifies access rights/privileges. 
· How the Company will grant access to its information system based on: (i) a valid need-to-know/need-to-share that is determined by assigned official duties and satisfying all personnel security criteria; and (ii) intended system usage. 
· How the Company will require proper identification for requests to establish information system accounts and approves all such requests. 
· How the Company will specifically authorize and monitor the use of guest/anonymous accounts and removes, disables, or otherwise secures unnecessary accounts. 
· How the Company’s account managers will be notified when information system users are terminated or transferred and associated accounts are removed, disabled, or otherwise secured.  
· How the Company’s account managers will be notified when users’ information system usage or need-to-know/need-to-share changes.”

Explain how the Company will use the following control elements to manage accounts: 

(1) Automated mechanisms to support the management of information system accounts. 

(2) An information system that will automatically terminate temporary and emergency accounts after [state time period for each type of account]. 

(3) An information system that will automatically disable inactive accounts after [state time period]. 

(4) Automated mechanisms to audit account creation, modification, disabling, and termination actions and to notify, as required, appropriate individuals. 
XYZ, Inc. does not have any other types of account(s) management other than the local user accounts previously described.
5.7 ACCESS ENFORCEMENT 
Instructions:  Describe how the Company’s information system enforces assigned authorizations for controlling access to the system in accordance with applicable policy. You may describe, for example, the following:
· How access control policies (e.g., identity-based policies, role-based policies, rule-based policies) and associated access enforcement mechanisms (e.g., access control lists, access control matrices, cryptography) are employed by the Company to control access between users (or processes acting on behalf of users) and objects (e.g., devices, files, records, processes, programs, domains) in the information system. 
· How, in addition to controlling access at the information system level, access enforcement mechanisms are employed at the application level, when necessary, to provide increased information security for the Company. 
Explain how the Company will use the following control element to manage access enforcement: 
· An information system that restricts access to privileged functions (deployed in hardware, software, and firmware) and security-relevant information to explicitly authorized personnel, including, for example, security administrators, system and network administrators, and other privileged users.  Privileged users are individuals who have access to system control, monitoring, or administration functions (e.g., system administrators, information system security officers, maintainers, system programmers). [Company should also list each responsible individual by name.]
XYZ, Inc. has a guest wireless network for the use of its employees and also any individuals visiting our office. A computer connecting to the wireless network can only access XYZ’s servers and other computers on the network when the user has a current PGKserver domain user account; otherwise, access is limited only to public resources such as the Internet and the unclassified printer(s).
5.8 INFORMATION FLOW ENFORCEMENT 
Instructions:  Describe how the Company’s information system enforces assigned authorizations for controlling the flow of information within the system and between interconnected systems in accordance with applicable policy. You may describe, for example, the following:
· How the Company’s information flow will control where information is allowed to travel within an information system and between information systems (as opposed to who is allowed to access the information) and without explicit regard to subsequent accesses to that information.  
· How the Company will keep export controlled information from being transmitted in the clear to the Internet, block outside traffic that claims to be from within the Company, and not pass any web requests to the Internet that are not from the internal web proxy. 
· How the Company’s information flow control policies and enforcement mechanisms will control the flow of information between designated sources and destinations (e.g., networks, individuals, devices) within information systems and between interconnected systems. 
· How the Company’s flow control is based on the characteristics of the information and/or the information path. Specific examples of flow control enforcement can be found in boundary protection devices (e.g., proxies, gateways, guards, encrypted tunnels, firewalls, and routers) that employ rule sets or establish configuration settings that restrict information system services or provide a packet filtering capability.
Not applicable because, XYZ, Inc. is a single facility and as such does not have multiple, interconnected IT systems.
5.9 SEPARATION OF DUTIES 
Instructions:  Describe how the Company’s information system enforces separation of duties through assigned access authorizations.  You may describe, for example, the following:
· How the Company will establish appropriate divisions of responsibility and separate duties as needed to eliminate conflicts of interest in the responsibilities and duties of individuals. 
· How there is access control software on the Company’s information system that prevents users from having all of the necessary authority or information access to perform fraudulent activity without collusion. 
· How the Company will divide mission functions and distinct information system support functions among different individuals/roles.
· How the Company will have different individuals perform information system support functions (e.g., system management, systems programming, quality assurance/testing, configuration management, and network security)
· How the Company will use security personnel to administer access control functions who are different from the personnel who administer the Company’s audit functions.
Refer to XYZ’s Access Control Policy for details on Separation of Duties.
5.10 LEAST PRIVILEGE 
Instructions:  Describe how the Company’s information system will enforce the most restrictive set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the performance of specified tasks.  You may describe, for example, how the Company employs the concept of least privilege for specific duties and information systems (including specific ports, protocols, and services) in accordance with risk assessments as necessary to adequately mitigate risk to organizational operations, organizational assets, and individuals.
Refer to XYZ’s Access Control Policy for details on Least Privilege. 
5.11 UNSUCCESSFUL LOGIN ATTEMPTS 
Instructions:  Describe how the Company’sinformation system will enforce a limit of [state the appropriate number] consecutive invalid access attempts by a user during a [state the appropriate time period] time period.  You may describe, for example, the following:
· How the Company’s  information system (i) will automatically lock the account/node for an [state the appropriate time period] and/or delay next login prompt according to[ state the appropriate delay algorithm] when the maximum number of unsuccessful attempts is exceeded. 
· Whether automatic lockouts initiated by the information system will be temporary and automatically release after a predetermined time period established by the Company.
All XYZ’s IT system limits the number of unsuccessful log-in attempts to 3. A specified lock-out period will occur after three unsuccessful log-in attempts.  Individuals who do not have the appropriate local user account information will not be able to access our IT system and must contact IT support services.
5.12 SYSTEM USE NOTIFICATION 
Instructions:  Describe how the Company’s information system will display an approved, system use notification message before granting system access informing potential users of the following: (i) that the user is accessing information system; (ii) that system usage may be monitored, recorded, and subject to audit; (iii) that unauthorized use of the system is prohibited and subject to criminal and civil penalties; and (iv) that use of the system indicates consent to monitoring and recording. 
You may describe, for example, the following:
· How the Company’s privacy and security policies will be consistent with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance. 
· How the Company’s system use notification messages can be implemented in the form of warning banners displayed when individuals log in to the information system. 
· How the Company’s system use notification message provides appropriate privacy and security notices (based on associated privacy and security policies or summaries) and will remain on the screen until the user takes explicit actions to log on to the information system. 
· For the Company’s publicly accessible systems: (i) how the system use information will be available and when appropriate, will be displayed before granting access; (ii) how any references to monitoring, recording, or auditing will be in keeping with privacy accommodations for such systems that generally prohibit those activities; and (iii) how the notice given to public users of the information system will include a description of the authorized uses of the system. 
XYZ’s systems use a notification message in the form of a warning banner displayed when individuals log-in to the information system. Users must acknowledge that they have read, understood, and accepted the rules listed in the system use notification message prior to logging into the system. 
5.13 SESSION LOCK 
Instructions:  Describe how the Company’s information system will prevent further access to the system by initiating a session lock after [state appropriate time period] of inactivity, and the session lock will remain in effect until the user reestablishes access using appropriate identification and authentication procedures. 
You may describe, for example, how the Company’s users will be able to directly initiate session lock mechanisms.  It is recommended that Company not consider a session lock as a substitute for logging out of the information system. Moreover, Company policy in this respect should, where possible, be consistent with federal policy; for example, in accordance with OMB Memorandum 06-16, the time period of inactivity resulting in session lock is no greater than thirty minutes for remote access and portable devices.
XYZ’s policy is that users are able to directly initiate session lock mechanisms by logging out of the information system. Computers will also automatically lock after a specified time of inactivity that is no greater than thirty minutes. Users will be required to reestablish access to the IS using their domain user id and password. Also, refer to XYZ’s Access Control Policy for further information on session lock.
5.14 SESSION TERMINATION 
Instructions:  Describe how the Company’s information system will automatically terminate a remote session after [state appropriate time period] of inactivity.  Company should consider a remote session to have been initiated whenever an organizational information system is accessed by a user (or an information system) communicating through an external, network not under the control of the Company such as the Internet.
Refer to XYZ’s Access Control Policy for further information on session termination.
5.15 SUPERVISION AND REVIEW — ACCESS CONTROL 
Instructions:  Describe how the Company will supervise and review the activities of users with respect to the enforcement and usage of information system access controls.  You may describe, for example, the following:
· How the Company will review audit records (e.g., user activity logs) for inappropriate activities in accordance with organizational procedures. 
· How the Company will investigate any unusual information system-related activities and periodically reviews changes to access authorizations. 
· How the Company will employ automated mechanisms to facilitate the review of user activities.
An event log of user activities is automatically generated by XYZ’s information system and can be filtered for unusual system-related activities. The IT Manager will review these logs for inappropriate activities and changes to access authorizations and investigate as necessary. 
5.16 REMOTE ACCESS 
Instructions:  Describe how the Company will authorize, monitor, and control all methods of remote access to the information system.  The Company should consider remote access to include any access to an organizational information system by a user (or an information system) communicating through an external, network not under the control of the Company such as the Internet.  Examples of remote access methods include dial-up, broadband, and wireless. Remote access controls are applicable to information systems other than public web servers or systems specifically designed for public access.
You may describe, for example, the following:
· How the Company will restrict access achieved through dial-up connections (e.g., limiting dial-up access based upon source of request) or protects against unauthorized connections or subversion of authorized connections (e.g., using virtual private network technology). 
· How the Company will employ automated mechanisms to facilitate the monitoring and control of remote access methods. 
· How the Company will use cryptography to protect the confidentiality and integrity of remote access sessions. 
· How the Company will control all remote accesses through a limited number of managed access control points. 
· How the Company will permit remote access for privileged functions only for compelling operational needs and documents the rationale for such access in the security plan for the information system. 
All and only XYZ employees are issued user accounts on the PGKserver domain, with certain employees’ accounts giving them access to the XYZ LAN remotely via VPN connection using Cisco VPN Client or Cisco AnyConnect software. Once connected, this encrypted session will allow the user full access to any IT resources as allowed by the user account. The session will remain open for as long as there is user activity and the user has not logged out, or will timeout automatically after a specified period of inactivity. Remote user accounts will be monitored through event logs. Upon an employee’s termination, their PGKserver domain user account is either cancelled completely or the password changed so that they will no longer have VPN access. Individuals who do not have the appropriate local user account information will not be able to remotely access the XYZ LAN or IT systems.
5.17 USE OF EXTERNAL INFORMATION SYSTEMS 
Instructions:  Describe how the Company will establish terms and conditions for authorized individuals to: (i) access the information system from an external information system; and (ii) process, store, and/or transmit Company-controlled information using an external information system. 
You may describe, for example, the following:
· Whether any of the Company’s external information systems will be information systems or components of information systems for which the Company has no direct control over the application of required security controls or the assessment of security control effectiveness.  
· Whether any of the Company’s  external information systems will include, without limitation, personally owned information systems (e.g., computers, cellular telephones, or personal digital assistants); privately owned computing and communications devices resident in commercial or public facilities (e.g., hotels, convention centers, or airports); information systems owned or controlled by nonfederal governmental contractors; and federal information systems that are not owned by, operated by, or under the direct control of the Company. 
· Whether any of the Company’s authorized individuals will include Contractor personnel, contractors, or any other individuals with authorized access to the Contractor’s information system and information that is not intended for public access. 
· Whether the Company will establish terms and conditions for the use of external information systems in accordance with organizational security policies and procedures.  The Company should establish terms and conditions that will address as a minimum the types of applications that can be accessed on the organizational information system from the external information system. 
Explain how the Company will use the following control element to manage use of external information systems:
· A prohibition on authorized individuals using an external information system to access the information system or to process, store, or transmit Company-controlled information except in situations where the Company: (i) can verify the employment of required security controls on the external system as specified in the Company’s information security policy and system security plan; or (ii) has approved information system connection or processing agreements with the Company entity hosting the external information system. 
XYZ, Inc. does not allow any external IT systems to join the PGKserver domain and access any of our servers or resource(s).  If an individual brings an external system into our office, we have a wireless network which they can access if given the log-in credentials.  Without a user account on our PGKserver domain, they do not have local user access to any of our computers or servers, only access to the Internet and Printer(s). 
6.  SECURITY AWARENESS AND TRAINING POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Contractor entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls.  You may describe, for example, how the Company’s security awareness and training policy and procedures will be consistent with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance. 
Everyone at XYZ Inc. understands that participating in the NISP allows us to access classified information and that makes our company and our personnel a potential target for hostile intelligence interests.  In order to ensure that we protect and limit the access to classified information, export controlled information, company proprietary information, and sensitive but unclassified information, XYZ has established a formal, documented security awareness and training policy in accordance with NISPOM 3-100.

Our training program applies to all XYZ personnel, including management, corporate staff, and employees performing work on contracts, including overseas.  Upon employment with XYZ each cleared employee receives an initial security briefing that includes at a minimum the following:

· A threat awareness briefing;

· A defensive security briefing;

· An overview of the security classification system; 

· Employee reporting obligations and requirements;

· Security procedures and duties applicable to the employee’s job;

· The Special Security Agreement (SSA) for XYZ; and

· Execution of the SF-312, “Classified Information Nondisclosure Agreement.”
All employees will be made aware of the protections for Classified Information and the three levels of classification:  Top Secret, Secret, and Confidential.  In addition, storage and data transfer procedures will also be reviewed.  XYZ, Inc. does not have any storage capabilities or cleared facilities at which to discuss classified information; however, in the event our status changes to a holding facility, this ECP will be updated accordingly and XYZ, Inc. will provide an annual briefing in compliance with NISPOM 3‑107 which will cover any changes in security regulations, our SSA, and will reinforce our initial security briefing.  To supplement this training, the FSO will also provide monthly security training on selected topics to reinforce our security program as a whole.  These monthly security briefings are provided to all employees of XYZ ‑ regardless of clearance status – to ensure all employees are aware of their duty to protect the information they are entrusted with.  
Our specific security awareness and training policy and procedures, and detailed descriptions of the briefings provided to our employees, are outlined in more detail in our Standard Practices and Procedures (SPP).   
6.1 SECURITY TRAINING 
Instructions:  Describe how the Company ill identify personnel that have significant information system security roles and responsibilities during the system development life cycle, document those roles and responsibilities, and provide appropriate information system security training: (i) before authorizing access to the system or performing assigned duties; (ii) when required by system changes; and (iii) [state appropriate frequency] thereafter.  You may describe, for example, the following:
· How the Company will determine the appropriate content of security training based on its specific requirements and the information systems to which personnel have authorized access. 
· How the Company will provide system managers, system and network administrators, and other personnel having access to system-level software, adequate technical training to perform their assigned duties.  
· How the Company will require a signed acknowledgement by personnel receiving security awareness training.
XYZ does not currently have any personnel that have significant information system security roles and responsibilities during system development life cycle.  We also do not maintain any classified or export controlled data.  Should any of these items change in the future; these procedures will be updated accordingly.
7.  AUDIT AND ACCOUNTABILITY POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Contractor entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls.  You may describe, for example, how the Company’s audit and accountability policy and procedures will be consistent with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance. 
XYZ, Inc. IT infrastructure, consisting of one physical server and approximately 10 workstation computers in less than 5000 square feet of office space, also less than 10 personnel. XYZ also employs an RFID badge system for entry and exit, with each employee assigned a unique card, and a digital video surveillance system records all after-hours movements at the external doors. These systems all produce manufacturer‑specific logs that are traceable to specific personnel and are reviewed periodically by information security management personnel to detect any unusual activities that might warrant further investigation or action.
7.1 AUDITABLE EVENTS 
Instructions:  Describe how the Company’s information system will generate audit records for the following events: [list applicable events].   You may describe, for example, how the Company will (i) define auditable events that are adequate to support after-the-fact investigations of security incidents and (ii) periodically review and update the list of defined auditable events. 
Manufacturer-specific logging capabilities provided with the IT server, VPN firewall, alarm system, and video surveillance system, auditable events shall include:
· Alarm activations, e.g. motion detects, glass breaks, door opens (system is also monitored, providing immediate police dispatch)

· Enabling and disabling of the alarm system, due to employee accessing facility using RFID badge

· After-hours movements inside the facility within the view of four separate cameras (including one at each of the two external doors)

· Remote access to the DAC LAN via the VPN mechanism

· Access to certain sensitive files, e.g. company financial information

· All major changes to the IT server environment, e.g. system updates and/or installation of software
7.2 CONTENT OF AUDIT RECORDS 
Instructions:  Describe how the Company’s information system will produce audit records that contain sufficient information to establish what events occurred, the sources of the events, and the outcomes of the events.   You may describe, for example, how the Company’s audit record content will include: (i) date and time of the event; (ii) the component of the information system (e.g., software component, hardware component) where the event occurred; (iii) type of event; (iv) user/subject identity; and (v) the outcome (success or failure) of the event.
The contents of XYZ, Inc. audit records contain all audited events with date/time stamped and traceable to specific individuals. Manufacturer-specific logs that provide sufficient information to accomplish these requirements shall be considered adequate for auditing purposes.
7.3 AUDIT STORAGE CAPACITY 
Instructions:  Describe how the Company will allocate sufficient audit record storage capacity and configure auditing to reduce the likelihood of such capacity being exceeded. You may describe, for example, how the Company will provide sufficient audit storage capacity, taking into account the auditing to be performed and the online audit processing requirements.
Sufficient capacity shall be provided for storing the last 12 months of audit records. Older audit records will be deleted.
7.4 AUDIT MONITORING, ANALYSIS, AND REPORTING 
Instructions:  Describe how the Company will regularly review/analyze information system audit records for indications of inappropriate or unusual activity, investigate suspicious activity or suspected violations, report findings to appropriate officials, and take necessary actions.  You may describe, for example, how the Company will employ automated mechanisms to alert security personnel of the following inappropriate or unusual activities with security implications: [Provide a list inappropriate or unusual activities that are to result in alerts]. 
In conjunction with the quarterly IS security manager meetings, the General Manager and IT Manager shall review the audit logs. Additionally, the alarm system logs (which register after-hours entries and exits) shall be reviewed weekly by the General Manager, who may prompt additional detail auditing of the other records if warranted.
7.5 TIME STAMPS 
Instructions:  Describe how the Company’s information system will provide time stamps for use in audit record generation.  You may describe, for example, the following:
· How the Company’s time stamps (including date and time) of audit records will be generated using internal system clocks.
· How the Company will synchronize its internal information system clocks every: [state appropriate frequency]. 
Clock / calendar settings for the main server, the alarm system, and the video surveillance system shall be checked and adjusted approximately once every six months, at the changeovers to their local time zone (EST, CST, PST and so on…)
7.6 PROTECTION OF AUDIT INFORMATION 
Instructions:  Describe how the Company’s information system will protect audit information and audit tools from unauthorized access, modification, and deletion.  You may describe, for example, how the Company’s audit information will include all information (e.g., audit records, audit settings, and audit reports) needed to successfully audit information system activity.
No digital-based system can ever be 100% secure from unauthorized tampering, thus we following safeguards described below:
· The alarm system logs are independently produced by the alarm monitoring company, using the landline connection to the system, and sent to us weekly. The ability for us to manipulate is therefore extremely limited

· Access to the server logs requires Administrator access, which is only granted to the General Manager and the IT Manager

· The alarm system, video surveillance system, and server are all independent from each other, and the logs from each can be used to corroborate the others
7.7 CONTINUOUS MONITORING 
Instructions:  Describe how the Company will monitor the security controls in the information system on an ongoing basis.  You may describe, for example, the following:
· How the Company will use continuous monitoring activities such as: configuration management and control of information system components, security impact analyses of changes to the system, ongoing assessment of security controls, and status reporting.   
· How the Contractor will assess all security controls in an information system.
In terms of continuous monitoring IS and employees are, employees accessing the facility after‑hours when no one else is here to observe must successfully pass the alarm system. The alarm system logs are the main trigger in terms of unusual activity that needs to be looked at in further details. As per the SPP, the alarm logs are reviewed weekly by the General Manager, who will direct further auditing follow-up if unusual activity is observed.
8.  CONFIGURATION MANAGEMENT POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Contractor entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the configuration management policy and associated configuration management controls.
XYZ, Inc. has a limited IT infrastructure, consisting of one physical server and approximately 10 workstation computers in less than 5000 square feet of office space, also less than 10 personnel. No classified or export-controlled data is stored on XYZ’s IT infrastructure, nor does XYZ, Inc. share such information with anyone outside the XYZ, Inc. facility. There are very few shared applications running on our server, and the overall IT infrastructure configuration is very stable, with only minor changes such as adding user workstations expected over the next several years. Whenever anything is added to our IT infrastructure, e.g. new software, new computers, new communications equipment, etc., both the General Manager and IT manager (who have security clearances) are closely involved and highly sensitive to any security concerns. Therefore, we do not consider a formal Configuration Management Policy to be necessary for our company.
8.1 MONITORING CONFIGURATION CHANGES 
Instructions:  Describe how the Company [Contractor Name] monitors changes to the information system conducting security impact analyses to determine the effects of the changes.  You may describe, for example, the following:
· How, prior to change implementation, and as part of the change approval process, the Company will analyze changes to the information system for potential security impacts.
· How, after the information system is changed (including upgrades and modifications), the Company will check the security features to verify that the features are still functioning properly.
· How the Company will audit activities associated with configuration changes to the information system. Monitoring configuration changes and conducting security impact analyses are important elements with regard to the ongoing assessment of security controls in the information system
· Changes that could impact the mitigation strategy by allowing additional sharing of resources or IT related services with either the foreign parent or affiliates requires prior approval by DSS (e.g., FTP sites, SharePoint or other web based collaborative platforms, VPN access to internal networks, and Corporate participation in social networking sites).  This includes any item that would affect the separation from US entity and it’s foreign parent or affiliates.
· Changes to the network that do not include sharing new or additional resources with the foreign parent or affiliate do not require prior approval from DSS.  Changes to the network that do not affect the security of export controlled information on the network do not require prior approval from DSS. Changes to the network must be documented in the ECP Revision Log (Attachment 4) and controlled with the established configuration management procedures.  The configuration management procedures and ECP Revision Log will be inspected by DSS during the annual inspection. 
Anytime there is a major change to software, hardware, or other infrastructure on the IT systems, both the General Manager and IT Manager will make evaluation as to the improvement / degradation in overall security and make other changes as necessary to compensate.
8.2 ACCESS RESTRICTIONS FOR CHANGE 
Instructions:  Describe how the Company will: (i) approve individual access privileges and enforces physical and logical access restrictions associated with changes to the information system; and (ii) generate, retain, and review records reflecting all such changes.  You may describe, for example, the following:
· How planned or unplanned changes to the hardware, software, and/or firmware components of the information system can have significant effects on the overall security of the system.
· How only qualified and authorized individuals will be able to obtain access to information system components for purposes of initiating changes, including upgrades, and modifications.
IT Manager, in close cooperation with the General Manager, will make changes to our IT system.
8.3 LEAST FUNCTIONALITY 
Instructions:  Describe how the Company will configure the information system to provide only essential capabilities and specifically prohibits and/or restrict the use of the following functions, ports, protocols, and/or services: [Provide applicable list of prohibited and/or restricted functions, ports, protocols, and/or services]. 
This section is not applicable because, all users of our IT system require universal access. However, the privilege level for each user’s access is limited to the minimum required based upon that person’s duties, as described in the Access Control Policy document.

9.  INCIDENT RESPONSE
9.1 INCIDENT RESPONSE POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Company entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the incident response policy and associated incident response controls.  You may describe, for example, how the Company’s incident response policy and procedures will be consistent with applicable federal laws, directives, policies, regulations, standards, and guidance. 
Note:  The Contractor’s incident response policy can be included as part of its general information security policy.  Incident response procedures can be developed for the security program in general, and for a particular information system, when required. 
The FSO and the NETWORK ADMINISTRATOR will investigate the following ECP-related incidents:

· Threats reported during the daily monitoring of the IPS device

· Vulnerabilities coded Medium or higher reported during daily monitoring of the IPS device

· Suspicious activity on the network resources/servers discovered during daily audit of the server event logs

· Unauthorized hardware and software changes made to associate workstations

· Suspicious activities found during regular audits and reviews of the FSO Mailbox and Keyword Search mailbox from the Ironmail device

· Suspicious activities found during audit of the Electronic Communications Log or the Call Detail Report from the telephone system recording log 

· Unauthorized entry door access alerts as reported from the security access log

· Suspected violations of the Export Compliance policy

Classified spills via emails from the outside
9.2 INCIDENT RESPONSE TRAINING 
Instructions:  Describe how the Company will train personnel in their incident response roles and responsibilities with respect to the information system and provide refresher training [Provide appropriate frequency, at least annually]. 
Security Awareness training addresses incident recognition and the requirement for the reporting of incidents.   See Section 6 for more detailed information.
9.3 INCIDENT RESPONSE TESTING AND EXERCISES 
Instructions:  Describe how the Company will test and/or exercise the incident response capability for the information system [Provide appropriate frequency, at least annually] using [Provide appropriate description] tests to determine the incident response effectiveness and documents the results.  You may describe, for example, whether the Company will use NIST Special Publication 800-84 as supplemental guidance on its test, training, and exercise programs for information technology plans and capabilities. 
Incident testing is performed manually by the NETWORK ADMINISTRATOR and the FSO.  Each situation listed in Section 9.1 has been tested.  Any new items added will be tested in the same manner.  Results of the testing allow the routine audits to have greater validity.
9.4 INCIDENT HANDLING 
Instructions:  Describe how the Company will implement an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery.  You may describe, for example, the following:
· How the Company will incorporate the lessons learned from ongoing incident handling activities into the incident response procedures and implement the procedures accordingly.  
· How the Contractor will employ automated mechanisms to support the incident handling process. 
Note:  Incident-related information can be obtained from a variety of sources including, but not limited to, audit monitoring, network monitoring, physical access monitoring, and user/administrator reports.
The following are the procedures for handling incidents.

If the FSO, NETWORK ADMINISTRATOR, or any other employee suspects or discovers a violation of any policy or procedure, by any of our associates or the affiliates; the discovery shall be reported to the FSO for investigation.   If the incident is IT-related, it is turned over to the NETWORK ADMINISTRATOR to investigate and report back to the FSO.

The FSO and/or NETWORK ADMINISTRATOR will address the issue with that associate or affiliate to determine the seriousness of the incident and to determine the next step.

In the case of Classified spills, if Classified data is received in error by any method, the FSO will follow the instructions specified in the Office of the Designated Approving Authority (ODAA) ISFO Process Manual, Appendix S.  
9.5 INCIDENT MONITORING 
Instructions:  Describe how the Company will track and document information system security incidents on an ongoing basis.  
Upon discovery or a report filed, the incident is recorded in the Incident Log spreadsheet located in a secured file on the server.   The Incident Log does not replace incident reporting, mentioned in Section 9.6.
The Incident Log will contain the following information.  See Section 9.1 for standard reportable incident types.

· Separate tab for each type of incident

· Date of incident

· Description of incident

· The name of the employee involved (if applicable)

· The name of the affiliate employee involved (if applicable)

· Assigned to (the investigator name)

· Result of investigation (includes contacting the involved personnel, if applicable)

· Disposition

· Date closed
The incident log is supplied to the GSC on a quarterly basis for review and is available for audit at all-time requested by the GSC or DSS.
9.6 INCIDENT REPORTING 
Instructions:  Describe how the Company will promptly report incident information to appropriate authorities.   You may describe, for example, how the Company will use automated mechanisms to assist in the reporting of security incidents. 
After investigation of any incident, if it is determined that the incident requires escalation, an Incident Report is generated and supplied to the XYZ COO and the Chairman of the GSC.  If an employee or an affiliate is involved in the incident, a copy of the report is sent to those individuals.  

The GSC Chairman evaluates the Incident Report and determines the disposition of the incident and whether the incident should be reported to DSS and other appropriate authorities.
9.7 INCIDENT RESPONSE ASSISTANCE 
Instructions:  Describe how the Company will provide an incident response support resource that offers advice and assistance to users of the information system for the handling and reporting of security incidents.   (The support resource is an integral part of the Company’s incident response capability.)  You may describe, for example, how the Company will support incident response through (i) a help desk or an assistance group and (ii) access to forensics services as needed. 
The FSO should be contacted for information and advice regarding incident reporting.  
10.  PHYSICAL AND ENVIRONMENTAL PROTECTION
10.1 PHYSICAL AND ENVIRONMENTAL PROTECTION POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Company entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls. 
This facility is a secure facility.  Entry to the facility is controlled and monitored utilizing an access control system configured to allow only employees self-entry in the facility.  A security badging system is employed, which consists of a picture ID and a programmable key-fob.  The picture ID must be worn on the employee’s person at all times inside the facility.   A local, bonded security vendor provides the 24-hour security monitoring for the facility.
Affiliate visitors may be allowed inside the facility if a Request to Visit has been pre-approved by the FSO and GSC for such visits.  The visitor must be escorted at all times, must present valid identification at the time of the visit, must sign into the Unclassified Visit Log, and be badged according to the policy.
Guest visitors, such as customers and vendors, may be allowed inside the facility, with advance notice to the FSO.  These visitors must be escorted at all times, must present valid identification at the time of the visit, must sign into the Unclassified Visit Log, and be badged according to the policy.
10.2 PHYSICAL ACCESS AUTHORIZATIONS 
Instructions:  Describe how the Company will develop and keep current a list of personnel with authorized access to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) and issues appropriate authorization credentials.  You may describe, for example, the following: 
· How the Company will define the appropriate authorization credentials (for example, badges, identification cards, and smart cards). 
· How Company will promptly remove from the access list personnel no longer requiring access to the facility where the information system resides. 
· How designated officials within the Company will review and approve the access list and authorization credentials [state appropriate frequency, at least annually].
The information system is located inside the secure facility.  
The NETWORK ADMINISTRATOR, with oversight by the FSO, is responsible for the practicalities of establishing access for employees, and will provide the access key-fob to the employee.  In the event of termination, the NETWORK ADMINISTRATOR will terminate and deactivate key-fob access to the employee.  The deactivated key-fob and the picture ID is turned over to the FSO for destruction.
10.3 PHYSICAL ACCESS CONTROL 
Instructions:  Describe how the Company will control all physical access points (including designated entry/exit points) to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible) and verify individual access authorizations before granting access to the facility.  You may describe, for example, how the Company will control access to areas officially designated as publicly accessible, as appropriate, in accordance with the Company’s assessment of risk. 
Entry into the secured area is controlled by the security access system via secured doorways.  A key-fob must be swiped to allow the employee self-access to the facility itself.  

The Information System resides in a locked area.  This area is secured with a keyed-lock and is accessible only to the FSO, NETWORK ADMINISTRATOR and the COO, each of whom have been supplied with a key.
10.4 MONITORING PHYSICAL ACCESS 
Instructions:  Describe how the Company will monitor physical access to the information system to detect and respond to physical security incidents.  You may describe, for example, the following:
· How the Company will review physical access logs periodically and investigate apparent security violations or suspicious physical access activities.  
· How response to detected physical security incidents will be a part of the Company’s incident response capability. 
· How the Company will monitor real-time physical intrusion alarms and surveillance equipment. 
Facility Access Control System:  Entry logs are downloaded weekly and reviewed by the NETWORK ADMINISTRATOR and FSO for any irregularities or potential incidents requiring report.
The NETWORK ADMINISTRATOR regularly reviews the contents of security video recorded by all security cameras located within the secure area that monitors all the entry doors and other general areas.
11.  CONTINGENCY PLANNING AND OPERATION
11.1 CONTINGENCY PLANNING POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Company entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls.  You may describe, for example, how the Company’s contingency planning policy and procedures are consistent with applicable federal laws, directives, policies, regulations, standards, and guidance. 
In the event of emergency or other occurrence (such as fire, vandalism, system failure, or natural disaster)  that causes damage to the Information System or other communications equipment, the appropriate individuals must act to support the restoration of operations, computing resources, and critical data.   Evaluation of the level of emergency and the level of response is the responsibility of the COO, NETWORK ADMINISTRATOR and the FSO.
11.2 CONTINGENCY PLAN 
Instructions:  Describe how the Company will develop and implement a contingency plan for the information system addressing contingency roles, responsibilities, assigned individuals with contact information, and activities associated with restoring the system after a disruption or failure.  You may describe, for example, how designated officials within the Company will review and approve the contingency plan and distribute copies of the plan to key contingency personnel.

Currently there are no redundancies of network hardware, application software or other computer resources, but the critical data is backed up on a regular basis and stored in the following manner.   

· PGKserver and other servers are backed up on a daily, weekly and monthly schedule.

· Daily backups are incremental backups and are retained for 30 days.

· Weekly backups are retained for 30 days.

· Monthly backups are retained for 1 year.

· Daily and weekly backups are retained in a fire-proof safe that is locked and secured.

· Monthly backups are retained as follows:  1) first 6 months are secured in safety deposit box at the bank; 2) last 6 months are secured in a fire-proof safe located in the facility.

· Symantec backup software is installed on all critical computers.  Daily incremental backup of user data and emails files are automated to backup on a regularly scheduled basis, without user intervention.  The resulting backup files are stored in the protected backup folder on the PGKserver server.  This software provides an additional layer of protection from data loss.  

In the event of hardware and other computer resources are destroyed, procurement of replacement computer resources will be implemented and installed as mentioned in Section 11.3.
In the case of damage or destruction of the telephone system, procurement of replacement telephone hardware, switch, and voice mail system will be implemented and installed.  The company-owned cell phones will serve as a contingency until the phone system is installed and available for use.
11.3 INFORMATION SYSTEM RECOVERY AND RECONSTITUTION 
Instructions:  Describe how the Company will employ mechanisms with supporting procedures to allow the information system to be recovered and reconstituted to a known secure state after a disruption or failure.
Depending on the evaluation of the level of emergency and the need for replacement network hardware, applications software, or other computer resources, the critical data mentioned in Section 11.2 will be available for the Network Administrator to reinstall in order to reestablish computer operations and communications.
Simplified steps to recover from emergency follow below.

· Procurement of new equipment and software.

· Install and cable equipment.

· Configure routers, firewall and ISP device.

· Install Operating System on all servers.

· Configure new domain controllers.

· Configure new email device.

· Configure new data servers (email, FTP, data storage, mobile device) and place them on the domain.

Restore data from backups to the servers.
12.  SYSTEM AND COMMUNICATIONS PROTECTIONS

12.1 SYSTEM AND COMMUNICATIONS PROTECTION POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Company entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls.  You may describe, for example, how the Company’s system and communications protection policy and procedures will be consistent with applicable federal laws, directives, policies, regulations, standards, and guidance. 
The NETWORK ADMINISTRATOR, as mentioned in Section 10, is physically located in a locked Server Room in the access-controlled facility.  Information system hardware itself is physically accessible to three individuals, the NETWORK ADMINISTRATOR, the COO, and the FSO. The information system resources are accessible only by employees who have been set up with accounts, rights and privileges to use the resource, by the NETWORK ADMINISTRATOR.   
A number of devices serve to protect the information system from unauthorized access by affiliates, outside and inside threats.  These devices are the Firewall, the Intrusion Protection System device, and the email device.

The NETWORK ADMINISTRATOR is responsible for monitoring the use of the information system on a daily basis.  Review and audit of the event logs, reports and the standard Operating System monitoring tools is performed daily.  
The Telephone System is a stand-alone system physically located in the locked Server Room in the access-controlled facility.  The telephone line, switch and control hardware is physically accessible to three individuals, the NETWORK ADMINISTRATOR, the COO, and the FSO.  In the secure location and separated by its own switch, the telephone system is accessible only to company associates who are set up by the NETWORK ADMINISTRATOR to have access.
The NETWORK ADMINISTRATOR is responsible for monitoring the use of the telephone system and is responsible for the upkeep and security of the system.
13.  APPLICATION PARTITIONING (IF APPLICABLE)
Instructions:  Describe how the Company’s information system will separate user functionality (including user interface services) from information system management functionality.  You may describe, for example, how the Company’s information system will physically or logically separate user interface services (e.g., public web pages) from information storage and management services (e.g., database management). Note:  Separation may be accomplished through the use of different computers, different central processing units, different instances of the operating system, different network addresses, combinations of these methods, or other methods as appropriate. 
The IS is comprised of multiple servers that separate functionality of the various components of the system and multiple user workstations.  Separation is accomplished by physically segregating certain functions to separate servers, each with its own internal IP address.  This separation is transparent to the system users.
The servers are as follows.

· XYZ Domain Controllers (PGKserver and MKserver)

Function:  Authentication of user login credentials to gain access to the network.

· Email Server (KMKserver),

Function:  Processes and serves incoming and outgoing emails.

· Data Storage Server (MMKserver)

Function:  File/Printer server and the only data storage server on the network.

· Secure mobile email Server (PGMKserver)

Function:  Processes emails arriving from email Server and sends out to mobile devices.

· FTP Server (PGKFTP01)

Function:  Provides File Transfer Protocol file system to allow XYZ, Inc. and its customers to pick up and transfer files that are too large to email. 

· PGP Encryption Universal Server (PGP.EncUniSer.COM);

Function:  Centrally managed configuration Server for PGP Whole Disk Encryption Policy Deployment and password resets.

· Accounting/Finance Server (SMKserver); 

Function:  Processes all Accounting transactions, Financial reporting, Time-Keeping and Costs by Program.
13.1 INFORMATION REMNANCE 
Instructions:  Describe how the Company’s information system will prevent unauthorized and unintended information transfer via shared system resources.  You may describe, for example, how the Company will control information system remnance, sometimes referred to as object reuse, or data remnance, in order to prevent information, including encrypted representations of information, produced by the actions of a prior user/role (or the actions of a process acting on behalf of a prior user/role) from being available to any current user/role (or current process) that obtains access to a shared system resource (e.g., registers, main memory, secondary storage) after that resource has been released back to the information system. 
All laptops, workstations, and servers being disposed of have all storage systems erased using DOD approved methods, and removed, by the NETWORK ADMINISTRATOR.  Computers being redeployed for other uses or functions are formatted and the default OS is reloaded on newly purchased hard drives.  
Secure mobile email phones being disposed are wiped and erased and then have the SIM card removed.  

Secure mobile email phones being redeployed are wiped and with a newly purchased SIM card.
13.2 DENIAL OF SERVICE PROTECTION 
Instructions:  Describe how the Company’s information system will protect against or limits the effects of the following types of denial of service attacks: [please list types of denial of service attacks or reference to source for current list].  You may also describe, for example, the following:
· How the Company will use a variety of technologies to limit, or in some cases, eliminate the effects of denial of service attacks.   
· How the Company will use boundary protection devices to filter certain types of packets to protect devices on the Company’s internal network from being directly affected by denial of service attacks.   
· How the Company’s information systems that are publicly accessible will be protected by employing increased capacity and bandwidth combined with service redundancy. 
The Information System utilizes the functionality of the IPS device to avert DOS attacks. This device offers packet filtering to protect the network resources from these attacks and will automatically limit and/or block the port(s) that it is attempting to access.  Refer to Section 14.5 for more information on the device.
13.3 BOUNDARY PROTECTION 
Instructions:  Describe how the Company’s information system will monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.  You may describe, for example, the following:
· How the Company will use connections to the Internet, or other external networks or information systems, that occur through managed interfaces consisting of appropriate boundary protection devices (e.g., proxies, gateways, routers, firewalls, guards, encrypted tunnels) arranged in an effective architecture (e.g., routers protecting firewalls and application gateways residing on a protected subnetwork commonly referred to as a demilitarized zone or DMZ). 
· How the Company will use information system boundary protections at any designated alternate processing sites provide the same levels of protection as that of the primary site.
· How the Company will consider the intrinsically shared nature of commercial telecommunications services in the implementation of security controls associated with the use of such services.
· How the Company will use commercial telecommunications services that are commonly based on network components and consolidated management systems shared by all attached commercial customers, and may include third party provided access lines and other service elements.

Explain how the Company will use the following control elements to protect information system boundaries: 
(1) Physical allocation of publicly accessible information system components to separate subnet works with separate, physical network interfaces. 
(2) Prevention of public access into the Company’s internal networks except as appropriately mediated. 
(3) Limits on the number of access points to the information system to allow for better monitoring of inbound and outbound network traffic. 
(4) A managed interface (boundary protection devices in an effective security-architecture) with any external telecommunication service, implementing controls appropriate to the required protection of the confidentiality and integrity of the information being transmitted. 
(5) An information system that denies network traffic by default and allows network traffic by exception (i.e., deny all, permit by exception). 
The Information Systems utilizes the following boundary protection devices:

· CISCO ASA security device (router and firewall)
· Palo Alto IPS device (firewall)
· IronMail (includes a firewall)
13.4 TRANSMISSION INTEGRITY 
Instructions:  Describe how the Company’s information system will protect the integrity of transmitted information. 
The network is comprised of commercially available hardware, software and protocols.  Transmission integrity is protected as follows:

· Inside the facility, domain authentication and encryption.  Additional layer of integrity is provided by the firewall device.

· VPN connection transmission integrity is protected by IPSec.
13.5 TRANSMISSION CONFIDENTIALITY 
Instructions:  Describe how the Company’s information system will protect the confidentiality of transmitted information.
The network is comprised of commercially available hardware, software and protocols.  Transmission confidentiality is protected by Transport Layer Security (TLS) protocol through the Internet Explorer browser.
13.6 NETWORK DISCONNECT 
Instructions:  Describe how the Company’s information system will terminate a network connection at the end of a session or after [state appropriate time period] of inactivity.  You may describe, for example, whether and how the Company will apply this control within the context of risk management that considers specific mission or operational requirements.
Remote sessions that are inactive for 30 minutes are terminated by the remote server. 
13.7 CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT 
Instructions:  Describe how the Company will establish and manage cryptographic keys (when cryptography is required and employed within the information system) using automated mechanisms with supporting procedures or manual procedures.
Not Applicable, because XYZ, Inc. will not establish or manage crypto.
13.8  COLLABORATIVE COMPUTING 
Instructions:  Describe, if applicable, how the Company’s information system will prohibit remote activation of collaborative computing mechanisms and provides an explicit indication of use to the local users.  You may describe, for example, how the Company’s collaborative computing mechanisms, if any, will include, for example, video and audio conferencing capabilities.  Note: explicit indication of use includes, for example, signals to local users when cameras and/or microphones are activated.
No video conferencing equipment, thus XYZ has no video conferencing capabilities.  Public collaborative applications available on the internet, are prohibited by policy and further, are blocked by the firewall.
13.9 MOBILE CODE 
Instructions:  Describe how the Company will (i) establish usage restrictions and implementation guidance for mobile code technologies based on the potential to cause damage to the information system if used maliciously; and (ii) authorize, monitor, and control the use of mobile code within the information system.
Firewall services, Antivirus/Malware software and user education are utilized to minimize threats from mobile code.  Additionally, rules in email server are used to block executables, scripts and macros from entering the system.

13.9.1 Internet browsers default to higher security settings.

13.9.2 Users are regularly informed by security notices about the dangers or threats that they may receive, and are warned about specific executable scripts and executables that may arrive in emails or on websites.

13.9.3 Email utilizes internal spam filters to screen spoofed emails or mail with possible malicious attachments.

13.9.4 All workstations and laptops have virus protection and firewall software that is automatically updated on a daily basis with the latest .dat files.  If a workstation or laptop is found to contain malicious files, the machine is immediately disconnected from the network and the NETWORK ADMINISTRATOR is notified.

13.9.5 Office applications default to a higher security setting where macros are disabled by default.

13.9.6 All files received by email are automatically scanned for malicious content when accessed.  Users perform virus scans on all external hard drives that the users access.
13.10 VOICE OVER INTERNET PROTOCOL 
Instructions:  Describe how the Company will (i) establish usage restrictions and implementation guidance for Voice over Internet Protocol (VoIP) technologies based on the potential to cause damage to the information system if used maliciously; and (ii) authorize, monitor, and control the use of VoIP within the information system.
Not Applicable because, no VoIP device is permitted.
13.11 SECURE NAME / ADDRESS RESOLUTION SERVICE (AUTHORITATIVE SOURCE) 
Instructions:  Describe how the Company’s information system will provide name/address resolution service and additional data origin and integrity artifacts along with the authoritative data it returns in response to resolution queries.  You may describe, for example, how the Company will enable remote clients to obtain origin authentication and integrity verification assurances for the name/address resolution information obtained through the service.  Note:  A domain name system (DNS) server is an example of an information system that provides name/address resolution service; digital signatures and cryptographic keys are examples of additional artifacts; and DNS resource records are examples of authoritative data.
The network utilizes DNS server to provide name and address resolution, ensuring complete control & security of the network DNS request records.  

13.12 ARCHITECTURE AND PROVISIONING FOR NAME / ADDRESS RESOLUTION SERVICE 
Instructions:  Describe how the Company’s information systems will collectively provide name/address resolution service for the Company that are fault tolerant and implement role separation.  You may describe, for example, the  following:
· How the Company will use a domain name system (DNS) server as an information system that provides name/address resolution service. 
· To eliminate single points of failure and to enhance redundancy, how the Company will use at least two authoritative domain name system (DNS) servers, one configured as primary and the other as secondary. 
· How the Company will use two servers located in two different network subnets and geographically separated (i.e., not located in the same physical facility). 
· If the Company’s information technology resources are divided into those resources belonging to internal networks and those resources belonging to external networks, how the Company will use authoritative DNS servers with two roles (internal and external).  Explain (i) how the Company’s DNS server with the internal role will provide name/address resolution information pertaining to both internal and external information technology resources while the DNS server with the external role only provides name/address resolution information pertaining to external information technology resources and (ii) specify the list of clients who can access the authoritative DNS server of a particular role. 
The network utilizes DNS server to provide name and address resolution, ensuring complete control & security of our DNS records.  There are two (2) servers dedicated to DNS on the network (primary, backup).
13.13 SESSION AUTHENTICITY 
Instructions:  Describe how the Company’s information system will provide mechanisms to protect the authenticity of communications sessions.  You may describe, for example, how the Company will focus its session authenticity controls on communications protection at the session, versus packet, level in order to implement session-level protection where needed (e.g., in service-oriented architectures providing web-based services). 
All sessions require valid user authentication via internally controlled user IDs and passwords.  Passwords are required to be changed every 42 days.  Sessions are invalidated upon user logout or session termination.
13.14 MALICIOUS CODE PROTECTION 
Instructions:  Describe how the Company’s information system will implement malicious code protection.  You may describe, for example, the following:
· How the Company will employ malicious code protection mechanisms at critical information system entry and exit points (e.g., firewalls, electronic mail servers, web servers, proxy servers, remote-access servers) and at workstations, servers, or mobile computing devices on the network. 
· How the Company will use the malicious code protection mechanisms to detect and eradicate malicious code (e.g., viruses, worms, Trojan horses, spyware) transported: (i) by electronic mail, electronic mail attachments, Internet accesses, removable media (e.g., USB devices, diskettes or compact disks), or other common means; or (ii) by exploiting information system vulnerabilities.  
· How the Company will update malicious code protection mechanisms (including the latest virus definitions) whenever new releases are available in accordance with Company configuration management policy and procedures.  
· How the Company will use malicious code protection software products from multiple vendors (e.g., using one vendor for boundary devices and servers and another vendor for workstations). 
The Intrusion Protection System (IPS) mentioned in 13.15 offers real-time protection from malicious code.  The IPS malware, virus, and spyware database is updated weekly to provide current vigilant protection.  The IPS also offers threat notification, if malicious code is detected.
In addition, McAfee ViruScan Enterprise edition has been installed on all network resources and user workstations.  The NETWORK ADMINISTRATOR has configured each server and workstation to update the signature files on a daily basis, to provide the greatest protection.
13.15 INFORMATION SYSTEM MONITORING TOOLS AND TECHNIQUES 
Instructions:  Describe how the Company’s [Contractor Name] employs tools and techniques to monitor events on the information system, detect attacks, and provide identification of unauthorized use of the system.  You may describe, for example, the following:
· How the Company’s information system monitoring capability will be achieved through a variety of tools and techniques (e.g., intrusion detection systems, intrusion prevention systems, malicious code protection software, audit record monitoring software, network monitoring software).   
· How the Company’s monitoring devices will be strategically deployed within the information system (e.g., at selected perimeter locations, near server farms supporting critical applications) to collect essential information. How the Company’s monitoring devices will be deployed at ad hoc locations within the system to track specific transactions.   
· How the Company’s monitoring devices will be used to track the impact of security changes to the information system.  
· How the granularity of the information collected will be determined by the Company based upon its monitoring objectives and the capability of the information system to support such activities. 
· How the Company will consult appropriate legal counsel with regard to all information system monitoring activities. 
· How the Company will heighten the level of information system monitoring activity whenever there is an indication of increased risk to operations, assets, or individuals based on law enforcement information, intelligence information, or other credible sources of information. 
· How the Company’s information system will monitor inbound and outbound communications for unusual or unauthorized activities or conditions. Note:  Unusual/unauthorized activities or conditions include, for example, the presence of malicious code, the unauthorized export of information, or signaling to an external information system. 
The tools and techniques used by the IS to monitor events, deter attacks and provide unauthorized use of the information system are as follows.

Network Firewall Device
· The network is protected by a firewall appliance that prevents and monitors certain information flow originating from external IS, direct computer connections (such as peer-to-peer), and Internet connections. 

Intrusion Protection System

· IPS (The device is a Malo Klto 5000 (MK-5000) has been installed to allow the NETWORK ADMINISTRATOR to monitor and control employee access and intrusions on a real-time basis; and to provide another layer of security to avert outside threats.    

· The device provides a layer of security in the monitoring of Internet traffic on the network.  The MK-5000 provides administrative control over the content relayed through the device by supporting user authentication, to control web access and to ensure that Internet usage conforms to the acceptable use policy.

· The IPS also provides the following control to the Internet access.

a. Denial of access to, or blacklisting of certain URLs to which policy prohibits access, including all web-based email and social networking sites.

Monitoring and logging of Internet access and usage by users to provide detailed information about the URLs accessed by specific users and to monitor bandwidth usage statistics.  Capable of generating detailed reports.
14.  MAINTENANCE

14.1 SYSTEM MAINTENANCE POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, information system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Company entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the information system maintenance policy and associated system maintenance controls.  You may describe, for example, the following:
· How the Company’s information system maintenance policy and procedures will be consistent with applicable federal laws, directives, policies, regulations, standards, and guidance. 
· How the Company’s information system maintenance policy will be included as part of its general information security policy. 
· How the Company’s system maintenance procedures will be developed for the security program in general, and for a particular information system, when required. 
· How the Company will require maintenance personnel to be a U.S. citizen under direct contract with the Company or through entities organized and existing in the United States.
· How the Company will require each maintenance personnel to be a U.S. citizen and under contract with the Company directly or through entities organized and existing in the United States.
The NETWORK ADMINISTRATOR is responsible for all aspects of the Information System.  All purchases of new equipment, repair of existing equipment, and maintenance of all computer and network resources must be implemented by the Network Administrator with oversight by the FSO and the COO.
14.2 CONTROLLED MAINTENANCE 
Instructions:  Describe how the Company will schedule, perform, document, and review records of routine preventative and regular maintenance (including repairs) on the components of the information system in accordance with manufacturer or vendor specifications and/or Company requirements.  You may describe, for example, the following:  
· How the Company’s maintenance activities, including without limitation routine, scheduled maintenance and repairs will be controlled.
· Whether the Company’s maintenance activities will be performed on site or remotely and whether the equipment is serviced on site or removed to another location. 
· How Company officials will approve the removal of the information system or information system components from the facility when repairs are necessary. 
· If the information system or component of the system requires off-site repair, how the Company will remove all information from associated media using approved procedures. After maintenance is performed on the information system, how the Company will check all potentially impacted security controls to verify that the controls are still functioning properly.  
· How the Company will maintain maintenance records for the information system that include: (i) the date and time of maintenance; (ii) name of the individual performing the maintenance; (iii) name of escort, if necessary; (iv) a description of the maintenance performed; and (v) a list of equipment removed or replaced (including identification numbers, if applicable). 

Controlled maintenance of Network resources is the responsibility of the Network Administrator.   The Network Administrator performs all maintenance that he can perform within his scope of knowledge.
· All servers and workstations are updated regularly by Windows Update, and asset management system.  

· McAfee ViruScan Enterprise installed as virus protection on all workstations and servers as mentioned in Section 13.14.
In the event that the maintenance of the information system requires the expertise of an outside authorized device maintenance contractor, the Network Administrator contacts the appropriate approved company to schedule service.  The Network Administrator retains a record of all maintenance and repairs performed
14.3 MAINTENANCE TOOLS 
Instructions:  Describe how the Company will approve, control, and monitor the use of information system maintenance tools and maintains the tools on an ongoing basis.  You may describe, for example, how the Company will address hardware and software brought into the information system specifically for diagnostic/repair actions (e.g., a hardware or software packet sniffer that is introduced for the purpose of a particular maintenance activity). Note:  Hardware and/or software components that may support information system maintenance, yet are a part of the system (e.g., the software implementing “ping,” “ls,” “ipconfig,” or the hardware and software implementing the monitoring port of an Ethernet switch) are not covered by this control. 
The following tools are available to update servers and workstations with all available patches and hot fixes:  

· Asset Management System

· Windows Update (WSUS) 

· Antivirus Update 

· Portable Document File Updater 

· Java updates

· Microsoft Office Update

· PGP Encryption Universal Server
14.4 REMOTE MAINTENANCE 
Instructions:  Describe how the Company will authorize, monitor, and control any remotely executed maintenance and diagnostic activities, if employed.  You may describe, for example, the following:
· How the Company’s remote maintenance and diagnostic activities will be conducted by individuals communicating through an external, non-Company-controlled network (e.g., the Internet). 
· How the Company’s remote maintenance and diagnostic tools will be used, and its use documented, consistent with its organizational policy.
· How the Company will maintain records for all remote maintenance and diagnostic activities. 
· How the Company will use other techniques and/or controls for improving the security of remote maintenance including without limitation: (i) encryption and decryption of communications; (ii) strong identification and authentication techniques (such as Level 3 or 4 tokens as described in NIST Special Publication 800-63); and (iii) remote disconnect verification. 
· When remote maintenance is completed, how the Company (or its system) will terminate all sessions and remote connections invoked in the performance of that activity. 
· How the Company will audit all remote maintenance and diagnostic sessions and appropriate Contractor personnel review the maintenance records of the remote sessions.
· How the Company will address the installation and use of remote maintenance and diagnostic links.
Not applicable because remote maintenance is prohibited on any network resources.  
14.5 MAINTENANCE PERSONNEL 
Instructions:  Describe how the Company will allow only authorized personnel to perform maintenance on the information system. You may describe, for example, the following:
· How the  Company’s  maintenance personnel (whether performing maintenance locally or remotely)will  receive appropriate access authorizations to the information system when maintenance activities allow access to Company information or could result in a future compromise of confidentiality, integrity, or availability. 
· When maintenance personnel do not have needed access authorizations, how Contractor personnel with appropriate access authorizations will supervise maintenance personnel during the performance of maintenance activities on the information system. 
The Network Administrator performs all maintenance that he can perform within his scope of knowledge.
If an authorized service contractor or consultant is required for certain maintenance and/or repair functions, the Network Administrator will verify with the contractor, prior to scheduling service, the citizenship of the individual who is deployed to service the equipment.  When service personnel arrive at the site for the appointment, the Network Administrator verifies the credentials and ensures that the service personnel are eligible for entry and access to the IS.  The sign-in procedures are followed requiring photo identification and declaration of citizenship.
15.  MEDIA PROTECTION

15.1 MEDIA PROTECTION POLICY AND PROCEDURES 
Instructions:  Describe how the Company will develop, disseminate, and periodically review/update: (i) a formal, documented, media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among Company entities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the media protection policy and associated media protection controls.  You may describe, for example, how the Company’s media protection policy and procedures will be consistent with applicable federal laws, directives, policies, regulations, standards, and guidance. 
Protection of all media introduced into the computing environment is ultimately the responsibility of the Network Administrator and the FSO.  However, it is imperative that all employees act responsibly and follow the guidelines established that prohibit use of external media until it has presented to the Network Administrator for a virus check to be executed.
15.2 MEDIA ACCESS 
Instructions:  Describe how the Company will (i) restrict access to information system media to authorized individuals and (ii) employ automated mechanisms to restrict access to media storage areas and to audit access attempts and access granted. 
All authorized individuals have access to the following types of media:

· CDs and DVDs

· Thumb Drives

· External Hard Drives
15.3 MEDIA SANITIZATION AND DISPOSAL 
Instructions:  Describe how the Company will sanitize information system media, both digital and non-digital, prior to disposal or release for reuse.  You may describe, for example, the following:
· How the Company’s sanitization process will remove information from information system media so there is reasonable assurance, in proportion to the confidentiality of the information, that the information cannot be retrieved or reconstructed.

· How the Company’s sanitization techniques, including clearing, purging, and destroying media information, will prevent the disclosure of Company information to unauthorized individuals when such media is reused or disposed.
· CDs and DVDs are shredded.

· Thumb Drives are scanned for malware and viruses and then wiped a minimum of 8 times.

· External Hard Drives are scanned for malware and viruses and then wiped and formatted.

· PGP Whole Disk Encryption software on all user workstations hard drives to prevent unauthorized access to the encrypted hard drive in case workstation is lost or stolen.  

· IS media is reformatted a minimum of eight (8) times prior to redeployment or disposal.  All drives that are reformatted and not immediately reused are stored in a locked cabinet in the IT area.
16.  EXPORT CONTROL PROCEDURES
Instructions:  Describe or reference the document containing the Company’s export control procedures as applicable. If a third party provider is administering the Company’s network, please describe the Company’s procedures in place to ensure that export control violations do not occur with respect to the third party provider’s administration of the Company’s network.  
Reference Document:  Technology Control Plan (2002-TCP-003)
The Technology Control Officer (TCO) has the responsibility for Export Control of all facilities.  Although an occasional need to ship export-controlled product from the United States, thus requiring a DSP-5 be approved by the Department of State; the majority of exports is Technical Data.  Technical Data also requires either an approved DSP-5 (Proposal stage) or Technical Assistance Agreement (Program stage).   
TCO monitors network activities including emails, FTP, and other resources to be vigilant that export rules are being followed.  If during the monitoring process the FSO or Network Administrator discovers a violation of export restrictions, by any associates, affiliates, and/or customers; the Incident Reporting procedure mentioned above (Section 9) will apply.

Copies of all approved Hardware Export Licenses and shipping invoices are maintained by the TCO and are available for audit at all times.  

Copies of all approved Technical Data Export Licenses are maintained by the TCO and are available for audit at all times.  
As mentioned in Section 4 and recited here, the Network IS is not an accredited Information System.  To that end, only certain classifications of data may be stored, received, or transmitted over the network resources.  Rules regarding the classifications follow below.  

· Classified Data is prohibited from storage to the any server, workstations, and external devices used for storage.  Classified data cannot not be transmitted or received via the network resources.

· Controlled Unclassified Information (CUI) may be stored on the server in protected, limited access folders, but may not be stored on user workstations or external storage devices.  CUI data may be received and transmitted according to the TCP and Export Control Policies and Procedures, if approved by the appropriate US Government export authority, approved by the TCO, and if appropriately marked with a notification statement such as the example that follows:

NOTICE: ITAR RESTRICTED DATA: IF YOU HAVE RECEIVED THIS INFORMATION/DATA IN ERROR, PLEASE CONTACT THE SENDER, DELETE THE MESSAGE AND/OR RETURN THE DATA. This communication and/or attached data, in electronic or hardcopy form, contain EXPORT CONTROLLED information and are subject to control under ITAR. The transfer of technical data and/or defense services to facilitate response to xxxx RFP # 10MS060 for a specific Common Intelligent Display, is authorized only between Barco Federal Systems, LLC in the United States and Barco, NV in Belgium and Barco View Texen in France , in furtherance of DSP-5 Export License No. xxxxxx.  Communication and dissemination of the ITAR information contained herein is allowed on a need-to-know basis in accordance with said Export License approval provisions. Please address any questions or concerns to your local Barco US Export Control Officer/Empowered Official.

CUI information must be stored in protected folders on the network with individual access assigned by the Network Administrator, with approval of the TCO.  

An exception to this rule is the FTP site; CUI technical information may not be stored on the FTP at any time.

CUI may be transmitted by the sender via electronic mail or contained on CDs or DVDs that are delivered by the US mail service.  The primary contacts for receiving CUI are the FSO/Export Compliance Officer and the Director of Programs and Proposals.  These two individuals will be responsible for protecting the contents of the CUI and placing the CUI in the protected folders on the network as mentioned above.

If the CUI has been emailed, the contact must move the CUI marked email and/or attachments to a protected folder on the network.  The email will be deleted from the user’s email box on the email Server.

If the CUI is received in the form of CDs or DVDs, the CUI may be stored on the server in a protected folder.  The original media will be given to the FSO/Export Compliance Officer to store in the locked Contracts file room.

Unclassified Data may be stored on the server and user workstations and may be received and transmitted.  Careful consideration must be applied as to sensitivity of this information in any case.
17.  ADDITIONAL FOCI PROCEDURES 

17.1 TELEPHONE PROCEDURES  
· Instructions:  Describe how the Company’s maintains a log to reflect telephone activity between it or its subsidiaries, on the one hand, and its parent or affiliates of the parent on the other hand, in accordance with the specific requirements of the applicable FOCI mitigation agreement.  Teleconferences will be treated as telephone activity.  Subject to the express terms of the Company’s mitigation agreement, which may allow some discretion or variation in this respect, DSS assumes that video teleconferences are also visits subject to each of the visitation requirements set out in the Company’s mitigation agreement.  In such case, video teleconferences need not also comply with any applicable telephone procedures.  You may describe, for example, the following:
· How the log will be reviewed by the FSO, the GSC and DSS.  
· How the log will include the Name, Position/Title of the Individual maintaining the log, the Name, Position/Title of the individual parties to the call, and brief remarks that reflect the general topic of the conversation.  
· How a summary of this data will be prepared in support of the annual meeting report.  
Telephone Activity and Usage

· All office landline and mobile telephone communications between any associates and the Affiliates are subject to monitoring.  Telephone calls are defined as incoming and outgoing calls using office phones or associate mobile phones. 

· Associates personal mobile cell phones are not to be utilized for work-related activities.
Monitoring Responsibility

· The FSO and the GSC share the responsibility for monitoring this access and the review of these communications.

Monitoring Method and Review

· All associates and representatives will maintain an Electronic Communications Log (ECL) to contain a daily record of these types of communications.  

· The ECL will include the Associate’s Name, Position/Title of the person maintaining the log, the Name, Position/Title of the individual parties to the call, and brief (Unclassified) remarks that reflect the general topic of the conversation.  

· ECLs for the completed month shall be submitted to the FSO at the completion of each month for audit purposes.

· For the landline office phones, a Call Detail Recording (CDR) report is provided to the FSO on a monthly basis by the Network Administrator.  This CDR itemizes the successfully connected calls made to and from the office phones, segregated by phone number.

· For the associate mobile phones, a call detail report from the mobile phone carrier is downloaded from the carrier’s website, itemizing the successfully connected calls made to and from each mobile phone, segregated by phone number.

· The FSO audits the submitted ECLs monthly.  Approximately 20% of the telephonic communications are audited for the entire group of all associates.  The audit process for the ECL will entail a random comparison of the associate’s ECL against the office telephone records and mobile phone records, and a random review of the content disclosed in the subject line of the ECL.  

· The ECLs are submitted to the GSC for monthly review upon completion of the FSO audit and report.  The FSO and the GSC may require further explanation from the associate as to the content of the phone call.  

Reporting Requirement
If during the review of the ECLs, the FSO or a member of the GSC discovers the improper use of telephone communications, the discovery is reported to the COO, the Chairman of the GSC, and if validated, to the DSS.
17.2  FACSIMILE PROCEDURES

Instructions:  Describe how the Company will maintain a log to reflect telephone activity between it or its subsidiaries, on the one hand, and its parent or affiliates of the parent on the other hand, in accordance with the specific requirements of the applicable FOCI mitigation agreement.  You may describe, for example, the following:
· How the log will be reviewed by the FSO, the GSC and DSS.  
· How the log will include the Name, Position/Title of the Individual maintaining the log, the Name, Position/Title of the individual parties to the fax, and brief remarks that reflect the general topic of the fax.  
· How a summary of this data will be prepared in support of the annual meeting report.  
FAX Activity and Usage

· All FAX communications between associates and the any affiliates are subject to monitoring. FAX calls are defined as incoming and outgoing FAX communications initiated or received by the FAX device.

· General note:  This technology is used very rarely between the associates and the Affiliates for purposes of communication. 

Monitoring Responsibility

· The FSO has the responsibility for monitoring this access and the review of this communication.

Monitoring Method and Review

· All associates are required to log fax communications onto an ECL.  The ECLs are submitted by associates to the FSO monthly for review and auditing purposes.

· The copy machine contains the facsimile device.  Each associate is assigned a PIN for outgoing FAX calls.  A report of all fax numbers called and received is generated as needed, directly from the FAX device, by the FSO for audit purposes.

· On a monthly basis, the FSO will review the FAX report and compare to the associate ECLs.   Fax communications are so rarely used that 100% of the fax communications are compared to the ECLs each month during the audit.

Reporting Requirement
If during the review of the FAX report, the FSO or a member of the GSC discovers the improper use of FAX communications, the discovery is reported to the COO, the Chairman of the GSC, and if validated, to the DSS.
17.3 COMPUTER COMMUNICATIONS
Instructions:  Describe whether the Company will use Microsoft Outlook email, computer fax, VTC, instant messaging, FTP, and/or other applicable computer communication tools.   You may describe, for example, the following:
· How the Company’s computer communication systems will be monitored and controlled to ensure compliance with the mitigation agreement.  
· How the Company’s computer network server for unclassified email of the cleared company will be owned by the cleared company and monitored using [describe monitoring software].
· How the Company’s firewalls will be used to protect [describe specific access protected by firewalls]. 
· Note:  Computer-based video teleconferences must be described here.  Subject to the express terms of the Company’s mitigation agreement, which may allow some discretion or variation in this respect, DSS assumes that video teleconferences are also visits subject to each of the visitation requirements set out in the Company’s mitigation agreement.  In such case, video teleconferences need not also comply with any applicable telephone procedures.  However, all other applicable procedures related to how the Company’s computer communication systems will be monitored and controlled to ensure compliance with the mitigation agreement will nevertheless apply to computer-based video teleconferences regardless of the device used to access the Company’s computer communication systems.  
1) EMAIL COMMUNICATIONS

Email Connection and Usage

· Window based electronic mail (email) software used for all email communications.  Associates are required to log in to the secure server system with a company-assigned User Name and a user-created complex password, to send and receive emails, using one of the following access methods.  

a. LAN connection inside the facility.

b. VPN connection, utilizing a RSA security token issued to authorize users by the Network Administrator, for access from a remote location.  

· Web Access to access email software or email communications from externally, are prohibited.  

· There are no subsidiaries that require email monitoring.

Monitoring Responsibility

· The FSO and the GSC share the responsibility for monitoring this access and review of this type of communication.

Monitoring Method and Review

· The email monitoring process will entail review of the text of emails and attachments, to ensure that the information received, conveyed or disclosed is not classified information or an unauthorized export of controlled unclassified information.  Review will also ensure that information being disclosed is not subject to special authorization, limitation, or restriction, and that no attempt is made to improperly control or influence, in accordance with the provisions of the SSA.  

· Email monitoring device is used to capture all email traffic between associates and the Affiliates.  A copy of each email sent to and received from the parent company’s domain is collected and placed in the FSO Mailbox for review by the FSO and members of the GSC.    

· For the primary email review, utilizes a keyword search program.  Emails which contain one or more of these key words in the subject line, the body of the email or contained in any attachments to the email, are routed to a Keyword Search Mailbox for immediate review by the FSO. Currently, 100 percent of these emails and attachments arriving in the Keyword Search mailbox are being reviewed on a daily basis by the FSO. (It is recommended that each contractor work with DSS to determine the sampling percentage that may effectively mitigate risk based on the volume of emails.)
· The keyword search list is regularly reviewed by the FSO and is submitted for approval on a quarterly basis to the members of the GSC.   All changes to the keyword search list are subject to GSC approval in advance of implementation.   A revision list is maintained on the server for audit purposes. 

· As a secondary email review, the FSO Mailbox is randomly reviewed.  A minimum of five percent of these total captured emails communicated between the associates and the Affiliates is reviewed by the FSO and GSC.   The FSO reviews emails in this mailbox on a weekly basis.  

· In addition to the FSO, members of the GSC shall participate in the review of email communications on a monthly basis.  

· To accommodate the GSC review of emails, an archive software program is utilized to move randomly selected emails to a secure folder on the FTP server.  GSC members receive notification by email from the FSO that the files are posted to the FTP server and are available for review.  A password is required for access to the email review folders by the GSC members.

· Metrics for email communications resulting from the FSO review are reported to the GSC on a monthly basis.
Reporting Requirement
If during the review of email, the FSO or a member of the GSC discovers the improper transfer of information or an attempt to improperly influence any  employee (a violation of FOCI), the discovery is reported to the COO, the Chairman of the GSC, and if validated, to the DSS.  

2) COMPANY-OWNED SECURE MOBILE EMAIL DEVICES

· A secure mobile email device is the standard. All these devices are company owned.

· Authorization for associates to have access to a company owned mobile device must be approved by the COO.

· The Network Administrator is responsible for monitoring and controlling this access and this resource.

· Phone calls originated and received by the company owned mobile device between associates and Affiliates must be reported according to the Telephone Procedures in Section 17.1.

· All company email is distributed through the company server(s).

· Company email is served to and from the mobile device by the email server through the mobile email software located on the secure server. Emails received and sent via the device between the associates and the Affiliates are captured and reviewed according to the email communications policy discussed above.

· Security of communications for the mobile email device is primarily provided by the authentication and encryption services built-in to the company owned mobile device suite software installed on the network controlling mobile email distribution. S/MIME encryption has been enabled in the suite to add an additional layer of encryption.

· All company owned mobile device must be requested through the Network Administrator.

· Repair of company owned mobile device must be referred to Network Administrator for disposition.
· Associates personal mobile devices are prohibited for work-related activities.
· Network Admin retains control of all mobile devices via the email server.  In the event that the device is lost or stolen, all data on the device is wiped and the device is disabled.
3) COMPUTER FAX

Computer fax capabilities are disabled.

4) INSTANT MESSAGING

Access and use of public (external) Instant Messaging services is prohibited by the policy on company-owned connections or equipment.  The IPS device has a configured policy enabled that prohibits this service.
5) VIDEO AND WEBEX TELECONFERENCES

VTC are not installed inside the facility.  From time to time, associates may attend VTCs outside the facility.
WebEx teleconferencing inside the facility in not installed.  The video connection is accomplished using the WebEx communication tools available on the Internet to present a PowerPoint presentation.  Voice connection for this type of teleconference is provided via the telephone system using a Polycom.

Administration and Monitoring Responsibility

· FSO shall preform the oversight, including monitoring and review of WebEx communications inside and the outside of the facility between the associates and the Affiliates. 

· The Network Admin is responsible for all the internal WebEx meetings.  

Approval Method, Monitoring and Review

· WebEx conferences initiated from inside the facility, a Request to Visit be submitted in advance as required by the SSA.  The request must include information regarding the content of WebEx to ensure that information conveyed or disclosed is not classified information, an unauthorized export of controlled unclassified information, or otherwise restricted information.  Upon approval of the Request to Visit according to the visit policy guidelines outlined in the SSA Implementing Procedures, the Network Administrator will set up the WebEx, and create and communicate the access point to the participants. 

· Associates who participate in WebEx or VTC communications outside the facility with Affiliates are required to submit a Request to Visit in accordance with visit policy guidelines, as detailed above.  The request must contain enough information regarding the WebEx or VTC visit to allow a determination to be made by the approval authority that information conveyed or disclosed is not classified information, an unauthorized export of controlled unclassified information, otherwise restricted information, or is a FOCI concern.  Associates are required to report to the FSO any concerns regarding content of these teleconferences.

· Upon completion of the initiated WebEx, the Network Administrator will obtain a report that details the date and time, the participants, the purpose and the length of the WebEx.   This report is provided to the FSO for review, audit, and record-keeping purposes. 

Reporting Requirement
If during the review of these communications, the FSO or a member of the GSC discovers the improper transfer of information or an attempt to improperly influence a employee (a violation of FOCI mitigation), the discovery is reported to the COO, the Chairman of the GSC, and if validated, to the DSS.
6)   SOCIAL NETWORKING AND WEB-BASED EMAIL

Access and use of social networking sites and web-based email service is prohibited by the policy on company-owned connections or equipment. 

The Malo Klto MK-5000 Intrusion Protection System device is utilized to block the access of those services.   A message informing the user that the service has been blocked will appear if attempt is made to access the prohibited service.

7)
FILE TRANSFER PROTOCOL (FTP) 

FTP Access is available for storage and communication of large files that need to be made available for exchange with customers and the GSC members.  The content of the files placed on the FTP site are subject to policy and export restrictions.  

Administration and Monitoring Responsibility

· FSO is responsible for oversight, including access approval, monitoring, and review of FTP usage inside the facility. 

· The Network Administrator is responsible for the administration of the FTP site.  

Approval Method, Monitoring and Review

· Associate access to the FTP site must be requested and set up by the Network Administrator.

· A password is assigned in order to obtain access to the file transfer system and a folder is created.  Anonymous login to the FTP server is prohibited.

· Each folder is assigned a owner.  A subfolder and separate password for access is created for each owner.  The owner may share those passwords with customers who work on programs that have a need to share data.

· Data to be uploaded to FTP folders by any user requires prior approval of the COO or FSO.  

· Data added to folders on the FTP by customers must be reviewed and approved by the COO or FSO retention.

· The following restrictions are imposed on users of the FTP site.

a. CUI and other sensitive files shall not be uploaded to the folder/site.

b. FTP is provided for external sharing of large files that cannot be emailed due to its size restrictions and is for temporary storage; the FTP is not a permanent storage or archive.  Files should be deleted by the folder owner within 10 days of uploading.  If files have not been deleted after 10 days, the owner is notified that the files are removed by the Network Administrator.

· The FSO will monitor the FTP site and the folder data on a semimonthly basis.  The FSO and the GSC have the authority to determine the appropriateness of the data that is allowed to remain on the FTP site.

Reporting Requirement
If during the review of the FTP site, the FSO or Network Administrator discovers a violation of FTP site permissions, content, or export restrictions, by associates and/or customers; the discovery is reported to the Chairman of the GSC, and if validated, to the DSS.  Further, if it is determined that an export violation has occurred, the file is immediately removed by the FSO, the employee disciplined (pending further personnel action), and the violation reported to the COO and the Chairman of the GSC.  This type of violation will require notification to the appropriate US Export authority.

Additional ODAA recommendations
1) Two laptops are available to any international travelers that are kept sanitized.  Each laptop is loaded minimally with Windows XP, Microsoft Office, VPN and anti-virus software.  Each laptop is available for reservation by associates.  The Network Administrator will upgrade the computer with all patches and updates, prior to associate departure date.

2) As mentioned in section 15, PGP software has installed to encrypt (Whole Disk Encryption) to deactivate the hard drive if a user workstation is lost or stolen.
3) XYZ, Inc. does not employ any associates who are not U.S. citizens.

4) An email disclaimer is used to notify the person receiving the email that the message may be privileged and provides instructions if the message has been sent in error.   Disclaimer example is as follows:

DISCLAIMER: This email communication and any attached files are XYZ, Inc. proprietary and may be legally privileged.  Export-controlled information shall not be disseminated without proper authorization and proper export-control markings, per XYZ, Inc. export policy.  If you have received this transmission in error please notify the sender immediately and then delete this email and all its attachments. If you are not the addressee, any disclosure, reproduction, copying, distribution, or any other dissemination or use of this communication is strictly prohibited.  Thank you. 
ATTACHMENT 1 – NETWORK DIAGRAM
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ATTACHMENT 2 – EXPORT RELEASE FORMS
At present time, uses an email from the TCO as the only authorization of approval to employees to release Controlled Unclassified Information.

ATTACHMENT 3 – USER ACKNOWLEDGEMENT
Special Security Agreement Electronic Communications Plan Acknowledgment 

I, _______________, hereby acknowledge that I have been briefed on the purpose of the Electronic Communications Plan and my responsibilities under the plan. I understand that it is my responsibility to abide by the policies and requirements set forth in the Electronic Communications Plan. I am aware that I can seek additional guidance from the Facility Security Officer.

____________________ 
__________ 

Signature 


Date

ATTACHMENT 4 – ECP REVISION LOG

	Date
	Rev.
	Para-graph
	Description of Change
	Person (Company if Applicable)
	Update Requires Approval by DSS in accordance with ECP Section 8.1

Yes/No

	9/30/11
	4.0
	4
	2 additional servers added to Network configuration
	Jon Micro
	No

	9/30/11
	4.0
	5.4 (3)
	Addition of Whole Disk Encryption log in details
	Jon Micro
	No

	9/30/11
	4.0
	13
	Added two additional servers and their function
	Jon Micro
	No

	9/30/11
	4.0
	14.3
	Addition of PGP Universal server information
	Jon Micro
	No

	9/30/11
	4.0
	15.3
	Addition of bullet on Encryption
	Jon Micro
	No

	9/30/11
	4.0
	17.1
	Addition of info regarding call detail report from cell phone provider, under monitoring method and review
	Jon Micro
	No

	9/30/11
	4.0
	Page 37
	Bullet 2, ODAA Recommendation.  Updated to include PGP Encryption information
	Jon Micro
	No
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SAMPLE ELECTRONIC COMMUNICATIONS PLAN (ECP)





This sample document provides a comprehensive example on how you could articulate your draft ECP and is not meant to replace or restrict your ECP development in any manner. In this example, you will find italicized red fonted  items which are the original text from the DSS ECP template. Verbiage in black font provides examples of how you could fulfill a particular requirement, but does not serve as a recommended or particular solution.  Every ECP will be unique.  When drafting your ECP, you must try to be as detailed and clear as possible to expedite the entire process. For more information regarding ECP development, contact your Industrial Security Representative.
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