
Crime: Intentional Damage to a Protected 
Computer
Court: Southern District of California
State: CA
Result: Pled Guilty
Sentence: 24 months
Fine: $567,084
Year of Conviction: 2021
Age at conviction: 32
Employee Type: Industry Employee
Military: n/a
Job: Information Technology Specialist
Country of Concern: n/a
Targeted Technology: Computers

Deepanshu Kasaba Kher

Cyber Intrusion / Sabotage

Indicators: Access Attributes, Professional 
Lifecycle and Performance, Foreign 

Considerations

2021

Presenter
Presentation Notes
WHAT HAPPENED:
Deepanshu Kher was employed by an information technology consulting firm from 2017 through May 2018. In 2017, the consulting firm was hired by the Carlsbad Company to assist with its migration to a Microsoft Office 365 (MSO365) environment. In response, the consulting firm sent its employee, Kher, to the company’s Carlsbad headquarters to assist with the migration.  

The company was dissatisfied with Kher’s work and relayed their dissatisfaction to the consulting firm soon after Kher’s arrival. In January 2018, the consulting firm pulled Kher from the company’s headquarters.  A few months later, on May 4, 2018, the firm fired Kher, and a month after that, in June 2018, Kher returned to Delhi, India.   

On August 8, 2018, two months after his return to India, Kher hacked into the Carlsbad Company’s server and deleted over 1,200 of its 1,500 MSO365 user accounts. The attack affected the bulk of the company’s employees and completely shut down the company for two days.   

Unfortunately, even after those two days, the problems remained. Employees were not receiving meeting invites or cancellations, employees’ contacts lists could not be completely rebuilt, and affected employees could no longer access folders to which they previously had access. The Carlsbad Company repeatedly handled multitudes of IT problems for three months. 

Kher was arrested when he flew from India to the United States on January 11, 2021, unaware of the outstanding warrant for his arrest. 

Deepanshu Kher pled guilty to Intentional Damage to a Protected Computer and was sentenced to two years in prison. 

INDICATORS:
Access Attributes – Kher had privileged access to the Carlsbad Company servers

Professional Lifecycle and Performance – Kher was removed from the MSO365 project due to unsatisfactory performance and was later fired

Foreign Considerations – Kher was an Indian national and therefore possessed an Indian passport. He also had close family members in India

IMPACT:
As the company’s Vice President of Information Technology (IT) explained, the impact was felt inside and outside the company. Employee accounts were deleted, and employees could not access their email, contacts lists, meeting calendars, documents, corporate directories, video and audio conferences, and the virtual teams environment necessary for them to perform their jobs. Outside the company, customers, vendors and consumers were unable to reach company employees (and the employees were unable to reach them). No one was able to inform these buyers what was going on or when the company would be operational again.

The Vice President of IT for the Carlsbad Company said, “In my 30-plus years as an IT professional, I have never been a part of a more difficult and trying work situation.”

ADDITIONAL INFO:
“The FBI was able to identify, arrest, and prosecute Deepanshu Kher, despite the fact that he committed this harmful hack while outside the United States. This case shows the commitment, expertise, and reach of the FBI in working cyber intrusion cases,” said Suzanne Turner, Special Agent in Charge of the FBI’s San Diego Field Office.

In 2019, Kher applied for a visa to visit his brother in the United States. The FBI had obtained a court order for assistance from the travel company Sabre. As a result of that order, Sabre notified the FBI when Kher booked travel to the US. Kher was arrested when he flew from India to the United States on January 11, 2021, unaware of the outstanding warrant for his arrest.

Companies should develop a relationship with the FBI and local law enforcement prior to a cybersecurity incident and incorporate them into incident response plans. In this case, the victim company’s swift notification and cooperation with the FBI contributed greatly to the successful outcome. Living in a digital world, it is important to get ahead of the threats, and be proactive and predictive in the way we approach cybersecurity.

If victimized in a cybersecurity incident, the FBI encourages companies to immediately contact the FBI. Specialized cyber agents will work with companies to protect company information and the personal data of its customers.



Crime: Illegally Accessing and Damaging a 
Computer Network
Court: US District Court
State: MD
Result: Convicted
Sentence: 12 months
Fine: $193,258.10
Year of Conviction: 2020
Age at conviction: 50
Employee Type: Non-governmental employee
Military: n/a
Job: Information Technology
Country of Concern: n/a
Targeted Technology: n/a

Shannon Stafford

Cyber Intrusion/Sabotage

Indicators: Professional Lifecycle and 
Performance, Access Attributes, Security and 

Compliance Issues, Technical Activity

2020

Presenter
Presentation Notes
WHAT HAPPENED:
Stafford worked in the IT department of a global company with thousands of employees and offices around the world. As part of his duties, he had access to the system login credentials of other employees and was authorized to use them in the course of his technical support duties. He was also responsible for disabling users’ network access credentials at the end of their employment.

In 2014, Stafford was promoted to manager and technical site lead for the Washington, D.C., office, but in March 2015, he was demoted back to an IT support role due to performance issues. Stafford’s performance issues continued, and he was fired on August 6, 2015. Stafford did not return his company laptop.

On the evening of August 6, 2015, Stafford made 10 unsuccessful attempts to access the company’s network using his own credentials and the credentials of a former co-worker.

In the early morning hours of August 8, 2015, Stafford succeeded in accessing the computer that had been located under his desk without authorization. Leveraging the unauthorized access, he erased all file storage drives used by the Washington, D.C., office, then changed the credentials for the storage management system.

On August 11, 2015, Stafford unsuccessfully attempted to remotely access the company’s computer network from his home approximately 13 times, using credentials that were not his.

On August 13, 2015, a company representative spoke to Stafford and demanded that he cease and desist his attempts to unlawfully access Business A’s computer systems. Despite the company’s demand, Stafford attempted to access the company’s network approximately 17 times.

On September 14, 2015, Stafford used the credentials of another former co-worker to access a network file storage system in the company’s Baltimore office, intending to cause the same type of damage. However, Business A had changed the password after Stafford’s attack on the Washington, D.C., files.

INDICATORS:
Declining work performance - Stafford’s work performance in his new role was problematic, leading to demotion and, ultimately, dismissal.

Disgruntlement – Stafford was disgruntled over his demotion, which fueled his further decline in performance.

Technical Activity – Stafford had tried to access company data several times before he succeeded.

Access attributes – Stafford’s position as an IT professional gave him the knowledge of other user’s credentials

IMPACT:
The deletion of the files caused severe disruption to the company’s operations and the loss of some customer and user data.

Changing the password hindered the company’s efforts to determine what happened and restore access to its remaining files.

Washington users were unable to access their stored files for approximately three days, until the data could be restored from backups.

Customer and user data that was not included in the most recent backup prior to Stafford’s deletion of the files was permanently lost.

The actual loss to Business A that resulted from Stafford’s damage and attempted damage to their computer systems, including the cost of restoring the deleted systems, investigating what happened, and responding to the intrusion, was at least $38,270.

Business A also incurred legal fees totaling $133,950.60 and a fee of $21,037.50 for a forensic investigation.

ADDITIONAL INFO:
While the employee's account was disabled after he was terminated, he was able to use co-workers' accounts to access the systems, using his company issued laptop which he failed to return. The risk of shared credentials can be mitigated by requiring multi-factor authentication, particularly to any privileged accounts.

Mobile Device Management systems can be used to manage and wipe laptops; leverage this capability just as you would for a lost or stolen smartphone/tablet to render it unable to access corporate resources, as well as delete any company data.

Consider the following questions:
How can your organization improve the handling of the separation process to mitigate the risk from misuse of a company-issued device, like a laptop?

What policies and procedures protect your organization from the unique risks posed by privileged users?



Christopher Grupe 2018

Indicators: Professional Performance and 
Lifecycle/Technical Activity/Security Incident

Cyber

Crime: Intentional damage to a protected 
computer
Court: US District Court for District of 
Minnesota
State: MN
Result: Convicted
Sentence: 12 months
Fine: $19,688
Year of Conviction: 2018
Age at conviction: 46
Employee Type: Industry
Military: n/a
Job: Senior Network Design Engineer
Country of Concern: n/a
Targeted Technology: n/a

Presenter
Presentation Notes
WHAT HAPPENED: 
In early December 2015, Christopher Victor Grupe, an employee for a transcontinental railroad company named the Canadian Pacific Railway (CPR), was working on a network upgrade at the Nahant Yard, which is a diesel servicing yard in Davenport, Iowa. The transition to the new system was scheduled to take place during a “change window” starting at 8:00 pm on December 3. During the change window, the existing system would have to be taken down. Grupe had requested the change window be moved to December 2, but senior management denied his request. Still, Grupe decided to proceed with the upgrade on December 2, causing an unexpected outage.

Grupe’s supervisor, Ernest Seguin, wound up restoring the service. After doing so, Seguin reiterated to Grupe that the two of them would upgrade the system together during the scheduled change window on December 3. Seguin also reminded Grupe that making changes outside of the scheduled change window would be cause for termination. Despite that warning, Grupe disregarded Seguin’s instructions and again tried to upgrade the system on his own, which caused more problems.

Grupe ignored Seguin’s multiple attempts to contact him; however, this changed when Seguin told the on-site project manager that he was going to have Grupe escorted from the property by CPR police. Grupe finally called Seguin and was verbally abusive on the phone to Seguin. Still, the two continued to work with other employees to complete the upgrade, but Seguin suspended Grupe and later told him to stay off CPR property during his suspension. Seguin also took steps to suspend Grupe’s computer accounts and building access. Again, Grupe disregarded Seguin’s instructions by showing up on CPR property and communicating with onsite CPR staff.

On December 15, 2015, following a 12-day suspension, Grupe was notified by CPR management that he was going to be fired due to insubordination. However, at Grupe’s own request, he was allowed to resign, effective that same day. In his resignation letter, Grupe indicated that he would return all company property—including his laptop, remote access device, and access badges—to the CPR office. Before returning his laptop and remote access device, Grupe accessed the CPR computer network’s core “switches,” which are high-powered computers through which critical data is channeled in the CPR network. Once inside, Grupe deleted files, removed administrative level accounts, and changed passwords on the remaining administrative level accounts, effectively locking CPR out of these network switches. Grupe also attempted to conceal his activity by wiping the laptop’s hard
drive before returning it to CPR.

Later, when trying to address a networking problem, CPR staff discovered that they were unable to access the main network switches. CPR then investigated whether someone had changed the password. As part of the investigation, another network design engineer called Grupe to ask if he knew of any previous passwords that would get them into the switch. Grupe did not disclose that he had changed the password for the admin account. After CPR IT staff was able to regain access, they discovered evidence in logging data connecting the damage to Grupe. CPR hired an outside computer security company to identify the source and scope of the intrusion and to conduct an incident analysis, which ultimately connected the
damage to Grupe. Grupe was convicted of one count of intentional damage to a protected computer. On February 13, 2018, Grupe was sentenced to one year and one day in prison for causing intentional damage to critical portions of CPR’s computer network.

INDICATORS:
Professional Performance and Lifecycle: 12-day suspension and termination due to insubordination.

Technical Activity: Grupe’s actions caused an unexpected power outage. After termination, he deleted files, removed administrative-level accounts, changed passwords on administrative-level accounts, and attempted to conceal his activity by wiping the laptop’s hard drive, yet an outside computer security company was able to connect network damage to Grupe’s actions.

Security/Compliance Incident: In two instances, Grupe, proceeded with a system upgrade without supervisor authorization, and Grupe violated a suspension order to remain off of company property

IMPACT:
Grupe’s disgruntlement and intention to exact revenge on CPR endangered a transcontinental railroad used to provide transportation and supply chain deliverables across North America. CPR incurred a $30, 000 loss as a result of Grupe’s actions. 

ADDITIONAL INFO:
Consider the following question:
Could CPR’s mitigation response for Grupe have been decided differently?



Jason Needham 2017

Indicators: Access Attributes, Financial 
Considerations, Security and Compliance 

Incidents

Cyber

Crime: Intentionally accessing a computer 
network without authorization
Court: US District Court
State: TN
Result: Pled Guilty
Sentence: 18 months
Fine: $172,394
Year of Conviction: 2017
Age at conviction: 45
Employee Type: Industry Employee
Military: n/a
Job: Engineer
Country of Concern: n/a
Targeted Technology: Other

Presenter
Presentation Notes
WHAT HAPPENED:
Needham worked at an engineering firm until he departed in 2013 to set up his own consultancy.

During the two years following his departure, he hacked his former employer's file server repeatedly and downloaded schematics, staff emails, and budget and marketing documents.

According to court documents, Needham accessed the email account of a former colleague and used it to download materials. The IP address Needham used to illegally access the inbox was logged and traced back to his home internet connection.

Needham also gained access to the File Transfer Protocol (FTP) server and downloaded more than 100 PDF documents and 82 AutoCAD files containing schematics, job bids, and other proprietary information. Even though the passwords were changed routinely on the FTP server, Needham was still able to get in.

Needham's business partner in the consultancy was aware of the activity and urged him to stop raiding the remote servers, comparing it to the St. Louis Cardinals hacking scandal.

The intrusion was uncovered when a client of his previous employer reported receiving an unsolicited business proposal from Needham that matched the language used in a similar pitch from the engineering and design business. The FBI were called in and the computer intrusion discovered.

In April 2017, Needham pleaded guilty to one count of intentionally accessing a computer network without authorization and agreed to forfeit his engineering license.

US District Judge John Fowlkes sentenced Needham to 18 months in prison and two years’ supervised release, and instructed him to pay $172,393.71 to his former employer. 

INDICATORS:
Access Attributes – Needham previously had authorized access to his employers’ servers, and even though passwords had been changed, he was still able to gain access

Security and Compliance Incidents – Needham’s current colleague was aware of Needham’s hacking but did not report the incident.

Financial Considerations – Needham started his own firm competing against his former employer. Needham used the stolen information to gain an unfair advantage for his new company at the expense of his prior employer.

IMPACT:
Information stolen by Needham was valued at roughly $425,000. “I am truly ashamed that my actions have hurt (former employer) and my family," Needham tearfully said in court. "I had a desire to maintain continuity of the projects I started ... I can see now in hindsight that continuing to access their system could give someone a competitive advantage, but I never intended to use that to gain an advantage."

An FBI investigation discovered Needham breached his former employer's email and FTP server hundreds of times between 2014 and 2016.

According to a court document released at his guilty plea April 14, 2017, Needham hacked the email account of an employee at his former firm, then used that access to download and steal documents. FBI Special Agent David Palmer testified that one of those documents, a computer file titled FY2016 Potential Projects List, was the company's "playbook" for marketing proposals and client correspondence. "Mr. Needham downloaded that file," testified Palmer. "There were at least three other employees where Needham made attempts to access their email accounts."

According to the court information, Needham also hacked the FTP's server's rotating password credentials, stealing 82 AutoCAD files with design schematics, job bids and other proprietary content.

ADDITIONAL INFORMATION:
Consider the following questions:
• Are your organization’s Employee Separation and/or Termination protocols up to date?

• Do they include adequate safeguards to prevent former employees’ access to your servers?

• Would your continuous monitoring procedures catch unauthorized access like this?



Crime: Computer fraud
Court: US Southern District of NY
State: NY
Result: Pled Guilty
Sentence: 30 months
Fine: restitution of $351,850.25
Year of Conviction: 2019
Age at conviction: 34
Employee Type: New York City Hospital Worker
Military: n/a
Job: n/a
Country of Concern: n/a
Targeted Technology: Computers

Richard Liriano

Hacking

Indicators: Security and Compliance Incidents

2015

Presenter
Presentation Notes
WHAT HAPPENED:
During a period spanning 2017 and 2018, Richard Liriano compromised dozens of hospital computers and over 70 personal accounts to steal personal and confidential information from coworkers. Richard Liriano misused his administrative access to capture usernames and passwords, making it possible for him to log in to employee accounts and copy other employees’ personal documents, including tax records and personal photographs, onto his own workspace computer for his personal use.

Liriano secretly installed a malicious program known as a “keylogger” on the accounts of other, primarily female, employees. This program recorded and sent the victims’ keystrokes to Liriano. During his active period, the defendant managed to steal about 70 credentials to access employees’ email and social media accounts. This stolen information included the usernames and passwords those employees entered to access their personal web-based email accounts. Through the course of this conduct, Liriano stole usernames and passwords for approximately 30 email accounts belonging to hospital
employees or persons associated with those employees. Liriano used those stolen usernames and passwords to log in to the compromised accounts and obtain unauthorized access to other password protected email, social media, photographs, and online accounts to which the accounts were registered.

Richard Liriano was arrested on November 14, 2019. Then on December 20, 2019, Liriano pled guilty to one count of transmitting a program to a protected computer that intentionally caused damage, which carries a maximum sentence of 10 years in prison.

Liriano’s computer intrusions into the hospital’s computer networks caused over $350,000 in losses, which included the expenses incurred to remediate the damage that Liriano caused to its computer networks.

INDICATORS:
Access Attributes: Liriano had administrative access to the hospital computers due to his position as an information technology professional

Security and Compliance Issues: Liriano’s actions were clearly security violations and were not in compliance with training requirements; Liriano misused his access privileges

Technical Activity: Liriano introduced unauthorized software and/or malicious code, namely a key logger program

Substance Abuse and Addictive Behaviors: Liriano targeting females and gathering sexually explicit photographs and videos may indicate a sexual Addiction

IMPACT:
Liriano pled guilty and was sentenced to 30 months in prison

Liriano’s intrusions resulted in over $350,000 in losses to the hospital and Liriano was ordered to pay restitution of $351,850.25

Acting U.S. Attorney Audrey Strauss said: “For approximately five years, Richard Liriano used his computer skills and abused the trust placed in him as an information technology professional at a New York hospital to spy on his coworkers and steal personal information from them. Liriano’s disturbing crimes not only grossly violated the privacy of his coworkers but jeopardized the integrity of computers housing vital healthcare and patient information, costing his former employer hundreds of thousands of dollars to remediate. He will now be held accountable.”

FBI Assistant Director-in-Charge William F. Sweeney Jr. said: “Whatever alleged motivation the subject in this case had, hacking into his co-workers lives, albeit extremely disturbing, wasn't the most egregious act. He allegedly installed a harmful program on computers that house vital and critical healthcare information for hospital patients, without a thought to what he could be compromising in his attempts to spy on people.”

ADDITIONAL INFO:
A “key logger” is a computer program that records every keystroke made by a user and transmits a record of those keystrokes, often used to gain fraudulent access to passwords and other confidential information.

In addition to the prison term, Liriano was sentenced to three years of supervised release.

Liriano was initially charged with one count of Computer Intrusion - Intentionally Damaging Computers; one count of Computer Intrusion - Recklessly Damaging Computers; and one count of Aggravated Identity Theft. In a plea agreement, he pled guilty for one count of computer fraud. 



Crime: Theft of Intellectual Property
Court: US District Court
State: OH
Result: Pled Guilty
Sentence: 37 months
Fine: $3.4 million in restitution to the NIH and 
approximately $413,000 to The Ohio State 
University
Year of Conviction: 2021
Age at conviction: 58
Employee Type: Industry Employee
Military: n/a
Job: Research Scientist
Country of Concern: China
Targeted Technology: Medical

Song Guo Zheng

Economic Espionage

Indicators: Access Attributes, Foreign 
Considerations, Financial Considerations

2021

Presenter
Presentation Notes
WHAT HAPPENED: 
Song Guo Zheng was a professor of internal medicine at The Ohio State University and Pennsylvania State University, where he led a team conducting autoimmune research.

Zheng made materially false and misleading statements on National Institute of Health (NIH) grant applications, seeking to hide his participation in Chinese Talent Plans and his affiliation and collaboration
with a Chinese university controlled by the Chinese government. He failed to disclose conflicts of interest or his foreign commitments to his American employers or to the NIH. Zheng also hid his affiliations with at least five research institutions in China.

Zheng used research conducted in the United States to benefit the People’s Republic of China by developing China’s expertise in the areas of rheumatology and immunology.

Zheng was arrested on May 22, 2020, after he arrived in Anchorage, Alaska, aboard a charter flight. He was prepared to board another charter flight bound for China. He was carrying a briefcase containing
two laptops, three cell phones, several USB drives, several silver bars, and expired Chinese passports for his family, deeds for property in China and other items.

Zheng pleaded guilty and admitted he lied on applications in order to use approximately $4.1 million in grants from NIH to develop China’s expertise in the areas of rheumatology and immunology. Zheng was sentenced to 37 months in prison for making false statements to federal authorities. Zheng was ordered to pay more than $3.4 million in restitution to the NIH and approximately $413,000 to The Ohio State University. 

INDICATORS:
Foreign Considerations – Zheng was a participant in the Chinese government “Thousand Talents” recruitment program. Zheng also hid his affiliations with at least five research institutions in China.  Zheng was a Chinese National and possessed an expired Chinese passport. Zheng was attempting to travel back to China when he was arrested.

Access Attributes – As part of his work, Zheng had access to classified material related to his research for NIH.

Financial Considerations - Zheng fraudulently obtained approximately $4.1 million in grants from NIH. 

IMPACT:
“Zheng’s sentencing today is a recognition of the constant threat posed by the Chinese government to steal research funded by American taxpayers,” said Special Agent in Charge Chris Hoffman for the FBI’s Cincinnati Field Office. “Zheng’s failure to disclose his foreign funding and support damages the trust and undermines the credibility the American people place in U.S. research, while abusing the openness and transparency that is a core value of U.S. academia.”

“We hope Zheng’s prison sentence deters others from having anything to do with China’s so-called ‘1000 Talents Plan’ or any of its variations,” said Acting U.S. Attorney Vipal J. Patel for the Southern District of Ohio. “Stealing is stealing but stealing at the behest of a foreign government’s concerted effort to pilfer our nation’s innovations and technology takes things to a new and significantly worse level.”

ADDITIONAL INFO: 
Zheng worked at the University of Southern California and Pennsylvania State University prior to being hired at Ohio State University, which praised him in a 2019 newsletter for his “pioneering career and
enthusiasm.” Court documents filed by Zheng’s attorneys as a part of the sentencing process noted “other scientist continue to rely upon Dr. Zheng’s work” as “one of the preeminent researchers of
treatments for autoimmune diseases in the world.”

“In yet another case involving the Chinese government’s Thousand Talents program, Song Guo Zheng will spend the next 37 months in a federal prison because he chose to lie and hide his involvement in
this program from U.S. research funding agencies,” said Assistant Attorney General John C. Demers for the Justice Department’s National Security Division. “American research funding is provided by the
American taxpayer for the benefit of American society — not as an illicit gift to the Chinese government. The American people deserve total transparency when federal dollars are being provided for research,
and we will continue to hold accountable those who choose to lie about their foreign government affiliations in an attempt to fraudulently gain access to these funds.” 



Crime: Conspiracy to defraud the US 
government
Court: US District Court
State: DC
Result: Pled Guilty
Sentence: 40 months
Fine: $40,000
Year of Conviction: 2019
Age at conviction: 63
Employee Type: Other Federal Agency Employee
Military: n/a
Job: Office Management Specialist
Country of Concern: China
Targeted Technology: Other

Candace Marie Claiborne

Foreign Espionage

Indicators: Financial Considerations, Foreign 
Considerations, Security and Compliance 

Incidents

2019

Presenter
Presentation Notes
WHAT HAPPENED:
Claiborne was an office management specialist with the Department of State (DoS)

Joined DoS in 1999 and served several overseas posts, including Beijing and Shanghai, China

Spoke several languages, including Mandarin Chinese

Held a Top Secret security clearance since 1999

Failed to report foreign contact with agents of the People’s Republic of China (PRC) Intelligence Service

Received from the agents gifts and benefits in excess of $550,000 during the period of conspiracy, including cash, international travel and vacations, tuition at a Chinese fashion school, a fully furnished apartment, and a monthly stipend

Some of these gifts and benefits were provided directly to Claiborne, while others were provided to a co-conspirator, who was a close family member

INDICATORS:
Unexplained affluence

Frequent, unreported contact with foreign persons

Failure to comply with regulations for reporting foreign contacts or foreign travel

Attempts to conceal foreign travel

Attempts to conceal close and ongoing contact with a foreign national

Sudden purchase of high-value items

Frequent personal travel, beyond known income

IMPACT:
Pleaded guilty to a charge of conspiracy to defraud the United States by lying to law enforcement and background investigators and hiding extensive contacts with, and gifts from, agents of the PRC in exchange for providing them with internal documents from the U.S. State Department

Provided copies of internal documents from the State Department on topics ranging from U.S. economic strategies to visits by dignitaries between the two countries



Crime: Theft of a trade secret, unauthorized 
transmission of a trade secret, and 
unauthorized possession of a trade secret
Court: US District Court
State: OK
Result: Pled Guilty
Sentence: 66 months
Fine: $150,000
Year of Conviction: 2019
Age at conviction: 36
Employee Type: Industry Employee
Military: n/a
Job: Research Scientist
Country of Concern: China
Targeted Technology: Battery Technology

Hongjin Tan

Economic Espionage

Indicators: Access Attributes, Foreign 
Considerations, Security and Compliance 

Incidents, Technical Activity

2019

Presenter
Presentation Notes
WHAT HAPPENED:
Hongjin Tan was a research scientist in the battery development group at Phillips 66 Petroleum Company. After nine months with Phillips 66 and giving them a two weeks’ notice, he resigned. Tan told his superiors that he planned to return to China to care for his aging parents. He told Phillips that he had not arranged his next job, so the company agreed to let him continue working there until his departure date in December 2018.  

However, Tan told a colleague over dinner that he did have a job waiting for him in China with Xiamen Tungsten. Xiamen Tungsten is a Chinese firm that smelts, processes, and distributes metal products and supplies battery materials. Tan’s colleague reported the conversation to Phillips 66. One of Philips 66’s most innovative products was a battery technology they had spent decades researching and developing. The technology has a secondary, and perhaps even more valuable, use in melting metal. 

Tan’s resignation prompted Phillips 66 to conduct a Systems Access review of Tan’s computer activity. That review confirmed he had accessed hundreds of files, including research reports about the proprietary battery technology. The review revealed Tan downloaded restricted files to a personal thumb drive that he did not have authorization to use. Tan’s supervisor confirmed that nothing in the downloaded files was within Tan’s area of responsibility and that he did not have a work related need to access or download the restricted files. 

Upon learning this, the company immediately fired Tan and began to look back at the documents and systems he had accessed while employed there. The company insisted Tan return the thumb drive.  

When Tan brought back the thumb drive, the firm looked at the slack space on the drive and found several files had been erased. The deleted files were the files the company was most concerned about. 

Tan pleaded guilty to theft of a trade secret, unauthorized transmission of a trade secret, and unauthorized possession of a trade secret and was sentenced to 24 months in federal prison and ordered to pay $150,000 in restitution. 

INDICATORS:
Access Attributes – Tan used his privileged access to copy proprietary files without authorization and without a need to know

Security and Compliance Incidents – Despite training on security procedures, Tan chose to illegally copy files for his new employer

Foreign Considerations – Frequent unreported foreign travel, contact with foreign nationals, and undisclosed foreign employment

Technical Activity – Tan used an unauthorized thumb drive to copy the files, and he attempted to hide the fact when he returned the thumb drive

IMPACT:
Investigators say the information involved the manufacturing of a “research and development downstream energy market product.” The market value of the next-generation battery technology Tan was accused of stealing was more than $1 billion. Battery storage advances are a key goal under Beijing’s “Made in China 2025” blueprint aimed at fast-tracking its economy with applications for electric vehicles, alternate energy generation, and other green technologies. 

Despite the fact that Tan was arrested and the thumb drive recovered, we cannot know for certain that Tan didn't transmit the unclassified documents on the thumb drive to China from his home, from a borrowed computer or some other location.   

Hongjin Tan was a participant in the well-known Thousand Talents Plan that was launched by China in 2008. Through this plan, China aims to recruit foreign expertise in targeted scientific areas. The Chinese government offers lucrative financial and research benefits to recruit individuals working and studying outside of China who possess access to, or expertise in, high-priority research fields.  

While mere participation in a “talent plan” is not illegal, investigations by the FBI and other agencies have revealed that participants are often incentivized to transfer to China the research they conduct in the United States, as well as other proprietary information to which they can gain access, and remain a significant threat to the United States. In Tan’s case, his participation resulted in violations of U.S. laws, including economic espionage and theft of trade secrets. 

In addition, many talent plan participants sign contracts outlining work that mirrors the research they perform at American institutions. Investigators found such an employment contract on Tan’s laptop. 

ADDITIONAL INFO:
Hongjin Tan was captured thanks to the report from a colleague. Without that report, Phillips 66 could have lost a billion dollar technology. Implementation of user activity monitoring may have resulted in proactive identification of this behavior.   

Consider the following questions: 
How can an insider threat program identify anomalous behavior?

Why is user activity monitoring a part of an effective insider threat program?

How do we balance the protection of First and Second Amendment rights with Safety and National Security?



Crime: Espionage
Court: Military Tribunal
State: CA
Result: Pled Guilty
Sentence: 36 months
Fine: Reduction in Rank
Year of Conviction: 2019
Age at conviction: 27
Employee Type: Active Duty Military
Military: Navy
Job: Nuclear Electrician's Mate
Country of Concern: Russia
Targeted Technology: Nuclear powered warships

Stephen Kellogg III

Foreign Espionage

Indicators: Foreign Considerations, Substance 
Abuse and Addictive Behavior, Professional 

Lifecycle and Performance

2019

Presenter
Presentation Notes
WHAT HAPPENED:
Stephen Kellogg III was a U.S. Navy Petty Officer 2nd Class and worked as a Nuclear Electrician’s mate on the USS Carl Vinson. He had access to classified information relating to operations and capabilities of the Navy’s nuclear propulsion systems. According to news media accounts, Kellogg wanted to publish an exposé on waste in the U.S. military. 

Kellogg admitted in August 2018 that he tried to take a commercial flight from San Diego, California, to New York City to give confidential information about the U.S. Navy’s nuclear-powered warships to a news reporter who he believed would go public with it.

According to court documents, Kellogg was in contact with Sevmash, Russia’s only nuclear submarine producer and largest shipbuilder. Authorities stated Kellogg admitted to photographing areas containing sensitive information about the Navy’s nuclear propulsion program on the ship and sent the photos to family and friends. 

In May 2019, Kellogg pled guilty to two counts of espionage. He was sentenced to three years confinement, reduced in rank from E-5 to E-1, and received a dishonorable discharge from the Navy. 

INDICATORS:
Substance Abuse

Professional Lifecycle and Performance

Foreign Consideration

IMPACT:
Although Kellogg’s efforts were thwarted, disclosure of classified Navy nuclear propulsion information would pose a significant threat to national security and endanger the lives of American service members. Had the information became public, U.S. adversaries could potentially have learned the capabilities and limitations of the United States’ nuclear-powered warships. 

Special Agent in Charge Garrett Waugh of the Southwest Field Office said, “This sailor’s attempts to disclose classified Navy nuclear propulsion information posed a significant threat to national security and endangered the lives of American service members. NCIS will continue to prioritize counterintelligence efforts as well as investigate and disrupt espionage activity directed at the Navy and Marine Corps.” 

ADDITIONAL INFO:
According to a pretrial agreement, Kellogg admitted that while on active duty on August 27, 2018, he attempted to board a commercial airline from San Diego, California, to New York City with the intention of providing classified information regarding the U.S. Navy’s nuclear-powered warships to a journalist whom he thought would release the information to the public. 

Kellogg separately admitted to, in July and August 2018, telling his roommate he was planning to defect to Russia. During this time-period, Kellogg searched the Internet for information relating to flights to Moscow, contact information for the Russian Consulate in San Diego, and contact information for Sevmash, a Russian shipbuilding enterprise. He wrote to an email address associated with Sevmash stating, “I am willing.” 



Crime: Attempted espionage
Court: US District Court
State: VA
Result: Suicide
Sentence: 132 months
Fine: n/a
Year of Conviction: 2015
Age at conviction: 36
Employee Type: DOD Civilian Employee
Military: Navy
Job: Engineer
Country of Concern: Egypt
Targeted Technology: Marine Systems

Mostafa Ahmed Awwad

Foreign Espionage

Indicators: Financial Considerations, Security 
and Compliance Incidents

2015

Presenter
Presentation Notes
WHAT HAPPENED:
Based on a joint investigation, an Arabic speaking undercover FBI agent contacted Awwad by telephone and asked to meet him the following day. Without seeking additional information from the caller, Awwad agreed.

The following day Awwad met with the undercover FBI agent who introduced himself as an Egyptian intelligence officer.

Awwad claimed it was his intention to use his position with the U.S. Navy to obtain military technology for use by the Egyptian government, including but not limited to the designs of the USS Gerald R. Ford nuclear aircraft carrier.

Awwad agreed to conduct clandestine communications with the undercover FBI agent, and to conduct “dead drops” in a concealed location in the park. Awwad offered to circumvent U.S. Navy computer security by installing software on his
restricted computer system and to wear a pinhole camera to photograph restricted material.

INDICATORS:
Foreign Preference
Ideology
Mishandling of Classified/Sensitive Information
Gaining access to Sensitive Areas/Information without a “need to know”

IMPACT:
“This case underscores the persistent national security threat posed by insiders stealing critical national defense information in order to benefit foreign governments,” said FBI’s Assistant Director Coleman. “Working together, we prevented the loss of billions of dollars in research costs and the exposure of potential vulnerabilities to our newest generation of nuclear aircraft carrier.”




Benjamin Bishop

Foreign Espionage

Crime: Unlawfully retaining classified 
national defense information at his home 
and willfully communicating classified 
national defense information to a person 
not authorized to receive it
Court: US District Court
State: HI
Result: Pled Guilty
Sentence: 87 months
Fine: n/a
Year of Conviction: 2014
Age at conviction: 60
Employee Type: Federal Contractor
Military: Army
Job: Unknown
Country of Concern: China
Targeted Technology: Ground Systems

Indicators: Security and Compliance Incidents

2014

Presenter
Presentation Notes
WHAT HAPPENED:
Mr. Bishop emailed classified information to a Chinese woman he met at an international defense conference, with whom he had a romantic relationship and who was in the United States as a graduate student on a J1 Visa. In the email, he provided SECRET information related to joint training and planning sessions between the United States and the Republic of Korea. He also provided, at the Chinese woman’s request, a classified photograph of a Chinese naval asset he retrieved from classified sources. He was arrested in March 2013 and plead guilty on March 13, 2014, for unlawfully retaining classified national defense information at his home and willfully communicating classified national defense information to a person not authorized to receive it. Mr. Bishop was sentenced to 87 months of imprisonment and 3 years of supervised release.

IMPACT:
SECRET information was compromised through unauthorized disclosure to the Chinese woman, resulting in serious damage to national security.
Classified information was at further risk of compromise due to improper storage.
Mr. Bishop violated his oath to protect classified information with which he was entrusted.





Foreign Espionage

Kun Shan Chun

Crime: Acting in the United States as an 
agent of China
Court: US District Court
State: NY
Result: Convicted
Sentence: 24 months
Fine: $10,000
Year of Conviction: 2017
Age at conviction: 46
Employee Type: Other Federal Agency 
Employee
Military: n/a
Job: Electronics Technician
Country of Concern: China
Targeted Technology: n/a

Indicators: Foreign Considerations, Security and 
Compliance Incidents

2017

Presenter
Presentation Notes
WHAT HAPPENED:
In 1997, Kun Shan Chun began working at the FBI’s New York Field Office as an electronics technician. As a result of that position, the FBI granted Chun a Top Secret security clearance.

In connection with a progressive recruitment process, Chun, a naturalized U.S. citizen, received and responded to tasking from Chinese nationals and at least one Chinese government official.

On multiple occasions at the direction of Chinese government officials, Chun collected sensitive FBI information and caused it to be transmitted to Chinese and others.

Chun engaged in a prolonged and concerted effort to conceal from the FBI his illicit relationships with these foreign contacts

INDICATORS:
Foreign Preference

Foreign Contacts

Foreign Travel

Mishandling of Classified/Sensitive Information

IMPACTS:
Chun violated our nation’s trust by exploiting his official U.S. government position to provide restricted and sensitive FBI information to a foreign adversary.




Szuhsiung (Allen) Ho 2017

Crime: Violating the Atomic Energy Act
Court: US District Court
State: TN
Result: Pled Guilty
Sentence: 24 months
Fine: $20,000
Year of Conviction: 2017
Age at conviction: 66
Employee Type: Industry Employee
Military: n/a
Job: Owner/President
Country of Concern: China
Targeted Technology: Nuclear

Indicators: Financial Considerations, Foreign 
Considerations

Foreign Espionage

Presenter
Presentation Notes
WHAT HAPPENED:
Born in Taiwan, came to U.S. in 1973 to attend the University of California, received PhD in nuclear engineering from University of Illinois in 1980, and
naturalized U.S. citizen in 1983.

Married in 1974 and fathered a son outside of marriage in 2007 in China.

Lived in Wilmington, DE, however spent much of his time in China

Employed by China General Nuclear Power Company (CGNPC) as a senior advisor. State-owned CGNPC is the largest nuclear power company in China that specializes is the development and manufacture of nuclear reactors.

From 1997 through April 2016, Ho conspired to enlist others to assist with the development and production of special nuclear materials in China without
permission of the Department of Energy.

Ho recruited several U.S. nuclear experts assist in the development of special nuclear material and nuclear reactor components in China, paying for their trips and providing compensation.

IMPACT:
Provided assistance in developing and producing special nuclear material for a Chinese state-owned nuclear power company, allowing China to more quickly develop components for nuclear reactors.

Stolen information passed to China could be used to produce nuclear weapons.




Mozaffar Khazaee 2014

Indicators: Financial Considerations, Foreign 
Considerations

Foreign Espionage

Crime: Violating the Arms Export 
Control Act
Court: US District Court
State: CT
Result: Convicted
Sentence: 97 months
Fine: $50,000
Year of Conviction: 2014
Age at conviction: 61
Employee Type: Federal Contractor
Military: n/a
Job: Engineer
Country of Concern: Iran
Targeted Technology: Aeronautic 
Systems

Presenter
Presentation Notes
WHAT HAPPENED:
Around November 2013, Federal authorities intercepted a container packed with thousands of sensitive technical manuals, specification sheets, test results, technical data and other proprietary material relating to U.S. military jet engines, including the F-35 Joint Strike Fighter program and the F-22 Raptor he attempted to ship to Iran.

On Jan. 9, 2014, Khazaee was arrested at the Newark Liberty International Airport while carrying hard copy documents and computer media containing sensitive, proprietary, trade secret and export controlled documents relating to U.S. military jet engines and nearly $60,000 cash in his luggage.

INDICATORS:
Dual citizen of Iran and the United States

Expressed desire to move to Iran and was looking for work in Iran

Offered proprietary and controlled information to Iran in an effort to obtain a position with a state-controlled technical university in Iran.

Corresponded by email with an individual in Iran, sending documents related to the Joint Strike Fighter.

Traveled to Iran five times during a period of seven years.

Was laid off and filed for bankruptcy

IMPACT:
Technical data could have helped Iran “leap forward” ten years or more in academic and military turbine engine research and development, reducing their investment in such technology by billions of dollars and potentially enhancing the effectiveness of their weapon systems.

Compromised highly sensitive information on the Joint Strike Fighter



Bryan Underwood 2013

Indicators: Financial Considerations, Foreign 
Considerations

Foreign Espionage

Crime: Attempted espionage and theft 
of trade secret
Court: Court Martial
State: n/a
Result: Pled Guilty
Sentence: 108 months
Fine: n/a
Year of Conviction: 2013
Age at conviction: 32
Employee Type: Active Duty Military
Military: Marine Corps
Job: Marine
Country of Concern: China
Targeted Technology: Other

Presenter
Presentation Notes
WHAT HAPPENED:
After losing over $150,000 in the stock market, Underwood wrote a letter to China’s Ministry of State Security (MSS) with an offer to “initiate a business arrangement…”

Underwood took over 30 photographs of sensitive areas and created a schematic that listed all security upgrades to the consulate and locations of surveillance cameras

Underwood attempted to deliver the letter and photos to the MSS but was turned away by a guard

A joint FBI and Diplomatic Security Service Investigation uncovered Underwood’s activity. After the arraignment, Underwood attempted to fake his suicide and flee.

He was tracked down by law enforcement, taken into custody, and prosecuted for his Crimes

INDICATORS:
• Financial Hardship (lost $150k in stock market)

• Foreign Contact (attempted to enter and correspond with foreign government offices)

• Excessive Interest in Tradecraft (claimed to be working for U.S. law enforcement as a cover)

IMPACT:
Later review of the information gathered by Underwood revealed it contained information at the “Secret” level

The loss of Secret information is deemed to cause serious damage to national security



Jiaqiang Xu 2018

Indicators: Criminal, Violent, or Abusive 
Conduct, Financial Considerations, Technical 

Activity

Crime: Economic espionage, tax 
evasion, bankruptcy fraud, and 
obstruction of justice
Court: US District Court
State: NY
Result: Pled Guilty
Sentence: 60 months
Fine: n/a
Year of Conviction: 2018
Age at conviction: 31
Employee Type: Industry Employee
Military: n/a
Job: n/a
Country of Concern: China
Targeted Technology: Software

Economic Espionage

Presenter
Presentation Notes
WHAT HAPPENED:
While employed by a cleared company, Xu stole proprietary software and source code information for his own profit

May 2014: Xu resigned from the company and initiated attempts to market stolen software

December 7, 2015: Xu demonstrated to FBI undercover agents he had developed a copy of the proprietary software using his former company’s source code information and could write computer scripts modifying the propriety source code to conceal its origins

INDICATORS:
User Activity Monitoring identified anomalies and reported to FBI

Stolen proprietary information made available shortly following employment self-termination

Anonymous report to FBI of someone in China claiming to have access to source code information and using it for business ventures

Leak had to come from a very limited number of employees with access to source code information

The victim company had an effective insider threat program in Place

IMPACT:
Those who steal America’s trade secrets for the benefit of foreign nations pose a threat to our economic and national security interests

Based on their trend analysis of cleared industry reporting, the DCSA Counterintelligence Directorate indicates that foreign targeting of Command, Control, Communications, and Computers (C4) technologies has been a high priority for several years and will most likely continue to be highly sought after with the constant changes made within C4.



Yuan Li 2012

Indicators: Access Attributes, Foreign 
Considerations

Crime: Theft of trade secrets
Court: US District Court
State: NJ
Result: Pled Guilty
Sentence: 18 months
Fine: n/a
Year of Conviction: 2012
Age at conviction: 30
Employee Type: Industry Employee
Military: n/a
Job: Research Chemist
Country of Concern: China
Targeted Technology: Medical

Economic Espionage

Presenter
Presentation Notes
WHAT HAPPENED:
Between October 2008 and June 2011 Li accessed her employer’s internal databases and downloaded sensitive company information to a removable device

Li uploaded the information on her personal home computer

The stolen information was made available for sale through Abby Pharmatech, Inc.

Abby Pharmatech, Inc. is the U.S. subsidiary of a Chinese chemical company

Li was a 50% Partner in Abby Pharmatech, Inc.

INDICATORS:
Accessing Information without Need to Know

Misuse of Information Systems

IMPACT:
The company lost valuable research that impacted numerous projects

Long held trade secrets were disclosed to competitors and the public

Profits from current and future projects were compromised



Walter Liew 2011

Indicators: Access Attributes, Financial 
Considerations, Foreign Considerations

Crime: Conspiracy to commit trade 
secret theft
Court: US District Court
State: LA
Result: Convicted
Sentence: 180 months
Fine: $28,311,000
Year of Conviction: 2011
Age at conviction: 56
Employee Type: Industry Employee
Military: n/a
Job: Research Scientist
Country of Concern: China
Targeted Technology: Chemical

Economic Espionage

Presenter
Presentation Notes
WHAT HAPPENED:
The conspiracy was first identified when DuPont received an anonymous letter accusing Walter Liew of stealing the company’s technology.

Liew conspired with at least two current and former DuPont employees to steal chloride-route titanium dioxide production trade secrets and sell them in China.

Liew traveled extensively throughout China to market the stolen information.

Liew paid former DuPont employees for information.

Liew and his partner Robert Maegerle obtained and sold DuPont trade secrets to the Pangang Group companies in China for more than $20 million.

Former DuPont Engineer, Robert Maegerle, was also arrested, prosecuted, and convicted in the case.

INDICATORS:
Unexplained Affluence

Owned Multiple Foreign Companies

Foreign Contacts

Foreign Travel

Access Information Outside Need to Know

IMPACT:
The company lost valuable research that impacted numerous projects.

Long held trade secrets were disclosed to competitors and the public.

Profits from current and future projects were compromised.

The same process is used to produce titanium tetrachloride, a material with military and aerospace uses.



Wen Chyu Liu 2014

Indicators: Access Attributes, Financial 
Considerations, Foreign Considerations

Crime: Economic espionage, tax 
evasion, bankruptcy fraud, and 
obstruction of justice
Court: US District Court
State: LA
Result: Convicted
Sentence: 24 months
Fine: $625,000
Year of Conviction: 2014
Age at conviction: 75
Employee Type: Industry Employee
Military: n/a
Job: Research Engineer
Country of Concern: China
Targeted Technology: Chemical

Economic Espionage

Presenter
Presentation Notes
WHAT HAPPENED:
While employed at Dow, Liu worked as a research scientist on various Dow elastomer products.

Liu conspired with at least four current and former employees of Dow to steal elastomer trade secrets and sell them in China.

Liu traveled extensively throughout China to market the stolen information.

Liu paid current and former Dow employees for information.

Liu bribed one current employee with $50,000, in cash, for a technical manual.

That employee was also arrested and prosecuted.

INDICATORS:
Unexplained Affluence

Foreign Contacts

Foreign Travel

Access Information Outside Need to Know

IMPACT:
The company lost valuable research that impacted numerous projects

Long held trade secrets were disclosed to competitors and the public

Profits from current and future projects were compromised

Numerous employees were fired and several prosecuted




Crime: Theft of trade secrets
Court: US District Court
State: IA
Result: Convicted
Sentence: 36 months
Fine: n/a
Year of Conviction: 2014
Age at conviction: 46
Employee Type: Industry Employee
Military: n/a
Job: Director of International Business
Country of Concern: China
Targeted Technology: Agricultural

Robert (Hailong) Mo

Economic Espionage

Indicators: Foreign Considerations, Security and 
Compliance Incidents

2014



Stewart David Nosette

Indicators: Access Attributes, Financial 
Considerations, Technical Activity

2012

Foreign Espionage

Crime: Attempted espionage, conspiracy 
to defraud the United States and tax 
evasion
Court: US District Court
State: DC
Result: Pled Guilty
Sentence: 13 years
Fine: n/a
Year of Conviction: 2012
Age at conviction: 54
Employee Type: Industry Employee
Military: n/a
Job: President of the non-profie Alliance 
for Competitive Technology (ACT)
Country of Concern: Israel
Targeted Technology: Space Systems



Hannah 
Robert

2016

Indicators: Foreign Considerations, Professional 
Lifecycle and Performance, Security and 

Compliance Incidents

Foreign Espionage

Crime: Violating the Arms Export 
Control Act
Court: US District Court
State: NJ
Result: Pled Guilty
Sentence: 57 months
Fine: n/a
Year of Conviction: 2016
Age at conviction: 50
Employee Type: Federal Contractor
Military: n/a
Job: Owner/Operator
Country of Concern: India
Targeted Technology: Marine Systems, 
Aeronautic Systems



Crime: Attempted 18 USC 794 – Espionage
Court: US District Court
State: CA
Result: Convicted
Sentence:  480 months
Fine: n/a
Year of Conviction: 1977
Age at conviction: 24
Employee Type: Federal Contractor
Military: n/a
Job: Code Clerk
Country of Concern: Soviet Union
Targeted Technology: C4

Christopher Boyce

Indicators: Financial Considerations, Substance 
Abuse and Addictive Behaviors, Judgement, 

Character, and Psychological Conditions

1977

Foreign Espionage

Presenter
Presentation Notes
WHAT HAPPENED:
The conspiracy was first identified when Boyce’s accomplice, Andrew Lee, was arrested outside of the Soviet Embassy in Mexico City. Boyce conspired with Lee to steal and sell U.S. classified code material in an effort to sabotage U.S. Intelligence efforts. Lee traveled extensively throughout Mexico to deliver the stolen information to his KGB handlers. The Soviet Union paid Boyce and Lee approximately $70,000.00 for the information. Andrew Lee was also arrested, prosecuted, and convicted in the case. Lee was sentenced to life in prison. This case is better known as the “Falcon and the Snowman.”

INDICATORS:
• Unexplained Affluence

• Drug usage

• Ego driven

IMPACT:
The company lost valuable research that impacted numerous projects. Long-held trade secrets were disclosed to competitors and the public.  Profits from current and future projects were compromised. U.S. communications ciphers and classified information on U.S. spy satellites were compromised. 




Crime: Illegal Export of ITAR controlled                     
Defense Article
Court: US District Court
State: AZ
Result: Pleaded Guilty
Sentence: 38 months
Fine: n/a
Year of Conviction: 2020
Age at conviction: 49
Employee Type: n/a
Military: n/a
Job: Electrical Engineer
Country of Concern: China
Targeted Technology: Missile Systems

Wei Sun

Illegal Export

Indicators: Access Attributes, Technical Activity, 
Security Violations

2020

Presenter
Presentation Notes
WHAT HAPPENED:  
Wei Sun was employed with Raytheon Missiles and Defense (RMD) in Tucson, Arizona as an Electrical Engineer for 10 years. RMD develops and produces missile systems for the United States military. Sun had access to information directly related to sensitive defense technology during his employment with RMD. Some of this defense technical information constituted what is defined as “defense articles,” which are controlled and prohibited from export without a license under the Arms Export Control Act (AECA) and International Traffic in Arms Regulations (ITAR).

On December 1, 2018, Sun informed a RMD official of upcoming overseas travel and asked to take a RMD-issued HP laptop with him. The RMD official denied Sun’s request because he was working on an ITAR controlled project and the laptop contained export-controlled information. On January 7, 2019 while outside of the United States, Sun accessed the RMD
computer network from his laptop and, using his RMD email, announced his resignation and desire to study and work overseas. After Sun returned to the United States, a RMD official asked Sun if he had taken the RMD laptop overseas and Sun admitted that he did. Sun admitted that the RMS computer contained documents bearing ITAR warnings, schematics which he believed were likely ITAR controlled, and other previously generated ITAR documents. There is no information which indicates that Sun ever applied for or received 
the necessary export license to export the ITAR documents. Sun was interviewed later by RMD security personnel. Sun initially told the RMD security personnel that he went to Singapore and the Philippines. After providing inconsistent information about his travel itinerary, Sun admitted that he had travelled to China, Cambodia, and Hong Kong, and that while on travel he knowingly took the RMD computer to China, despite RMD warnings and directions.

INDICATORS:
Access Attributes – Sun had access to technical data that contained defense articles. Defense articles are controlled and prohibited from export without a license under the AECA and ITAR.

Technical Activity (Security Violation) – Although he was trained how to properly handle classified material, Sun took his RMD laptop to China unpermitted.

IMPACT:  
Sun was sentenced to 38 months in prison.

“Sun was a highly skilled engineer entrusted with sensitive missile technology that he knew he could not legally transfer to hostile hands,” said Assistant Attorney General John C. Demers. “Nevertheless, he delivered that controlled technology to China. Today’s sentence should stand as a warning to others who might be tempted similarly to put the nation’s security at risk.”

"Sun admitted to illegally exporting controlled weapons technology plans out of the U.S. to China." said Sean Kaul Special Agent in Charge of the FBI Phoenix Field Office. "China represents the greatest counterintelligence threat to our nation's protected information and intellectual property. Confronting this threat remains a top priority for the FBI and we applaud the victim company for their cooperation and coordination throughout this investigation. We encourage Americans to be aware of the foreign economic espionage threat and report any relevant information to their local FBI office.“

ADDITIONAL INFO:  
Sun informed a RMD official of upcoming travel overseas and asked to take his RMD-issued HP laptop with him. The RMD official denied Sun’s request because he was working on an ITAR controlled project and the laptop contained export-controlled information. Sun accessed the RMD computer network from his laptop while outside the United States and announced his resignation and desire to study and work overseas using his RMD email.

Sun was interviewed by RMD security personnel upon his return. Sun initially told them that he went to Singapore and the Philippines. After providing inconsistent information about his travel itinerary, Sun admitted that he had travelled to China, Cambodia, and Hong Kong, with his RMD laptop despite RMD warnings and directions. Sun admitted that the RMD computer contained documents bearing ITAR warnings, schematics which he believed were likely ITAR controlled, and other previously generated ITAR documents. There is no information which indicates that Sun ever applied for or received the necessary export license to export the ITAR documents.

Sun’s RMD laptop was examined by a certified Export Compliance Officer and Certified ITAR Professional. Documents and files stored on the RMD device were verified as containing ITAR export controlled data concerning ongoing air and missile defense systems. Sun was working on projects associated with this ITAR technical data and would have had access to these computer documents/files while working at RMD.



Crime: Conveying U.S. Navy technical data 
to an unauthorized party
Court: US District Court
State: DC
Result: Pleaded Guilty
Sentence: 11 months (Time served)
Fine: $25,000
Year of Conviction: 2019
Age at conviction: 52
Employee Type: Corporate
Military: n/a
Job: President
Country of Concern: China
Targeted Technology: Submarine Rescue 
System

Illegal Export

Glen Viau

Indicators: Foreign Considerations

2019

Presenter
Presentation Notes
WHAT HAPPENED:  
Glen Omer Viau was an employee of Ocean Works, a Canada -based company under contract to develop technology for the U.S. Navy, from 1992 until 2011. Ocean Works was the prime contractor for the U.S. Navy’s Submarine Rescue Diving and Recompression System (SRDRS). One component of SRDRS was the submarine rescue system, a tethered, remotely operated vehicle that included a Pressurized Rescue Module (PRM). The Department of Commerce issued a formal determination that the PRM and its technical data could not be exported to China without a license and were controlled under U.S. regulations. Viau resigned from Ocean Works in 2011 while holding the title of Chief Operating Officer.

In 2016, Ocean Works was sold to a Chinese Company, which will be referred to as the “Beijing Company.” Viau was re-hired by Ocean Works shortly after the company was acquired, this time as president. Viau was to report directly to Ocean Works’ new Chief Executive Officer in the People’s Republic of China (PRC) as part of the integration plan for the companies.

Viau served as President from approximately November 2016 to February 2017. During this time, Ocean Works sent U.S. Navy technical data, including multi-page technical drawings of the PRM, to Beijing. This data was part of a proposal to develop a similar submarine rescue vehicle system for the naval arm of the Chinese People's Liberation Army (PLA). At least one of the multi-page technical drawings was export-controlled and required a license before being sent to China.

In 2017, the Canadian government ordered a divestiture of the Ocean Works acquisition. Ocean Works filed a Voluntary Self Disclosure (VSD) with the Department of Commerce’s Office of Export Enforcement. The VSD identified export violations that had occurred. However, Ocean Works omitted that they had worked on a proposal to design a submarine rescue system for the PLA Navy.

Glen Omer Viau plead guilty to conveying, without authority, U.S. Navy technical data to an unauthorized party. Viau received a sentence of time served and a $25,000 fine.

INDICATORS:  
Foreign Considerations – Viau made frequent trips to foreign destinations including Vietnam, Singapore, Thailand, and China.
Foreign Considerations – Viau had business ties to not only China generally, but to the Chinese military specifically. This should have raised concerns of Viau as a potential flight risk if allowed to travel to China. The United States does not have an extradition treaty with China.

IMPACT:
On September 10, 2019, Ocean Works pleaded guilty to a one-count information charge for knowingly and willfully falsifying, concealing, and covering up a material fact, in violation of Title 18, United States Code, Section 1001, in the U.S. District Court for the District of Columbia. Ocean Works’ President Glen Omer Viau pleaded guilty to conveying, without authority, U.S. Navy technical data to an unauthorized party. The Honorable Coleen Kollar-Kotelly sentenced Ocean Works to a fine of $84,000 and Viau to time served and a $25,000 fine.

ADDITIONAL INFO:
The PRM was a tethered, remotely operated rescue vehicle (RORV). It contained a transfer skirt that could be used to dock the PRM with the distressed submarine. The PRMS included other elements such as an umbilical winch and a deck cradle. The PRMS could carry up to 18 personnel rescued from a distressed submarine. Ocean Works initially developed the PRMS Falcon and modified it to meet U.S. Navy specifications prior to delivery to the U.S. Navy in or around 2007 or 2008. After that, Ocean Works continued to support the U.S. Navy’s submarine rescue operators. The U.S. Navy also requested, and paid, Ocean Works for extensive technical modifications detailed on numerous technical documents. The approximate cost of these modifications was over $1 million.

The divestiture was ordered by the Canadian Investment Review Division (IRD), a Canadian government agency that reviews foreign investments in Canadian businesses when they exceed the applicable financial thresholds. In May 2017, the IRD provided an Order that stated the Beijing Company could not “access Ocean Work's know-how, trade secrets, or confidential information used to carry on the Canadian business, including its premises and electronic information and technology systems.” The Order also stated that the Beijing Company had to divest all of its Ocean Works assets.

Consider the following questions:
• What precautions does your organization have in place to deter employees from making false statements to the United States Government?

• Does your organization routinely train its employees on reporting foreign travel and foreign contacts?



Kevin Patrick Mallory

Counterintelligence and Export Control

Crime: 18 U.S.C. § 1001, materially false 
statements to federal law enforcement 
officers; f18 U.S.C. § 794, transmitted 
national defense information to an agent 
of the PRC
Court: Eastern District of Virginia
State: VA
Result: Convicted
Sentence: 20 Years
Fine: n/a
Year of Conviction: 2019
Age at conviction: 62
Employee Type: Defense Contractor
Military: n/a
Job: CIA Covert Case Officer
Country of Concern: China
Targeted Technology: n/a

Indicators: Financial Considerations, Security 
and Compliance Incidents

2019



Alireza Jalali 2018

Indicators: Foreign Considerations, Security and 
Compliance Issues

Crime: Conspiracy to Defraud the US
Court: US District Court
State: MN
Result: Pled Guilty
Sentence: 15 months
Fine: n/a
Year of Conviction: 2018
Age at conviction: 39
Employee Type: Industry Employee
Military: n/a
Job: Head of Purchasing
Country of Concern: Iran
Targeted Technology: Nuclear and ballistic 
missile program, dual use

Illegal Export

Presenter
Presentation Notes
WHAT HAPPENED:
Between 2009 and December 2015, Jalali was a part-time employee of Green Wave Telecommunication, Sdn Bhn, a Malaysian company located in Kuala Lumpur, Malaysia.

Green Wave Telecommunication operated as a front company for Fanavar Moi Khavar (Fana Moj), an Iran-based company that specialized in both broadcast communications and microwave communications.

Green Wave Telecommunication was used to unlawfully acquire sensitive export controlled technology from the United States on behalf of Fana Moj. In order to accomplish these acquisitions, Jalali and his co-conspirators concealed the ultimate unlawful destination and end users of the exported technology through false statements, unlawful financial transactions, and other means.

The defendant’s co-conspirators would contact producers and distributors of the sought-after technology, solicit purchase agreements, and negotiate the purchase and delivery of the goods with the seller. When the goods were received by Green Wave Telecommunication in Malaysia, Jalali repackaged and unlawfully exported the items from Malaysia to Fana Moj in Tehran, Iran.

IMPACT:
In 2017, Fana Moj was designated by the United States Department of the Treasury as a Specially Designated National for providing financial, material, technological or other support, or goods or services in support of the Islamic Revolutionary Guard Corps (IRGC).

The U.S. Treasury Department has sanctioned the designated end users of this technology for their ties to Iran’s nuclear and ballistic missile programs and as dual-use technology reported to be used in weapon guidance systems.




Vladimer Nevidomy

Illegal Export

Indicators: Foreign Considerations, Security and 
Compliance Incidents, Technical Activity

2018

Crime: Conspiracy to illegally export 
military-grade night vision and 
thermal vision devices and 
ammunition primers
Court: US District Court
State: FL
Result: Pled Guilty
Sentence: 26 months
Fine: n/a
Year of Conviction: 2018
Age at conviction: 32
Employee Type: Industry Employee
Military: Navy
Job: Exporter
Country of Concern: Russia
Targeted Technology: Ground 
Systems

Presenter
Presentation Notes
WHAT HAPPENED:
Between April 2013 and November 2013, Vladimir Nevidomy received emails from Russian customers requesting military-grade night vision rifle scopes, thermal monoculars, and ammunition primers - all of which are on the U.S. Munitions List and subject to export control by the Department of State. Nevidomy illegally shipped or attempted to ship these items to his associate in Russia.

In April 2013, Nevidomy received a wire transfer from a Shanghai, China, bank account for the purchase and shipment of two ATN MARS 4x4 night vision rifle scopes. That same day, Nevidomy purchased two scopes from a U.S. vendor by falsely representing that the item was not for export.

In May 2013, Nevidomy wired money to a U.S. vendor for the purchase of an ODIN 61BW thermal multi-purpose monocular, again falsely representing that the item was not for export. Later, he received a wire transfer from a bank account in Riga, Latvia, for the purchase of a third ATN Mars 4X4 night vision rifle scope. On the same day, Nevidomy sent a wire transfer to a U.S. vendor, part of which was for the purchase of the third ATN Mars 4X4 night vision rifle scope.

In July 2013, an email was sent to Nevidomy requesting 1,000 large-rifle ammunition primers to be shipped to Vladivostok, Russia.

In October 2013, Nevidomy attempted to export the 1,000 large-rifle ammunition primers to Vladivostok. The primers were seized by U.S. Customs and Border Protection, and Nevidomy was arrested.

IMPACT:
On June 4, 2018, Nevidomy was sentenced to 26 months in U.S. prison, followed by 3 yearssupervised release for conspiring to illegally export defense technology – night vision and thermal vision devices and ammunition primers – without a license to Russia.

This case study is another example of aggressive and successful foreign targeting and collection efforts for night vision device technology, which is an export-controlled defense technology included on the U.S. Munitions List.

Billions of dollars’ worth of sensitive and classified U.S. technologies are stolen annually through economic espionage.




Gregory Allen Justice 2017

Indicators: Criminal, Violent, or Abusive 
Conduct, Financial Considerations, Judgement, 

Character, and Psychological Conditions

Illegal Export

Crime: Attempting to commit economic 
espionage, attempting to violate the 
Arms Export Control Act, and violating 
the International Traffic in Arms 
Regulations (ITAR)
Court: District Court
State: CA
Result: Pled Guilty
Sentence: 60 months
Fine: n/a
Year of Conviction: 2017
Age at conviction: 50
Employee Type: Federal Contractor
Military: n/a
Job: Engineer
Country of Concern: Russia
Targeted Technology: Space Systems



Peter Zuccarelli

Illegal Export

2017

Crime: Conspiring to smuggle and illegally 
export controlled technology
Court: US District Court
State: TX
Result: Pled Guilty
Sentence: 46 months
Fine: $50,000
Year of Conviction: 2017
Age at conviction: 62
Employee Type: Industry Employee
Military: n/a
Job: Exporter
Country of Concern: China, Russia
Targeted Technology: Manufacturing 
Equipment and Manufacturing Processes

Indicators: Financial Considerations, Foreign 
Considerations, Security and Compliance 

Incidents

Presenter
Presentation Notes
WHAT HAPPENED:
Between June 2015 and March 2016, Zuccarelli and co-conspirators agreed to illegally export RHICs to China and Russia

Zuccarelli and co-conspirator received purchase orders and payment of approximately $1.5 million to acquire RHICs for Chinese and Russian customers, while claiming his company as the end user.

Zuccarelli repackaged RHICs and falsely relabeled shipping documents to disguise the true identity of technology in order to illegally ship the export controlled technology without required licenses 

IMPACT:
Russia and China have significantly closed the gap in space platform technology with the U.S. through their aggressive and successful attempts in obtaining U.S.
technology

Billions of dollars’ worth of U.S. technology are stolen annually through economic espionage

Radiation Hardened Integrated Circuits continue to be one of the most highly targeted U.S. technology





Yong Nam (Steven) Lim 2017

Indicators: Foreign Considerations, Security and 
Compliance Incidents, Technical Activity

Illegal Export

Crime: Conspiracy to defraud the 
United States
Court: US District Court
State: DC
Result: Pled Guilty
Sentence: 40 months
Fine: n/a
Year of Conviction: 2017
Age at conviction: 43
Employee Type: Industry Employee
Military: n/a
Job: Exporter
Country of Concern: Iran
Targeted Technology: C4

Presenter
Presentation Notes
WHAT HAPPENED:
Between August 2007 and February 2008, Lim and others caused 6,000 radio frequency modules to be purchased and illegally exported from a U.S. company through Singapore and later to Iran, knowing that the export of U.S.-origin goods to Iran was a violation of U.S. law

The modules had several commercial applications, to include having a range allowing them to transmit data wirelessly as far as 40 miles with a high-gain antenna

Of those radio frequency modules, at least 14 were later recovered in Iraq and being used to remotely detonate improvised explosive devices (IEDs)

Lim was charged with conspiracy to defraud the United States by dishonest means

Indicted in June 2010 and detained in Indonesia since October 2014, Lim was extradited to the U.S. in April 2016

INDICATORS:
Foreign Considerations

Security and Compliance Incidents 

Technical Activity

Access Information Outside Need to Know

IMPACT:
Approximately one half to two-thirds of Americans killed or wounded in combat in Iraq and Afghanistan (3,100 dead and 33,000 wounded) have been victims of IEDs, according to data from the Pentagon's Joint Improvised-Threat Defeat Organization or JIDO

Of those wounded, nearly 1,800 U.S. troops who have lost limbs, the vast majority from IED blasts, according to Army data




Alexander Fishenko

Illegal Export

2015

Crime: Acting as an agent of the Russian 
government, money laundering, and 
obstruction of justice
Court: US District Court
State: NY
Result: Convicted
Sentence: 120 months
Fine: $50,000
Year of Conviction: 2015
Age at conviction: 49
Employee Type: Industry Employee
Military: n/a
Job: CEO
Country of Concern: Russia
Targeted Technology: Manufacturing 
Equipment and Manufacturing Processes

Indicators: Foreign Considerations, Security and 
Compliance Incidents

Presenter
Presentation Notes
WHAT HAPPENED:
Between October 2002 and October 2012, Arc Electronics schemed to illegally export about $50 million of advanced microelectronics from manufacturers and suppliers located throughout the United States to the Russian Ministry of Defense.

Provided false end user information in connection with the purchase of the goods, concealed the fact that they were exporters, and falsely classified the goods they
exported on records submitted to the Department of Commerce.

Fishenko plead guilty to acting as an agent of the Russian government, conspiring to and illegally exporting controlled microelectronics to Russia, money laundering, and obstruction of justice.

Customers included the Russian Federal Security Service (FSB) or KGB. Customers included a research unit for the Russian FSB internal security agency, a
Russian entity that builds air and missile defense systems and another that produces electronic warfare systems for the Russian Ministry of defense.

Convicted in October 2015, he was sentenced to 135 months in prison and forfeited over$500,000.

IMPACT:
Technology lost to Russia has military system applications, including radar and surveillance systems, missile guidance systems, and detonation triggers, many of which Russia does not produce domestically. 



Crime: Providing material support to 
terrorists; Attempted use of a weapon of 
mass destruction
Court: US District Court
State: VA
Result: Convicted
Sentence: 300 months
Fine: n/a
Year of Conviction: 2021
Age at conviction: 28
Employee Type: Non-Employee
Military: n/a
Job: n/a
Country of Concern: n/a
Targeted Technology: n/a

Indicators:  Criminal, Violent, or Abusive 
Conduct, Violent Extremist Mobilization

Aiding Terror Group

Mark Steven Domingo 2021

Presenter
Presentation Notes
WHAT HAPPENED:
Mark Steven Domingo expressed his desire to seek violent retribution for attacks against Muslims in internet posts and forums. Domingo also stated willingness to become a martyr for the Islamic faith. Following an attack on Muslims in New Zealand in March 2019, Domingo called for violent retribution. In another online post, Domingo called for a mass shooting event similar to the October 2017 mass shooting in Las Vegas. 

After considering various attacks including targeting Jewish people, churches and police officers with shootings or bombing, Domingo decided to bomb a white supremacist rally scheduled to take place on April 26, 2019 in Long Beach, California. Domingo asked a confederate, who actually was working with the FBI as part of an investigation, if he knew a bomb-maker who could be brought into the scheme. Domingo also purchased several hundred 3½-inch nails to be used as shrapnel for the bombs and provided them to his confederate with the intent of giving the nails to the bomb-maker. Domingo specifically chose those nails because they were long enough to penetrate organs in the human body.

In April 2019, Domingo drove his confederate and the undercover officer to Long Beach to scout the location he planned to attack. While there, Domingo looked for the most crowded areas to place the bombs so he could maximize the number of casualties.

On April 26, 2019, Domingo received what he thought were two live bombs, but were actually inert explosive devices delivered by an undercover law enforcement officer. He was arrested that same day with one of the bombs in his hands.

At trial, Domingo testified that he intended to commit mass murder. He testified that he was the one who chose to attack the rally, chose to use the bombs, and chose to go through with the plot to commit mass murder.

Domingo was convicted of providing material support to terrorists and attempted use of a weapon of mass destruction and sentenced to 25 years in prison.

INDICATORS:
• Criminal, Violent, or Abusive Conduct - Threatening violence In multiple online posts and conversations, Domingo described his support for violent jihad and his aspiration to conduct an attack in the Los Angeles area. In another post, Domingo wrote, “~~im jus enraged atm5 [. .] these _______ do need to bleed [. .] one way or another.[sic]"

• Violent Extremist Mobilization Domingo purchased several hundred 3½-inch nails to be used as shrapnel for the bombs. Domingo also personally scouted the location he planned to attack.

IMPACT:
Domingo admitted during cross-examination, that the only reason his attack was unsuccessful was because the FBI arrested him when they did. Domingo repeatedly stated that he was intent on killing innocent Americans and would have done so had he not been stopped. He intended to commit mass murder to vent his own anger at the world, to avenge the shooting of Muslims in Christchurch, New Zealand, and to sow civil unrest that would weaken America’s ability to fight ISIS and other Jihadist groups. He repeatedly expressed his desire to kill various groups of Americans: police officers, Jews, Christians, military personnel, and ultimately, attendees at a political rally in Long Beach. He admitted on the stand that he led and fully intended to carry out a plot to detonate bombs at that rally to commit mass murder. Had he not been stopped, he planned to commit further terrorist attacks to kill more innocent people and attempt to divide and weaken the United States.

ADDITIONAL INFO:
In 2011, Domingo joined the United States Army and volunteered to serve as an Infantryman in Afghanistan. While serving, he was mocked, disciplined, criticized, and ostracized from and by his platoon and his anger grew until he began writing the names of those he felt aggrieved by on his rifle ammunition. He was subsequently separated from the military.

After his return home, Domingo found acceptance amongst Alt-Right communities on Facebook and other social media. At the same time, he began studying Islamic history and he identified with their victimization. It was in Islam-related chatrooms (and with other self-professed Muslims) that Domingo demonstrated his vulnerabilities, sadness, and depression and espoused violent and offensive statements. Gradually he became self-radicalized and prepared to take violent action.

Prosecutors recommended a sentence of life in prison stating, “He admitted that the [confidential informant] stopped him from committing at least one murder in April 2019 by encouraging him to be patient. Finally, he admitted that he was excited when he learned that the [confidential informant] had access to an individual who could construct a bomb, and that he was the one who chose to attack the rally, chose to use the bombs, and chose to go through with the plot to commit mass murder, right up until the moment of his arrest.”

Consider the following question:
Could Domingo’s self-radicalization have been mitigated while serving in the military? If so, how?



Aiding Terror Group

Jarrett William Smith

Indicators: Judgement, Character, and 
Psychological Conditions; Criminal, Violent or 

Abusive Conduct

Crime: Distributing information related to 
explosives, destructive devices, and 
weapons of mass destruction.
Court: US District Court
State: KS
Result: Pleaded Guilty
Sentence: 30 months
Fine: n/a
Year of Conviction: 2020
Age at conviction: 24
Employee Type: DOD
Military: Army
Job: Infantry Soldier
Country of Concern: Ukraine
Targeted Technology: Explosives

2020

Presenter
Presentation Notes
WHAT HAPPENED:
Jarrett William Smith joined the U.S. Army on June 12, 2017. Following his initial entry training at Fort Benning, Georgia, he was stationed at Fort Bliss, Texas beginning November 27, 2017. Smith served the U.S. Army as an infantry soldier, trained in combat and tactical operations.

On March 27, 2019, the FBI received information regarding the Facebook account belonging to Smith. The information received by the FBI demonstrated that Smith had disseminated guidance to others on how to construct Improvised Explosive Devices (IEDs) and spoke to others via social media about his desire to travel to the country of Ukraine to fight with a violent, far-right paramilitary group.

On July 8, 2019 Smith was transferred to Fort Riley, Kansas.

During a Facebook chat, Smith offered to teach other Facebook users to make cell phone explosive devices “in the style of the Afghans.” On Aug. 19, 2019, Smith told an undercover investigator he was looking for "radicals” like himself. Smith talked about killing members of Antifa and destroying nearby cell towers or a local news station.

On Aug. 21, Smith told an undercover investigator about how to make a vehicle bomb. When the investigator commented that most of the components were household items, Smith said: “Making AK47s out of expensive parts is cool, but imagine if you will if you were going to Walmart instead of a gun store to buy weapons.”

On September 20, 2019, Smith engaged with an FBI Undercover Employee on social media, using the moniker "Anti-Kosmik 2182." During these online discussions, the defendant provided specific instructions for constructing an explosive device. Smith also described in detail to the undercover investigator how to build a bomb that could be triggered by calling a cell phone. Later in that same conversation, Smith provided the UCE with a recipe for creating improvised napalm.

INDICATORS:
Judgement, Character, and Psychological Conditions - Communicating extremist views.  Smith openly stated his willingness to actively support and fight with an extremist group.

Criminal, Violent, or Abusive Conduct - Smith openly shared information on Social Media about how to construct Improvised Explosive Devices (IEDs) He also provided a recipe for improvised napalm for use in a weapon of mass destruction.

IMPACT:
Convicted of Distribution of information related to explosives, destructive devices and weapons of mass destruction.

Sentenced to 30 months in federal prison and three years supervised release.

ADDITIONAL INFO:
Smith’s attorney petitioned for a lenient sentence because of “the emotional trauma of not only having been routinely bullied over his cleft lip and speech impediment for years by peers but also being targeted for murder by a classmate added significant trauma to Mr. Smith’s already deteriorating mental health and low self-esteem.”

Smith found online communities surrounding new forms of faith that he began to explore, his attorney wrote. His years of rejection by his peers and yearning for inclusion made him “the perfect target for online extremists groups searching for new recruits.”

According to court documents, Smith “gave information out freely to people who may use it for harm, for the glory of Quayinism, and his religion of anti-kosmik Satanism. He wants to cause chaos, as it brings back the realm of his religious beliefs, through the destruction of the universe. He said he will provide information to people who ask, as it furthers his beliefs.”

Smith said chaos in the world is a disruption and he can be an agent of chaos by enabling people with his knowledge. Smith said that if chaos results in the death of people, and he provided information to them, it doesn’t affect him.

Years later, he stated that after his Army contract ends he intends to join the Azov Battalion, Right Sector Volunteer Corps, or to aid one of the organizations fighting ISIS in the Middle East.

On April 3, 2018, Smith sent a text message saying that “[o]n my bucket list is to KO an Antifa member.” On other occasions, he engaged in text and social media conversations in which he provided specific, detailed directions about how to build and detonate explosives, and discussed things such as looking for more “radicals” like himself; killing and targeting members of the far-left group Antifa, including a specific address of a particular Antifa member; and destroying cell towers, news stations and networks.

Consider the following questions:
Do you know of someone who espouses extremist beliefs?  Have they ever spoken of taking action these beliefs? If so, did you report them?  Would you if it happens in the future?
If you knew a co-worker or military person who espoused beliefs similar to Smith’s would you report?  If so, to whom would you report?
How can your organization proactively address the threat posed by potentially violent extremists?



Jesus Encarnacion

Aiding Terror Group

Crime: Attempting to provide material 
support to a designated foreign terrorist 
organization
Court: Northern District of New York
State: NY
Result: Plead Guilty
Sentence: 180 months
Fine: n/a
Year of Conviction: 2020
Age at conviction: 30
Employee Type: n/a
Military: n/a
Job: n/a
Country of Concern: n/a
Targeted Technology: n/a

Indicators: Judgement and Criminal, Violent, or 
Abusive Conduct

2020

Presenter
Presentation Notes
WHAT HAPPENED:
Jesus Wilfredo Encarnacion was a 29-year-old supporter of Lashkar e-Tayyiba (LeT) from Manhattan, New York. LeT is a Pakistan-based terrorist group originally formed in the late 1980s to oppose the Soviet presence in Afghanistan. Since 1993, LetT attacked several high profile targets. One of those attacks in India aimed to end Indian control of the province of Kashmir LeT was responsible for the November 2008 attacks in Mumbai against luxury hotels, a Jewish center, a train station, and a popular cafe that killed 166 people – Including six U.S. citizens – and injured more than 300.

In November 2018, Encarnacion used an online chat forum to express his interest in joining an overseas terrorist group to receive training and participate in terroristic acts of violence. This went on for several months. Encarnacion later met an undercover FBI agent in the online forum who said he “knew people” who could provide contacts. Encarnacion told the agent that he was “ready to kill and die in the name of Allah.” He also requested guidance on traveling abroad and expressed his desire to be an executioner, “I want to execute. I want to behead. I want to shoot.” Encarnacion also wanted to commit terrorist attacks in the United States, but did not have the guidance or guns to perform the attack.

In 2019, Encarnacion agreed to travel to Pakistan to join LeT. The FBI arrested him at John F. Kennedy International Airport in N.Y. on February 7, 2019 when he attempted to board his flight.

Encarnacion pleaded guilty to one count of attempting to provide material support to a designated foreign terrorist organization (FTO). In August 2020, he was sentenced to 15 years in prison with a lifetime term of supervised release.  

INDICATORS:
Criminal, Violent, or Abusive Conduct: Encarnacion repeatedly expressed interest in joining a terrorist group and traveling abroad to serve as an executioner. He also expressed his interest in shooting, killing, and beheading in the name of his ideology.

Judgement, Character, and Psychological Conditions Encarnacion communicated his extremist views online and openly attempted to join an extremist terrorist group. 

IMPACT:
Jesus Wilfredo Encarnacion was sentenced to 15 years in prison with a life term of supervised release.

“Jesus Encarnacion plotted to travel abroad, to join and train with Lashkar e-Tayyiba, infamous worldwide for the jihadist murder of innocent civilians, and to carry out shootings, bombings, and beheadings in behalf of that terrorist organization,” said Acting U.S. Attorney Audrey Strauss for the Southern District of New York. “Thanks to the FBI, the NYPD, and the Joint Terrorist Task Force, Encarnacion has been sentenced to a lengthy prison term for his crime.” “Unfortunately, individuals continue to attempt to travel to foreign countries to support terrorist organizations. Encarnacion’s sentence reflects the seriousness with which the justice system takes these efforts,” said Assistant Attorney General for National Security John C. Demers.

ADDITIONAL INFO:
In 2001, the United States Secretary of State designated Lashkar-e-Taiba and its aliases Lashkar-e- Tayyiba, Laskar e-Toiba, and Army of the Righteous as a Specially Designated Global Terrorist under Executive Order 13224. The Secretary of State also designated LeT as an FTO under Section 219 of the Immigration and Nationalization Act. In the 17 years following those initial designations, and as recently as April 2, 2018, the Secretary has added numerous aliases to the designation, including Army of the Pure; Army of the Pure and Righteous; Army of the Righteous; Lashkar e-Toiba; and Lashkar- i-Taiba. The group has also attacked Coalition Forces in Afghanistan.

LeT uses assault rifles, machine guns, mortars, explosives, and rocket-propelled grenades in their attacks. They continue to operate freely within Pakistan, holding public rallies, raising funds, and plotting and training for terrorist attacks.

Encarnacion used a number of aliases when posting online, including:
• Jihadistsoldgier
• Jihadinhear
• Jihadinheart
• Lionofthegood



Crime: Providing Support to Foreign 
Terrorist Organization
Court: US District Court
State: TX
Result: Convicted
Sentence: 10 years
Fine: n/a
Year of Conviction: 2019
Age at conviction: 42
Employee Type: n/a
Military: n/a
Job: n/a
Country of Concern: ISIS
Targeted Technology: n/a

Said Rahim

Terrorism

Indicators: Ideological, Psychological, Behavioral

2020

Presenter
Presentation Notes
WHAT HAPPENED:
During spring 2016, the FBI learned about an internet-based application called Zello, and became suspicious that some of its users were using the app to support the Islamic State of Iraq and al-Sham (“ISIS”),  

Said Azzam Mohamad Rahim was a moderator of the “State of the Islamic Caliphate” channel on Zello, which had, disseminated ISIS propaganda, and recruited followers from more than 10,000 subscribers.  

Rahim served on multiple channel committees, including the Coordination Committee and the Media Committee. He was also the “Emir” of the Dialogue Committee, which means “leader” and is considered a title of respect. Other users regarded him as an expert on ISIS. 

Records show Rahim spent years on the channel, where he touted acts of terror under various monikers:  

“Kill and do not consult anyone,” he said in July 2016.  “Kill by any means, smash his head on the wall, spit in his face, burn -- I mean anything, anything – poison, anything.”  

He even praised several terrorist attacks after the fact.  

“I was happy for this act,” Rahim said after a truck barreled into a crowd of people in Nice, France, killing 86 people. “Those dogs.” 
FBI agents arrested Rahim on March 5, 2017, at the Dallas Fort Worth International Airport as he was attempting to board a flight to Amman, Jordan. When the agents asked if he had ever supported ISIS, advocated travel for the purposes of jihad, promoted violence on ISIS’s behalf, or encouraged anyone to kill infidels at the urging of ISIS spokesman Abu Mohammed al-Adnan, Rahim said “no.” 

Rahim was convicted on six counts of making false statements to a federal agency and one count of attempting to provide material support to a designated foreign terrorist organization, namely ISIS. 

INDICATORS:
Ideological Indicators – Rahim openly identified with and supported ISIS, which the Secretary of State has designated as a Foreign Terrorist Organization

Psychological Indicators – Rahim perceived the world through a distorted lens of fundamentalist beliefs. Violent behaviors and actions often begin with extreme beliefs and opinions.

Behavioral Indicators – Rahim focused his Zello activities on two objectives: recruiting fighters to travel to the Caliphate to join ISIS and inciting followers to commit terrorist attacks in ISIS’s name.

IMPACT:
Said Azzam Mohamad Rahim was sentenced to 30 years in federal prison.

“Said  Azzam Mohamad Rahim operated online to spread ISIS’s poisonous message of hate and violence,” said Ass istant Attorney General Demers. “Then he attempted to travel to support ISIS and he lied to the FBI when que stioned about his activities. With the jury’s guilty verdicts, he is being held accountable for his crimes. I want to  thank the prosecutors, agents, and analysts who are responsible for this result.”

“We  will not allow radical terrorists motivated by dangerous ideologies to promote violence against innocent pe ople,” said U.S. Attorney Nealy Cox. “The Justice Department is committed to combatting terror at home and  abroad.”

ADDITIONAL INFO: 
Rahim incited and counseled followers in other countries to commit terrorist attacks in ISIS’s name. He encouraged listeners to “mobilize” to the Caliphate and “pledge allegiance” to al-Baghdadi. He boasted of the channel’s role in recruiting followers for ISIS. Rahim once described how he convinced a former user who said that he didn’t want to be a “hypocrite” to travel to the Caliphate to join ISIS. Rahim also encouraged those who could not travel to the Caliphate, even young children, to engage in terrorist attacks in their respective countries. “In every place where an unbelieving atheist exists,” he said, “jihad is a duty. In any area where Christians exist, they are legal targets, or a Jew or atheist, or crusader, or where a Christian missionary preacher is . . . . All those are legal targets of the Islamic Caliphate State.” He even took personal responsibility for the January 1, 2017 attack in Istanbul, Turkey: “Less than a month ago, I called upon the brothers, I mean, to target Turkey. . . . I ask God to grant me reward for it for inciting brothers to perform jihad for the cause of God.”

Additionally, Rahim celebrated multiple terrorist attacks committed on behalf of ISIS. After the June 12, 2016 attack in Orlando, Florida, Rahim spoke on the channel: “We rejoice for this attack which took place in America... Now starts the outreach activity at all mosques, especially in America, to publicize, to publicize this operation.” After the July 14, 2016 attack in Nice, France, Rahim stated: “Oh man, now the French and all the Europeans are in an extreme state of terror. Everybody is living in fear. . . . I was really happy for this act. I was happy for this act, those dogs.” 



Crime: Multiple charges including: 
intentionally defacing, damaging, and 
destroying religious property
Court: US District Court
State: MN
Result: Convicted
Sentence: 636 months
Fine: n/a
Year of Conviction: 2021
Age at conviction: 50
Employee Type: n/a
Military: n/a
Job: n/a
Country of Concern: n/a
Targeted Technology: n/a

Emily Claire Hari

Domestic Terrorism

Indicators: Financial Considerations, Access 
Attributes

2021

Presenter
Presentation Notes
WHAT HAPPENED: 
During the summer of 2017, Hari established a terrorist militia group called “The White Rabbits” in Clarence, Illinois. Hari recruited codefendants Michael McWhorter and Joe Morris to join the militia, which Hari outfitted with paramilitary equipment and assault rifles. On August 4, and 5, 2017, Hari, McWhorter, and Morris drove in a rented pickup truck from Illinois to Bloomington, Minnesota, to bomb the Dar al-Farooq (DAF) Islamic Center in Bloomington. Hari targeted DAF specifically to terrorize Muslims into believing they are not welcome in the United States and should leave the country.

Hari, McWhorter, and Morris arrived at DAF on August 5, 2017, at approximately 5:00 a.m. At Hari’s direction, Morris used a sledgehammer to break the window of the Imam’s office at DAF and threw a plastic container with a mixture of diesel fuel and gasoline into the office. Then, also at Hari’s direction, McWhorter lit the fuse on a 20-pound black powder pipe bomb and threw it through the broken window. McWhorter and Morris ran back to the truck where Hari was waiting in the driver’s seat. The trio sped away from the building and drove back to Illinois. When the pipe bomb exploded, the blast caused extensive damage to the imam’s office. It also ignited the gasoline and diesel mixture, causing extensive fire and smoke damage. At the time of the bombing, several worshipers were gathered in the mosque for morning prayers.

On November 7, 2017, police were called to the Women's Health Practice in Champaign, Illinois. This clinic provides women's health services, including abortions. The staff member had discovered a broken window, glass on the floor, and a device inside the surgery room. The device had not exploded. The FBI in Illinois investigated the clinic bombing. On March 10, 2018, they conducted an interview with Michael McWhorter, in which he admitted his involvement, and the involvement of Michael Hari and Joseph MORRIS, in the clinic bombing, and in the bombing of the Dar al-Farooq Islamic Center.

INDICATORS:
Criminal, Violent, or Abusive Conduct - A FBI confidential source (CS) reported that he saw Hari’s group in possession of illegal firearms (fully automatic), M4s, and the binary explosive Tannerite, which the group locked in a safe inside Hari's store/office. 

According to court documents, “Hari and his men hated Islam and wanted Muslims out of the United States." The "paramilitary terrorist organization" stockpiled weapons and equipment including cell phone jammers to wage a war against those they did not like.

IMPACT:
Hari was convicted on all five counts of the indictment, including intentionally defacing, damaging, and destroying religious property because of the religious character of that property; intentionally obstructing, by force, the free exercise of religious beliefs; conspiracy to commit federal felonies by means of fire and explosives; using a destructive device during and in relation to crimes of violence; and possession of an unregistered destructive device and sentenced to 53 years in prison.

The DAF is used not only for religious purposes, but also for commercial purposes. The al-Jazari Institute is housed at the DAF where it operates a dugsi, or Islamic religious school for children, and did so on August 5, 2017. The dugsi is a fee-based school. As a result of the bombing, the al-Jazari Institute lost out on approximately $30,000 per month until repairs could be made.

ADDITIONAL INFO:
In August 2021, Hari announced that she had embraced her identity as a trans woman. Prior to the sentencing, Hari's defense attorney, Shannon Elkins, alleged that her "inner conflict" had forced her to live a "double life" as the leader of a right-wing militia and might have influenced her state of mind leading up to the bombing.

According to court documents, “Hari strongly desired to make a full gender transition but knew she would be ostracized from everyone and everything she knew.” Hari’s gender dysphoria was an intrapersonal conflict which can be a pre-disposition and personal stressor. Both things may negatively impact the resilience of any insider and may have increased the risk of Hari becoming a threat.

According to Court Documents, Judge Donovan Frank respectfully declined to consider Hari's inner conflict over her gender identity as a defense. Instead he focused on the "very violent act" of the bombing itself. The 53-year sentence was more than what Hari's attorney had requested but also less than the prosecution's demand for life in prison.

Consider the following questions:
• How could lessons learned from this case be used to inform your organization’s terrorism prevention program?

• What indicators may have been missed or unreported in this case?




Ivan A. Lopez 2014

Kinetic Violence

Crime: n/a
Court: n/a
State: n/a
Result: Suicide
Sentence: n/a
Fine: n/a
Year of Conviction: 2014
Age at conviction: 34
Employee Type: Active Duty Military
Military: Army
Job: n/a
Country of Concern: n/a
Targeted Technology: n/a

Presenter
Presentation Notes
WHAT HAPPENED:
On March 2014, SP4 Lopez was transferred to Ft. Hood. His mother and grandfather had both died in the previous two months. His unit was experiencing a high operational tempo and undergoing turnover of leadership.

SP4 Lopez had recently been counseled regarding a non-promotion status.

Lopez experienced a five day delay in getting leave approved to attend his mother’s funeral and encountered additional delays in leave approval for moving his family into a new apartment.

SP4 Lopez went home, retrieved his pistol, and returned to Ft. Hood. He went into the administration office and began shooting soldiers. When confronted by the military police, he turned his weapon and shot himself. 

INDICATORS:
Depression, anxiety, sleep disturbances

Recent death of mother and grandfather

$14,000 debt

Recent move to new post & apartment

Frustration in getting his leave approved and processed

Self-reported traumatic brain injury/possible post-traumatic stress disorder

IMPACT:
Death of three soldiers, who left behind wives and children

Fourteen other soldiers wounded

Lopez was a husband and father

Lessons learned from this case and several others has shaped DoD response to Insider Risk




Randall Hughes 2017

Kinetic Violence

Crime: Rape and Sexual 
Assaults
Court: Court Martial
State: NY
Result: Pled Guilty
Sentence: 165 months
Fine: N/A
Year of Conviction: 2017
Age at conviction: Unknown
Employee Type: Government
Military: Army
Job: SSG/Training Manager
Country of Concern: N/A
Targeted Technology: N/A

Presenter
Presentation Notes
WHAT HAPPENED:
In 2006 while stationed at Fort Carson, Colorado, Staff Sergeant (SSgt) Randall S. Hughes was accused of rape by his then-wife. An investigation conducted by military investigators found evidence that Hughes did rape his wife but the charge was dropped as part of the plea deal.

Hughes was stationed at Ft. Bliss, Texas in January 2017. He attended a Super Bowl Party at the home of a young soldier under his command and encouraged his subordinate to continue taking shots of whiskey until he passed out drunk.

After the soldier’s wife put her husband to bed, the party ended and everyone else left. When Hughes was alone with the woman, he propositioned her for sex. She said no, but Hughes grabbed her, forced himself upon her and later dragged her by the hair into her home where he raped her.

At that time, there were no other reports of misconduct about Hughes.

Military investigators from the Criminal Investigative Division (CID) determined after a yearlong probe that the allegations were credible but Hughes’ brigade commander decided against prosecution.

During the investigation, Hughes raped his then-girlfriend, told her not to talk to the CID investigators and cut her with a glass bottle.

While the investigation was ongoing, Hughes’ name appeared on the sergeant first class promotion list. When the victim complained, Hughes’ commander
issued a General Officer Memorandum of Reprimand (GOMOR).

Later in 2017, Hughes was transferred to Fort Dix, New Jersey and his estranged 14-year-old daughter moved in with him. His daughter accused Hughes of raping her after he gave her sleeping pills. CID agents launched an investigation after seeing the memorandum of reprimand in his files. The probe led to criminal charges covering more than 10 years.



Russell Langford

Indicators: Criminal, Violent, or Abusive 
Conduct

2017

Kinetic Violence

Crime: Obstruction of Free Exercise of 
Religious Beliefs
Court: North Carolina Middle District 
Court
State: NC
Result: Pled Guilty
Sentence: 8 months
Fine: n/a
Year of Conviction: 2017
Age at conviction: 36
Employee Type: Activity Duty Military
Military: Army Reserve
Job: Major
Country of Concern: n/a
Targeted Technology: n/a

Presenter
Presentation Notes
WHAT HAPPENED: 
Russell Langford was a major assigned to the G-33 Mobilization Section of the U.S. Army Reserve Command on Fort Bragg in North Carolina. On June 9, 2016, he threatened members of Masjid Al Madina Mosque in Raeford, North Carolina with firearms. Langford drove around the mosque area and followed a mosque member leaving to his home. Upon arriving back at the mosque, Langford pointed his firearm at a member and threatened to kill and bury him on the Mosque premises. Langford drove away and returned to the mosque for a second time the same night and was stopped by several mosque members who called the local authorities. Hoke County deputies arrived and found three firearms, ammunition and additional weapons in Langford’s Chevrolet Tahoe at the mosque.

Langford had referred to members of the local Masjid Al Madina Mosque with derogatory anti-Muslim terms and placed opened packs of bacon at the back entrance of the mosque prior to the June 9
incident. Islam prohibits eating the flesh of swine as it is a sin and impiety.

Langford was ordered to not possess firearms by a Hoke County judge in July 2016. Following that ruling, Langford’s mother stated that he suffers from post-traumatic stress disorder.

On November 7, 2016, Langford pleaded guilty to a one-count information that charged him with a felony for threatening mosque members in order to obstruct their free exercise of religious beliefs.

Langford admitted that he knew Masjid Al Madina was a mosque and that the people he threatened were engaged in activities related to the mosque. Langford also admitted that he acted intentionally to threaten the mosque’s members and obstruct their religious exercise. Langford was sentenced to 10 months home confinement. 

INDICATORS:
Criminal, Violent, or Abusive Conduct: Russell Langford made threats and utilized derogatory anti-Muslim terms while brandishing firearms at the Masjid Al Madina Mosque in Raeford, North Carolina.

Judgement, Character, and Psychological Conditions: Russell Langford served in the Army and deployed overseas in Iraq in both 2004 and 2008. After the incident, Langford’s mother made multiple
statements referring to her son’s diagnosis of post-traumatic stress disorder. 

IMPACT:
The incident placed fear in local Mosque members while they exercise freedom of religion. As a result, Hoke County deputies increased patrols around the Mosque after the incident.

“The free exercise of religion is a foundational principle of our society,” said Acting Assistant Attorney General Wheeler. “Hateful threats designed to obstruct this right to religious freedom and to intimidate
members of a religion simply because of their beliefs have no place in our communities. An attack on one religion is an attack on all religions. The Justice Department will continue to vigorously prosecute
crimes motivated by religious animus.” 

ADDITIONAL INFO:
DODI 1325.06 – “Handling Dissident and Protest Activities Among Members of the Armed Forces”

Section 8 Part a): “Military personnel must not actively advocate supremacist, extremist, or criminal gang doctrine, ideology, or causes, including those that advance, encourage, or advocate illegal discrimination based on race, creed, color, sex, religion, ethnicity, or national origin or those that advance, encourage, or advocate the use of force, violence, or criminal activity or otherwise advance efforts to deprive individuals of their civil rights.”

Section 8 Part b): “Military personnel must reject active participation in criminal gangs pursuant to section 544 of Public Law 110-181 (Reference (i)) and in other organizations that advocate supremacist, extremist, or criminal gang doctrine, ideology, or causes; including those that attempt to create illegal discrimination based on race, creed, color, sex, religion, ethnicity, or national origin; advocate the use of force, violence, or criminal activity; or otherwise engage in efforts to deprive individuals of their civil rights. Active participation in such gangs or organizations is prohibited. Active participation includes, but is not limited to, fundraising; demonstrating or rallying; recruiting, training, organizing, or leading members; distributing material (including posting online); knowingly wearing gang colors or clothing; having tattoos or body markings associated with such gangs or organizations; or otherwise engaging in activities in furtherance of the objective of such gangs or organizations that are detrimental to good order, discipline, or mission accomplishment or are incompatible with military service.”




Crime: Attempted destruction of an 
aircraft
Court: District
State: FL
Result: Pled Guilty
Sentence: 37 months
Fine: n/a
Year of Conviction: 2020
Age at conviction: 60
Employee Type: Industry Employee
Military: n/a
Job: Airline Mechanic
Country of Concern: n/a
Targeted Technology: n/a

Abdul-Majeed Marouf Ahmed Alani

Sabotage

Indicators: Financial Considerations, Access 
Attributes

2020

Presenter
Presentation Notes
WHAT HAPPENED:
On July 17, 2019, approximately two hours after its arrival into Miami International Airport, an American Airlines aircraft pulled out for its scheduled departure to the Bahamas. Routine preparation of the aircraft’s engines on the departure runway resulted in an error reading by the aircraft’s computer that indicated a problem with the air data module system, and take-off was aborted.

Prior to departure, there was no report of a repair issue. However, airport surveillance video showed Abdul-Majeed Marouf Ahmed Alani working on the aircraft’s nose compartment for seven minutes. His identity was confirmed by co-workers who were shown the surveillance video. Alani was arrested on September 5, 2019, and terminated by his employer a few days later.  Alani’s sabotage involved gluing a piece of Styrofoam inside the nose of the aircraft that would disable a navigation component that pilots depend on to gauge airspeed, the pitch of the plane, and other key data. Consequently, Alani was charged with “willfully damaging, destroying or disabling” an aircraft used in commercial aviation or attempting to do so. If convicted, Alani could face up to 20 years in prison.

Alani told investigators he was upset that his employer was denying him overtime work due to a lengthy contract and labor dispute. He stated he did not intend to cause harm to the passengers; rather gaining overtime by tampering with the aircraft was his actual intent. Alani did in fact work overtime to fix the aircraft. In September 2019, Alani pleaded not guilty to charges related to sabotaging an aircraft with 150 passengers aboard. In December of the same year, he changed his plea to guilty, and on March 4, 2020, Alani was sentenced to 37 months in prison.

INDICATORS:
Financial Considerations – Alani had previously worked double and triple shifts to provide for his family; this same motivation fueled his decision to tamper with an aircraft.

Access Attributes – Security camera footage showed Alani obstructing the module system; it was unusual for Alani, who normally worked in a hangar for disabled aircraft, to be in the area of that plane.

IMPACT:
Threats to the transportation sector affect critical infrastructure services delivery, a national economic backbone, and our public health and safety. Alani used his authorized access to put the lives of 150 passengers at risk. One American Airlines pilot told investigators that, without a functioning navigation system, a crash could have resulted. When asked by a federal prosecutor at a detention hearing if he would let his own family members fly on the plane he had sabotaged, Alani replied, “no.”

ADDITIONAL INFO: 
Alani worked for American Airlines from 1988 until his firing in September 2019. From 1998 to early 2009, he also simultaneously worked for Alaska Airlines. He was fired from Alaska Airlines following a maintenance mistake. In March 2009, Alani was accused of erroneously installing an unserviceable battery in an aircraft. Afterwards, the Federal Aviation Administration suspended his mechanic certification for one month. Alani went on to file a discrimination lawsuit against the airline in 2010, alleging that he was unfairly fired by his former employer as a result of discrimination based on his Iraqi origin. A court in California ruled in favor of Alaska Airlines, which said Alani made multiple maintenance mistakes during his time with
the company. The judge presiding over the case had the following to say of Alani: “While it may be true that portions of the blame for the four events that preceded plaintiff’s termination may be attributable to other employees, plaintiff is the clear-cut common denominator in all of the incidents.” 

Consider the following questions:
• What other potential risk indicator could have been reported to prevent this insider threat?
• Would information sharing between airlines have made any difference in the events that unfolded?




Sabotage

Charles H. Eccleston

Crime: Unauthorized access and 
intentional damage to US information 
systems
Court: US District Court
State: DC
Result: Pled Guilty
Sentence: 18 months
Fine: n/a
Year of Conviction: 2016
Age at conviction: 62
Employee Type: Industry Employee
Military: n/a
Job: Author
Country of Concern: Iran, China, 
Venezuela
Targeted Technology: Nuclear

Indicators: Financial Considerations, Foreign 
Considerations, Security and Compliance 

Incidents

2016



Sudhish Kasaba Ramesh 2020

Sabotage

Crime: Intentionally accessing a 
protected computer and recklessly 
causing damage
Court: US District Court
State: CA
Result: Pled Guilty
Sentence: 30 months
Fine: $15,000
Year of Conviction: 2020
Age at conviction: 31
Employee Type: Industry Employee
Military: n/a
Job: Software Engineer
Country of Concern: n/a
Targeted Technology: Network Servers

Indicators: Access Attributes, Foreign 
Considerations, Security and Compliance 

Incidents

Presenter
Presentation Notes
WHAT HAPPENED:
Employed by Cisco Systems, Inc. from August 2016 to April 2018, Sudhish Kasaba Ramesh was part of a platform team at Cisco, which focused on automation, access to data, and logging metric and learning. As a member of the platform team, he possessed the access key for Cisco’s WebEx Teams application that was maintained on servers hosted by Amazon Web Services (AWS). Ramesh would leave employment at Cisco Systems, Inc. and later join the workforce of Stich Fix, an online personal styling service that utilizes recommendation algorithms and data science to personalize clothing items. 

After Ramesh’s departure, Cisco failed to change the AWS password. Consequently, on September 24, 2018, Ramesh used his AWS key to access Cisco’s AWS account that maintained the servers for WebEx through his Google Cloud Platform account. He then issued commands over the course of two hours that deleted approximately 456 servers, resulting in the complete shutdown of the WebEx Teams application. 

The FBI identified Ramesh as the responsible party because the Google Cloud Platform account was registered in his name as well as in the name of his alias, Ramya Ravichandran, and paid for using his American Express card. In addition, the Internet Protocol (IP) address from which the attack was launched was the defendant’s work computer and took place while he was present at work. 

On July 13, 2020, Ramesh was charged with one count of intentionally accessing a protected computer without authorization and recklessly causing damage. The maximum penalty for this charge is five years imprisonment and a fine of $250,000. 

According to the plea agreement, Ramesh admitted to intentionally accessing the Cisco Systems and that during his unauthorized access he deployed a code from his Google Cloud Project account that resulted in the deletion of the virtual machines for Cisco’s WebEx Teams application. 

On December 9, 2020, Ramesh was sentenced to 24 months in prison, followed by one year of supervised release and a fine of $15,000.

INDICATORS:
Access Attributes:
• As a member of the Cisco platform team, Ramesh possessed the access key for Cisco’s WebEx Teams application that was maintained on servers hosted by Amazon Web Services.

Technical Activity:
• Ramesh used his AWS key to access Cisco’s AWS account and delete over 450 servers, resulting in the complete shutdown of the WebEx Teams application.

IMPACT:
As a result of Ramesh’s conduct, over 16,000 WebEx Teams accounts were shut down for up to two weeks and caused Cisco to spend approximately $1,400,000 in employee time to restore the damage to the application and refund over $1,000,000 to affected customers.

Ramesh is a non-US citizen working in the United States with an H-1B visa. This visa means he possesses highly specialized knowledge or skills and education to work in specialty occupations. This classification of visas are generally good for three years. Both the court and his employer, Stich Fix, acknowledged his guilty plea may have immigration consequences, up to and including deportation.

At one point, Stitch Fix was willing to work with Ramesh regarding the possibility of his remaining in the country and continuing to work for the company. If Mr. Ramesh is deported, he could serve any period of supervised release or probation in his native country of India while continuing to work either for his current employer or another employer.

ADDITIONAL INFO:
Ramesh has a Master of Science in Electrical and Computer Engineering from the University of California at Santa Barbara, a Bachelor of Technology in Electronics and Communication Engineering from Vellore Institute of Technology in India, and has several computer-related certifications.

• Ramesh’s job history connects him to numerous technology companies, including Qualcomm, Oracle, and WePay.

• Though it cost them 2.4 million in restoration and refunds, Cisco did not request any restitution for the damages caused by Ramesh.

• Ramesh’s motivation for his actions remains unknown.

• No customer data was compromised as a result of the defendant’s conduct.




Crime: Violation of Espionage Act
Court: US District Court
State: VA
Result: Convicted
Sentence: 30 months
Fine: n/a
Year of Conviction: 2020
Age at conviction: 31
Employee Type: DOD Civilian Employee
Military: n/a
Job: Analyst
Country of Concern: n/a
Targeted Technology: Weapons Systems

Henry Frese

Unauthorized Disclosure

Indicators: Security/Compliance Incidents

2020

Presenter
Presentation Notes
WHAT HAPPENED:
Henry Kyle Frese was sentenced to 30 months in prison on June 18, 2020, for the unauthorized disclosure of classified national defense information (NDI) to two journalists.  Frese is a former counterterrorism analyst who worked for the Defense Intelligence Agency (DIA) from February 2018 until his arrest on October 9, 2019. 

In the spring and summer of 2018, a news outlet published eight articles authored by a journalist with whom Frese had a romantic relationship. The articles contained classified NDI at the Top Secret/ Sensitive Compartmented Information (TS/SCI) level. The information included details of foreign countries’ weapons systems capabilities and came from five intelligence reports that were outside the scope of Frese’s job duties. Between mid-2018 and late September 2019, he orally disclosed TS NDI to a journalist on 12 separate occasions and Secret NDI orally on 4 separate occasions. 

In April 2018, Frese received a Twitter direct message from  one journalist asking him if he would be willing to speak to another journalist.  During a Twitter exchange, one of the journalists indicated to Frese that a U.S. military official was unaware of the subject matter he provided. In or around April 2018, Frese engaged the second journalist via texts and telephone conversations. 

On at least 30 separate occasions in 2018, Frese conducted searches on classified government systems for information regarding the classified topics he discussed with the journalists. He also conducted searches based on the journalists’ specific requests for information on multiple occasions in 2018 and 2019. Between early 2018 and October 2019, he communicated with an employee of an overseas counterterrorism consulting group via social media. On at least two occasions, he transmitted classified NDI related to counterterrorism topics to the consultant using a social media site’s direct messaging feature. 

INDICATORS:
Security and Compliance Incident: Accessed information outside his scope of job duties

Security and Compliance Incident: Provided classified national defense information via social media

Security and Compliance Incident: Failed to report suspicious requests from individuals relating to classified national defense information

IMPACT:
According to John C. Demers, the Assistant Attorney General for National Security, “Frese repeatedly passed classified information at the TS/SCI level to journalists, sometimes in response to their requests, all for personal gain. When this information was published, it was shared with all of the nation’s adversaries, creating a risk of exceptionally grave harm to the security of the United States.” He added, “Frese’s conviction and sentence demonstrates the Department of Defense’s commitment to the investigation and prosecution of such betrayals by clearance holders as part of the United States’ mandate to protect our citizens and defend national security.” 

Despite non-disclosure security briefings, awareness training, and years of experience handling classified information, this case, like other unauthorized disclosure cases, demonstrates that individuals may be willing to disclose information even though they know the consequences of their actions. Despite their apologies and remorse after getting caught, the damage may already be done and the consequences of their disclosures may not be fully known until much later. Detecting these individuals and prosecuting them may serve as a deterrent to others. Organizations can incorporate these and other case studies as part of their security or insider threat training as well as cover the difference between unauthorized disclosure and the authorized process of whistleblowing. 

ADDITIONAL INFO:
Henry Kyle Frese disclosed classified national defense information to unauthorized personnel. 

Consider the following questions: 
How can an Insider Threat program identify anomalous behavior?

How is unauthorized disclosure different than whistleblowing?

How do we balance the protection of First Amendment rights with safety and national security?

Why is user activity monitoring a part of an effective Insider Threat program?



Reality Winner 2018

Indicators: Security and Compliance Incidents, 
Technical Activity, Access Attributes

Unauthorized Disclosure

Crime: Unlawful retention and 
transmission of national defense 
information
Court: US District Court
State: GA
Result: Pleaded Guilty
Sentence: 63 months
Fine: n/a
Year of Conviction: 2018
Age at conviction: 26
Employee Type: Contractor
Military: n/a
Job: Intelligence Specialist
Country of Concern: n/a
Targeted Technology: n/a

Presenter
Presentation Notes
WHAT HAPPENED:
Reality Winner was a contractor at the National Security Agency (NSA) facility in Georgia. Prior to that position, she served in the United States (U.S.) Air Force from 2010-2016 and held a Top Secret/Sensitive
Compartmented Information security clearance (TS/SCI). She continued to hold a TS/SCI at the NSA.

Winner had a deep distrust of the current administration according to her journal discovered during an investigation. She also posted on social media and expressed support for Taliban leaders and Osama bin Laden as well as proclaiming that she wanted to burn down the White House.

Winner installed software on her computer that enabled her to surf the internet, chat, and send instant messages anonymously. She researched whether it was possible to insert a thumb drive into a Top
Secret computer without it being detected, and inserted an unauthorized thumb drive never recovered by the government, into a Top Secret computer.

On May 9, 2017, Winner used the unauthorized software to search for, identify, and print a classified intelligence report of a U.S. Government Agency dated May 5, 2017. Winner then secreted the document in her pantyhose and removed it from the building. On May 9, Winner sent a hard copy of the intelligence report to an online news outlet. The intelligence report revealed the sources and methods used to acquire the information contained in the report, which, if disclosed, would be harmful to the United States and valuable to our adversaries.

In an interview with the Federal Bureau of Investigation (FBI) on June 3, 2017, Winner admitted knowing that the document contained information about intelligence sources and methods, which she knew was valuable to U.S. adversaries. She also admitted knowing that the information contained in the intelligence report had not been released to the public. Winner, had been trained on the proper handling of classified information, and knew that she was not permitted to remove the intelligence report from the facility where she worked, retain it, or transmit it to the news outlet.

INDICATORS:
Access Attributes – Winner held a TS/SCI and had access to classified information.

Security and Compliance Incidents – Winner researched how to insert a thumb drive into a computer without it being detected and attempted to do so.

Technical Activity Winner installed a sophisticated software tool on her computer designed to render her internet activity anonymously and untraceable. Evidence found on her computer shows an image
of addresses for media outlets seeking leaked information.

IMPACT:
Winner plead guilty to one-count of unlawful retention and transmission of national defense information. She was sentenced to 63 months in prison followed by a three-year term of supervised release.

The sentence was announced by Assistant Attorney General for National Security John C. Demers, “The defendant schemed to take and disclose classified information she had sworn to protect – and then
did so almost as soon as she had the chance. Today, she has been held accountable for her crime thanks to the hard work of the Department’s prosecutors and agents. I hope their success will deter
others from similar unlawful action in the future.”

“[Winner] used her position of trust to steal and divulge closely guarded intelligence information,” said U.S. attorney Bobby L. Christine. “Her betrayal of the United States put at risk sources and methods of
intelligence gathering, thereby offering advantage to our adversaries. 

ADDITIONAL INFO:
When obtaining Top Secret clearance as a government employee or contractor, the handling of top secret information is clearly spelled out along with the ramifications of mishandling such information.

Information may be classified as TOP SECRET if its unauthorized disclosure can reasonably be expected to cause exceptionally grave damage to the national security of the United States.

Winner’s actions were not protected as a “protected disclosure.” Disclosure to a media outlet is not “whistleblowing.” Presidential Policy Directive/PPD-19 states that a "Protected Disclosure is: (a) a disclosure of information by the employee to a supervisor in the employee's direct chain of command up to and including the head of the employing agency, … or to an employee designated to receive such disclosures, that the employee reasonably believes evidences is a violation of any law, rule, or regulation; or (ii) gross mismanagement, a gross waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety.” [emphasis added]

Consider the following questions:
What distinguishes a “whistleblower” from an “unauthorized disclosure?”

If you know of an unauthorized disclosure, to whom should you report it?




Bryan Martin 2010

Indicators: Access Attributes, Financial 
Considerations, Security and Compliance 

Incidents

Crime: Eleven espionage charges
Court: Court Martial
State: VA
Result: Pled Guilty
Sentence: 408 months
Fine: n/a
Year of Conviction: 2010
Age at conviction: 22
Employee Type: Active Duty Military
Military: Navy
Job: Sailor
Country of Concern: China
Targeted Technology: Marine Systems

Unauthorized Disclosure

Presenter
Presentation Notes
WHAT HAPPENED:
Martin claimed that he was “blinded by greed” when he sold classified documents to a man he believed was a Chinese spy, but was actually an undercover FBI Agent.

Martin was overextended due to gambling and prostitution debts. He was recently engaged and in an effort to shore up personal finances and impress his father-in-law to be he attempted espionage.

The undercover agent paid Martin $11,500 in exchange for three packets of documents containing Secret and Top Secret information about current naval operations and intelligence assessments.

INDICATORS:
Financial: Personal finance problems known to peers

Personal Conduct: Excessive gambling and prostitution

Mishandling Classified Documents: Removed classified documents and material from secure facilities.

IMPACT:
The classified information Martin sold to the undercover agent included photos, satellite images and details about U.S. operations in Afghanistan and Iraq.

Martin revealed his access to military computer systems and named classified network systems he had access to.

Could have resulted in grave damage to U.S. National Security if the undercover agent was in fact a Chinese foreign intelligence agent.



Shamai Leibowitz 2009

Indicators: Access Attributes, Professional 
Lifecycle and Performance, Security and 

Compliance Incidents

Crime: Leaking five classified 
documents to an unidentified blogger
Court: Federal
State: MD
Result: Pled Guilty
Sentence: 20 months
Fine: n/a
Year of Conviction: 2009
Age at conviction: 40
Employee Type: Federal Contractor
Military: n/a
Job: Linguist
Country of Concern: Israel
Targeted Technology: C4

Unauthorized Disclosure

Presenter
Presentation Notes
WHAT HAPPENED:
In April 2009, Shamai “Samuel” Leibowitz, a cleared contractor working as a linguist for the Federal Bureau of Investigation (FBI), knowingly and willfully disclosed 200 pages of classified documents and information relating to the intelligence communication activities of the United States to an unauthorized recipient. Furthermore, four documents classified as "Secret" were discovered in a search of Leibowitz's home. Leibowitz was charged under The Espionage Act, 18 U.S.C. 798(a), "Disclosure of Classified Information".

The classified documents were obtained by Leibowitz between January and August 2009 while working as a Hebrew translator for the FBI. Leibowitz, lamenting his actions, said, "During the course of my work I came across wrongdoings that led me to conclude this is an abuse of power... I should not have done what I did, and I regret it terribly.“

In December 17, 2009, Leibowitz pled guilty to leaking five classified documents to an unidentified blogger who later published the documents on the open internet. On May 25, 2010, as part of a plea agreement, Leibowitz agreed to a criminal sentence of 20 months in prison followed by 3 years of supervised release. At his sentencing, Leibowitz described his actions as "a one-time mistake that happened to me when I worked at the FBI and saw things which I considered were violation of the law, and I should not have told a reporter about it.“

The plea agreement also mandated Leibowitz be prohibited from discussing any FBI Federal Bureau of Investigation information in accordance with his non-disclosure agreement.

INDICATORS:
Security Violation - Leibowitz knowingly and willfully removed classified documents that he maintained at his residence. Liebowitz disclosed 200 pages of classified documents in an unauthorized manner. Both actions were security violations.

Professional Lifecycle and Performance - Leibowitz was once fired from a legal clerkship in Israel and was publicly chastised by an Israeli court for leaking a judge’s private comments. 

Access Attributes – Leibowitz worked as a translator for the Federal Bureau of Investigation where he held a clearance and had access to classified Information

IMPACT:
“As a trusted member of the FBI ranks, Leibowitz abused the trust of the FBI and the American public by using his access to classified information for his own purposes,” said Special Agent in Charge Richard A. McFeely.

Government employees who are given access to classified information are prohibited from disclosing the information without permission. Leibowitz’s unauthorized disclosure revealed ongoing classified
intelligence operational activities and capabilities, including the standard language for the interception of phone calls, emails, and other messages from the FBI and the National Security Agency. His actions risked the disclosure of sources, methods, and operations.

Any potential leak of US operational activities and capabilities to any foreign intelligence entity, or agent of a foreign power, may degrade or compromise future operational endeavors to protect our nation’s security.

ADDITIONAL INFO:
Consider the following questions:
• What channels exist for lawful reporting of questionable government activities?

• Why is the term “whistleblower” not accurate in this case?

• What potential risk indicators could have been reported to prevent this insider threat?



Mishandling Classified Information

Izaak Kemp

Indicators: Access Attributes; Security and 
Compliance Incidents; Substance Abuse and 

Addictive Behaviors

Crime: Unauthorized removal and 
retention of classified documents or 
material
Court: US District Court for the Southern 
District of Ohio
State: OH
Result: Pled Guilty
Sentence: 12 months
Fine: n/a
Year of Conviction: 2021
Age at conviction: 35
Employee Type: Federal Contractor
Military: Air Force
Job: Engineer
Country of Concern: n/a
Targeted Technology: Undisclosed

2021

Presenter
Presentation Notes
WHAT HAPPENED:
In 2021, a former U.S. Air Force contractor, Izaak Vincent Kemp, was sentenced to federal prison for removing classified documents from his workplace and storing them in his Fairborn, Ohio home. Between 2016 and 2019, Kemp worked at the nearby Air Force Research Laboratory (AFRL) and U.S. Air Force National Air and Space Intelligence Center (NASIC), both located at Wright-Patterson Air Force Base. 

Authorities first discovered the documents at Kemp’s home by happenstance. In May 2019, the Fairborn Police Department (FPD) conducted an unrelated search of the premises; acting on information Kemp was operating a marijuana growing facility, officers noticed several clearly marked, classified documents. FPD alerted federal authorities who subsequently recovered more than one hundred SECRET-classified documents, approximately 2,500 pages in total, from Kemp’s residence.

As a military contractor and clearance holder, Kemp received various training at AFRL and NASIC on the proper handling and safeguarding of classified material. Kemp was aware that his actions were unauthorized, risked the disclosure of highly sensitive government information, and could have caused serious damage to the national security of the United States.

While prosecutors presented no evidence that he leaked or sold classified information, Kemp was criminally culpable for knowingly taking classified material home. In court proceedings, neither the Department of Justice (DOJ) nor Kemp provided a motive for his crime.

The DOJ charged Kemp in January 2021 with a felony offense under 18 U.S.C. 1924 – Unauthorized removal and retention of classified documents or material. Kemp pled guilty a month later and, in September 2021, received a prison sentence of one year and one day. 

INDICATORS:
Access Attributes – As a cleared employee, Kemp had access to AFRL and NASIC facilities, classified systems, and applications.

Security and Compliance Incidents – On multiple occasions, Kemp reproduced classified documents, exited a secured area with the documents on his person, and stored them at his house.

Substance Abuse and Addictive Behaviors – Kemp was allegedly engaged in illegal drug activities and admitted to substance abuse. 

IMPACT:
NASIC is the primary source for foreign air and space threat analysis within the Department of Defense (DOD). AFRL is responsible for the discovery, development and delivery of warfighting technologies for DOD’s air, space, and cyberspace forces. Although the subject matter of the documents taken by Izaak Kemp were undisclosed, by virtue of his clearance and employment, Kemp certainly had access to highly sensitive information at two organizations vital to national defense.

Kemp’s motivation for illegally taking classified documents remains unclear. Attorneys for the prosecution noted that Kemp’s actions were deliberate, not “the inadvertent or careless removal of a few documents.” Prosecutors further emphasized that Kemp heightened the risk of unauthorized disclosure by “maintaining a significant marijuana grow operation in the same location.”

At the same time Kemp was printing and taking classified documents home, lawmakers were stiffening penalties for illegal activity such as his. In January 2018, Congress passed a bill that increased the maximum prison sentence for 18 U.S.C. 1924 –from one year, a misdemeanor, to five years, a felony offense. 

ADDITIONAL INFO:
Consider the following questions:
• What potential risk indicators could co-workers have spotted in Kemp’s behavior?
• Why was Kemp’s crime serious even though he may not have shared classified information?
• What procedures can organizations implement to detect and prevent the unauthorized
removal or retention of sensitive material? 




Crime: Three weapons charges and one 
drug charge
Court: US District Court
State: MD
Result: Pled Guilty
Sentence: 160 months
Fine: n/a
Year of Conviction: 2020
Age at conviction: 50
Employee Type: Active Duty Military
Military: Coast Guard
Job: USCG Lieutenant
Country of Concern: n/a
Targeted Technology: n/a

Christopher Paul Hasson

Mishandling Classified Information

Indicators: Judgement, Character, and 
Psychological Conditions, Professional Lifecycle 

and Performance

2020

Presenter
Presentation Notes
WHAT HAPPENED:
Christopher Paul Hasson was arrested on February 15, 2019, which prevented him from possibly carrying out acts of violence. His arrest followed a multi-year investigation that included monitoring the use of his U.S. Government automated information system. He pleaded guilty in October 2019, and on January 31, 2020, at the U.S. District Court in Greenbelt, MD, was sentenced to 160 months in prison on four federal counts, to include three felony weapons charges and one felony drug charge. Hasson owned a residence in Silver Spring, MD, and worked at the U.S. Coast Guard Headquarters in  Washington, D.C. 

Hasson self-identified as a “White Nationalist” for over 30 years in writings advocating for “focused violence” in order to establish a white homeland. Review of Hasson’s email accounts, saved documents, text messages, and Internet searches revealed he was inspired by racist murderers, stockpiled assault weapons, studied violence, and intended to exact retribution on minorities and those he considered traitors. He admitted from at least March 2016 through early February 2019 that he used various email accounts, including an overseas encrypted e-mail account, to order the opioid Tramadol from various illegal Internet-based distributors. 

Hasson prepared to take action and used his government computer to read the manifestos of mass murderers such as Norwegian terrorist Anders Breivik, Unabomber Ted Kaczynski, and Eric Rudolph, the 1996 Atlanta Olympics bomber. He performed Internet searches and developed lists of potential targets, including media personalities and current and former elected officials. He conducted attack and targeting research and planning, and operational cover support activities. He imitated actions contained in some of the extremist manifestos listed above such as purchasing steroids. 

INDICATORS:
Associating with extremist group or with individuals’ espousing extremist views

Expressing ill will toward U.S. Government

Possessing illegal weapons and/or illegal drugs

Misuse of U.S. Government automated information system

IMPACT:
The Christopher Paul Hasson case was an example of a positive insider threat outcome in that an insider threat hostile act was prevented by an effective insider threat program, which included user activity monitoring that identified attack and targeting research and planning and operational cover support. The case highlighted a holistic approach and the successful collaboration between the organization’s insider threat program and other agencies.  Had his activities not been detected or detected in time, he might have been able to carry them out against some of the same individuals whom he researched and placed on target lists. The result could have been devastating. 

Lastly the Hasson case illustrates the complex and unpredictable nature of human behavior and the fact an individual’s thoughts or ideations are not transparent to others, making it more challenging to detect and report questionable or anomalous behavior. In his case, while having researched and shown an interest in white nationalism and other racist ideology, some of his past performance evaluations characterized him differently, even to the point of being an advocate of equal opportunity.  This case also raised the issue of balancing safety and security with First and Second Amendment protections. 

ADDITIONAL INFO:
Christopher Paul Hasson’s performance evaluations characterized him more as an advocate of equal opportunity rather than a “White Nationalist.” Hasson used his U.S. Government systems for many of his activities, to include research, purchases, and communications.   

Consider the following questions:
How can an insider threat program identify anomalous behavior?

Why is User Activity Monitoring a part of an effective insider threat program?

How do we balance the protection of First and Second Amendment rights with Safety and National Security?



Reynaldo Regis 2020

Mishandling Classified Information

Crime: Unauthorized removal and 
retention of classified material and 
making material false statements
Court: US District Court
State: VA
Result: Plead Guilty
Sentence: 3 months
Fine: n/a
Year of Conviction: 2018
Age at conviction: 54
Employee Type: Other Federal Agency 
Employee
Military: n/a
Job: Researcher
Country of Concern: n/a
Targeted Technology: n/a

Indicators: Access Attributes, Foreign 
Considerations, Security and Compliance 

Incidents



Crime: Unauthorized and willful 
retention of National Defense 
Information (NDI)
Court: US District Court
State: MD
Result: Pled Guilty
Sentence: 108 months
Fine: n/a
Year of Conviction: 2019
Age at conviction: 54
Employee Type: Federal Contractor
Military: n/a
Job: Consultant
Country of Concern: n/a
Targeted Technology: Other

Harold Martin III

Mishandling Classified Information

Indicators: Access Attributes, Judgement, 
Character, and Psychological Conditions, 

Security and Compliance Incidents, Substance 
Abuse and Addictive Behaviors

2019



Indicators: Access Attributes, Foreign 
Considerations, Security and Compliance 

Incidents

2017

Mishandling Classified Information

Nghia Hoang Pho

Crime: Willful retention of classified 
national defense information
Court: US District Court
State: MD
Result: Pled Guilty
Sentence: 66 months
Fine: n/a
Year of Conviction: 2017
Age at conviction: 68
Employee Type: DOD Civilian Employee
Military: n/a
Job: Developer
Country of Concern: n/a
Targeted Technology: National Defense 
Information

Presenter
Presentation Notes
WHAT HAPPENED: 
Nghia Hoang Pho was employed as a developer in Tailored Access Operations (TAO) at the National Security Agency (NSA). NSA’s TAO involved operations and intelligence collection from foreign automated information systems or networks, as well as actions taken to prevent, detect, and respond to unauthorized activity within DoD information systems and computer networks.

Pho received training regarding classified information, including the proper handling, marking, transportation, and storage of classified materials. He knew the unauthorized removal of classified materials
and transportation and storage of those materials in unauthorized locations risked disclosure and transmission of those materials and therefore could endanger the national security of the United States and
the safety of its citizens.

Beginning in 2010 and continuing through March 2015, Pho removed and retained U.S. Government property, including documents and writings that contained national defense information classified as Top
Secret and Top Secret/SCI. Pho retained documents, in hard copy and digital form, containing national defense and classified information in a number of locations within his residence in Maryland.

The New York Times reported that the TAO developer brought home the materials so he could update his resume. At his sentencing hearing, Pho claimed he took copies of U.S. Government documents and
writings containing national defense information so he could work from home. He said he was trying to earn a promotion as he neared retirement.

The case documents do not give much indication of what types of data and materials Pho took and left on his personal computer. The frantic investigation into valuable NSA tools that were stolen by Russian
spies, though, indicates that Pho may have exposed more than just resume materials. 

INDICATORS:
Access Attributes – Pho held a Top Secret/SCI clearance

Foreign Considerations – Pho is believed to be the NSA employee from whom Russia stole valuable data by compromising the Kaspersky antivirus software.

Security and Compliance Incidents – Despite his training, Pho took classified materials home and stored them in unauthorized locations.

IMPACT:
• Moscow-based Kaspersky Labs has acknowledged copying Pho’s secret files via antivirus software on his computer. Because antivirus software has deep and far-reaching permissions, Russian intelligence used its connections into the Kaspersky software to lift files, and any number of secrets. Kaspersky has repeatedly denied any association with the Russian government.

• “Pho’s intentional, reckless and illegal retention of highly classified information over the course of almost five years placed at risk our intelligence community’s capabilities and methods, rendering some of them unusable” – John C. Demers, Assistant Attorney General for National Security

• “Pho compromised some of our country’s most closely held types of intelligence and forced the NSA to abandon important initiatives to protect itself and its operational capabilities at a great economic and operational cost” – Robert K. Hur, U.S. Attorney for the District of Maryland

• Despite his claim of an innocent motivation, Pho acted deliberately over a period of five years. And his removal of these sensitive materials forced the NSA to abandon years of signals collection work.

• “The fact that such a tremendous volume of highly classified, sophisticated collection tools was removed from secure space and left unprotected, especially in digital form on devices connected to the Internet, left the NSA with no choice but to abandon certain important initiatives, at great economic and operational cost,” – NSA Director Admiral Mike Rogers wrote. 

ADDITIONAL INFO:
“The privilege of working for the U.S. Intelligence Community requires strict adherence to laws governing the lawful secrecy of its work,” said Special Agent in Charge Gordon B. Johnson. “We cannot have a functioning Intelligence Community without the protection of sources and methods, and taking classified information and placing it in a vulnerable setting has profound and often disastrous consequences. This case is a clarion call to all security clearance holders to follow the law and policy regarding classified information storage. The FBI will leave no stone unturned to investigate those who compromise or mishandle classified information.”





Crime: Mishandling classified 
information, not reporting foreign 
contacts, and putting US destinations 
on leave requests when he had 
planned to leave the country
Court: Court Martial
State: VA
Result: Pled Guilty
Sentence: 72 months
Fine: n/a
Year of Conviction: 2015
Age at conviction: 40
Employee Type: Active Duty Military
Military: Navy
Job: Sailor
Country of Concern: Taiwan
Targeted Technology: Marine Systems

Edward Lin

Mishandling Classified Information

Indicators: Access Attributes, Foreign 
Considerations

2015

Presenter
Presentation Notes
WHAT HAPPENED:
In 2013, Lin claimed to take leave in Virginia when in actuality he traveled to Taiwan to meet with the head of the Taiwanese Navy, Vice Admiral Richard Chen Yeong-kang.

A tip to FBI in early 2014 indicated that Lin was sharing sensitive information with foreign agents, which led to a joint FBI/NCIS investigation.

Investigation revealed close and continuous contact with senior official assigned to Taiwan’s embassy equivalent in the U.S., Taipei Economic and Cultural Representative Office (TECRO).

Developed relationship with a female registered foreign agent who worked for the Taiwanese Democratic Progressive Party (DPP)

September 2015: After providing classified information to an undercover FBI agent in attempt to impress a woman, he was arrested for suspected espionage.

June 2, 2017: Found guilty of wrongly transporting classified material, failing to store classified material as SECRET, wrongly failing to report foreign connections to the security manager, two specifications of false official statements, and two specifications of communicating defense information. Sentenced to nine years in prison with three years suspended for making false statements, failing to report foreign contact, mishandling classified information, and disclosing secret information to a foreign citizen. Lin will be dismissed from the Navy, and will forfeit all pay and allowances.

INDICATORS:
Unreported foreign contact with high ranking officials on multiple occasions

Developed relationships with two female Chinese nationals and gave both women
several thousand dollars.

Falsified leave documents concerning a trip to Taiwan and scheduled trip to China.

Unreported security violation after leaving classified information in an airport terminal

Life crisis: Divorce

IMPACT:
May have shared technical or political classified information pertaining to the 
Navy’s Special Projects Squadron Two mission with a foreign government. 




John Beliveau

Mishandling Classified Information

Crime: Conspiracy to commit bribery
Court: US District Court
State: CA
Result: Pled Guilty
Sentence: 144 months
Fine: $20,000,000
Year of Conviction: 2014
Age at conviction: 47
Employee Type: Industry Employee
Military: Navy
Job: NCIS Agent
Country of Concern: Malaysia
Targeted Technology: n/a

Indicators: Financial Considerations, Security 
and Compliance Incidents

2014

Presenter
Presentation Notes
WHAT HAPPENED:
John Beliveau II disclosed sensitive law enforcement reports to Leonard Glenn Francis, former Glenn Defense Marina Asia (GDMA) CEO, who was the target of a criminal fraud investigation. By providing this sensitive law enforcement information, Beliveau helped Francis perpetrate a massive fraud scheme on the U.S. Navy that allowed Francis to evade and thwart criminal investigations into misconduct by GDMA.

Beliveau regularly searched confidential NCIS databases for reports of investigations related to Francis and GDMA. Over the course of years, he helped Francis avoid multiple criminal investigations by providing copies of these reports. These reports not only tipped off Francis that he was the target of a criminal investigation, but provided sensitive law enforcement information about the ongoing investigation. Reports included the identities of the subjects of the investigations; information about witnesses that identified information about cooperating witnesses and their testimony; the particular aspects of GDMA’s billings that were of concern to the investigations; the fact that the investigations had obtained numerous email accounts and the identities of those accounts; the reports to prosecutors and their interactions with the investigations; and planned future investigative activities. Beliveau attempted to cover up his involvement by asking Francis to delete incriminating emails and deactivate an email account.

Beliveau also admitted that he counseled Francis on how to perpetuate his fraud scheme and evade detection. In July 2011, Beliveau advised Francis to respond to the pending NCIS investigation into GDMA’s submission of a fraudulent claim to the U.S. Navy for dockage and wharfage fees for certain U.S. Navy ship visits to Thailand.

In return for providing him with information, Francis provided Beliveau with envelopes full of cash and luxury travel from Virginia to Singapore, the Philippines, and Thailand. Francis also provided him with prostitutes, lavish dinners, entertainment, and alcohol at high-end nightclubs. The tab for each of these outings were routinely thousands of dollars.

Beliveau pleaded guilty on December 17, 2013 to bribery and the conspiracy to commit bribery and was sentenced to 12 years in prison. He was also ordered to pay $20 million in restitution to the U.S. Navy. 

INDICATORS:
• Security and Compliance Incidents – Beliveau deleted emails, used masked email accounts, and leaked investigative files.

• Unexplained Affluence – Francis paid Beliveau over $30,000.

• Criminal Conduct – Beliveau admitted that he conspired with Francis to continue his fraud scheme and evade detection.

• Judgement, Character, and Psychological Conditions – Beliveau suffered from mental health conditions, including depression, anxiety, post-traumatic stress, and alcoholism.

IMPACT:
NCIS investigations were compromised, endangering U.S. Navy personnel and resources, including a case involving $7 million in fraudulent payments. Beliveau provided Leonard Francis with 225 documents and received items of value totaling
approximately $30,000 before his arrest. “John Beliveau’s deceit was a devastating blow to the U.S. Navy and ultimately the nation that he was sworn to protect,” said U.S. Attorney Laura Duffy. “While this disgraced agent serves what may be the
longest prison sentence ever handed down to a federal agent in a corruption case, his colleagues are left to rebuild the trust and credibility that he singlehandedly destroyed.” Assistant Attorney General Leslie R. Caldwell of the Justice Department’s Criminal Division said, “His actions risked an important criminal investigation and the safety of witnesses who agreed to cooperate with law enforcement under the belief that their identities would be protected. [This] sentence reflects the gravity of those crimes and makes clear that we will not tolerate law enforcement corruption.”

ADDITIONAL INFO: 
Beliveau’s arrest was only part of what is often called the “Fat Leonard” scandal. “Fat Leonard” was the nickname for GDMA’s CEO Leonard Glenn Francis. In total, Francis provided at least a half million dollars in cash, plus travel expenses, luxury items, and prostitutes to a large number of U.S. uniformed officers of the United States Seventh Fleet, who in turn gave him classified material about the movements of U.S. ships and submarines, confidential contracting information, and information about active law enforcement investigations into GDMA. Francis exploited the intelligence for illicit profit, brazenly ordering his moles to redirect aircraft carriers to ports he controlled in Southeast Asia so he could more easily bilk the U.S. Navy for fuel, tugboats, barges, food, water, and sewage removal. Francis also directed U.S. Naval officers to author “Bravo Zulu” memos, which is an informal term for a letter of commendation from the U.S Navy given to civilians who have performed outstanding services.

• Five GDMA executives –Leonard Francis, Alex Wisidagama, Ed Aruffo, Neil Peterson, and Linda Raja –were charged and pled guilty to crimes associated with this incident.

Consider the following questions:
• What safeguards could have been used to spot this fraud scheme sooner?

• What additional training could be offered to heighten awareness of potential fraud?



Crime: Mishandling classified 
information, theft of government 
property
Court: Court Martial
State: CA
Result: Pled Guilty
Sentence: 26 months
Fine: n/a
Year of Conviction: 2007
Age at conviction: 39
Employee Type: Active Duty Military
Military: Marine Corps
Job: Gunnery Sergeant
Country of Concern: n/a
Targeted Technology: n/a

Gary Maziarz

Mishandling Classified Information

Indicators: Criminal, Violent, or Abusive 
Conduct, Security and Compliance Incidents

2007

Presenter
Presentation Notes
WHAT HAPPENED:
Between 2004 and 2006, a group of Marine Corps Reserve intelligence analysts leaked classified information to the Los Angeles Terrorism Early Warning Group, co-founded by one of the conspirators

Naval Criminal Investigative Service (NCIS) agents stumbled upon over 100 classified documents inside GySgt Maziarz’s storage unit while being investigated for an unrelated Incident

When arrested, GySgt Maziarz accused other Marines of being accomplices

GySgt Maziarz testified he and the other Marines believed they were providing the information to the Terrorism Task Force in order to fight terrorism even though they knew they were violating national security laws

GySgt Maziarz and his accomplices “believed bureaucratic walls erected by military and civilian agencies were hampering intelligence sharing and coordination making the nation more vulnerable to terrorists”

INDICATORS:
Criminal
Violent
Abusive Conduct
Security and Compliance Incidents

IMPACT:
Some of the nation’s most sensitive national intelligence information was leaked to individuals whom did not have a “need to know,” and careers and lives were destroyed

The Task Force did not have the ability to properly store and protect the information once they had it , and multiple DoD policies and regulations were broken and ignored



Crime: Theft of Trade Secrets
Court: Northern District of New York
State: NY
Result: Plead Guilty
Sentence: Pending / 12 months
Fine: Pending / $1.4 Million
Year of Conviction: 2020 / 2019
Age at conviction: 44 / 41
Employee Type: Industry
Military: n/a
Job: Performance Engineer
Country of Concern: N/A
Targeted Technology: Power plant Turbines

Jean Patrice Delia / Miguel Sernas

Theft of Trade Secrets

Indicators: Access Attributes/Security and 
Compliance Incidents/Technical Activity 

2019

Presenter
Presentation Notes
WHAT HAPPENED:
Jean Patrice Delia worked as a General Electric (GE) performance engineer for eight years. He took a sabbatical in 2009 to pursue a graduate business degree in his native country, Canada and returned to GE in a slightly different role after completing his studies in 2011. 

An FBI investigation found that after he returned to GE, Delia downloaded thousands of files from the company’s system, including ones that contained trade secrets. Delia also convinced an employee within the IT department to grant him access to files that he had no legitimate reason to see. Those files contained the proposals and cost models GE used to bid on new work and contracts. Court documents show Delia collected more than 8,000 files. 

In May 2012, GE learned they had an unknown competitor on a bid to service a major power plant in Saudi Arabia. The competing bid came in far under what GE had quoted and at a number that was strangely similar to GE’s base cost for providing the work. 

When they looked into their new competitor, GE learned the company had been incorporated in Canada by Delia. 

Delia resigned when he was confronted, and the FBI began its investigation soon after. 

Over many years, the FBI obtained search warrants for the email accounts, servers, and cloud storage Delia and his co-conspirator, Miguel Sernas, used for their new company. A key break came when the FBI arrested Sernas while he was traveling from Mexico to Europe on business for the firm he started with Delia. 

Sernas was traveling on company business and carrying a company laptop containing GE trade secret files. The investigation also uncovered evidence that Sernas and Delia had sent the calculations over email and uploaded them to cloud storage accounts. 

INDICATORS: 
Access Attributes – In his role as a Performance Engineer at GE, Delia had access to GE’s proprietary software and files.

Security and Compliance Incidents - Delia convinced an employee within the IT department to grant him access to files that he had no legitimate reason to see.

Technical Activity – Delia downloaded thousands of files from GE’s servers, including ones that contained trade secrets.

IMPACT:
Sernas pleaded guilty to conspiring to steal trade secrets and was sentenced in December 2019 to time served (approximately 12 months) and ordered to pay restitution of $1.4 million to GE.  

Delia pleaded guilty to conspiracy to steal trade secrets. His case is currently pending sentencing and he faces up to 87 months in prison under the federal sentencing guidelines. 

GE spent enormous resources, over many decades, collecting operational data about its turbines from locations around the globe and then distilling that data into computer programs and engineering tools that model the performance of its turbines. In the words of a senior GE engineer who oversaw the GE business unit that created the computer programs and engineering tools, it would take “thousands and thousands” of engineering hours and “a thousand engineers” to reinvent them. These computer programs and engineering tools provided GE with a unique competitive advantage in the marketplace because they enabled GE to provide customers with unique recommendations about how to improve the performance of their GE-manufactured turbines.

ADDITIONAL INFO:
The investigation showed that Delia and Sernas stole elements of a computer program and mathematical model that GE used to expertly calibrate the turbines used in power plants. 

Since GE also manufactured the turbines, they had a complete understanding of them. “The company had a skill set and engineering-level details that no one else could offer,” said Assistant U.S. Attorney for the Northern District of New York Wayne Myers. 

Because of their expertise, power plant operators from all over the world hired GE’s Performance Engineers to help their turbines achieve peak performance for the climate and conditions in which they were installed. The service could increase the efficiency of the turbines enough to substantially lower the plants’ operating costs. 

Delia was so confident he could download thousands of proprietary files—including a valuable trade secret—and launch a company to compete against his employer without anyone figuring out what he was up to. Instead, the FBI’s Albany Field Office spent the better part of seven years uncovering the duplicity of Delia and his business partner, Miguel Sernas, who was a former GE employee. 



Crime: Kinetic Violence
Court: n/a
State: n/a
Result: Suicide
Sentence: n/a
Fine: n/a
Year of Conviction: 2019
Age at conviction: 22
Employee Type: Active Duty Military
Military: Navy
Job: Machinist Mate Auxiliary Fireman
Country of Concern: n/a
Targeted Technology: n/a

Gabriel A. Romero

Insider Threat

Indicators: Access Attributes, Character, and 
Psychological Condition, Professional Lifecycle 

and Performance

2019

Presenter
Presentation Notes
WHAT HAPPENED:
On December 4, 2019, at 1404 2:02 a.m., Machinist Mate Auxiliary Fireman Gabriel A. Romero reported for duty as the Topside Roving Patrol aboard the Fast Attack Submarine USS COLUMBIA (SSN 771) in Dry Dock at Pearl Harbor Naval Shipyard.

The sailor who Romero relieved described the watch turnover and Romero as “ordinary.” Romero took possession of an M-4 rifle with 90 rounds of ammunition and M-9 pistol with 45 rounds of ammunition and began his first roving patrol on Dry Dock 2, walking from left to right.

Around the same time, three civilian employees left their workstations between Dry Docks 2 and 3, and began walking along the right side of Dry Dock 2.

Romero turned around on the right side of Dry Dock 2 and approached the three civilian employees from behind. The Petty Officer of the Deck saw Romero chamber a round, raise his M-4 rifle, and begin firing at the civilians.

While the victims lay on the ground and before first responders arrived on the scene, Romero used his M-9 pistol to shoot himself.

Two of the victims succumbed to their injuries and were declared deceased at local hospitals. The third victim was transported to a local hospital and later released. Romero died at the scene.

The shooting only lasted a few seconds from beginning to end.

INDICATORS:
Access Attributes – Romero was qualified for armed Topside Roving Patrol, which involves continuously walking the area around the submarine, and therefore had access to weapons.

Professional Lifecycle and Performance – Romero had been formally disciplined for repeated tardiness and dereliction of duty. He also had been passed over for promotion due to his failure to pass the Naval Advancement Exam.

Judgement, Character, and Psychological Considerations – Prior to the incident, Romero had not been diagnosed with a mental disorder, but, the Force Psychologist did assess him with a “Phase of Life Problem” and an “Unspecified Problem Related to Unspecified Psychosocial Circumstances.” After that, Romero was only seen by the Embedded Mental Health Program (eMHP) staff behavioral health technician, who focused on issues related to Romero’s physical health and taught Romero coping skills.  Romero also had two motor vehicle accidents within a year and a bad family situation.

IMPACT:
The Department of the Navy conducted an extensive investigation into the December 4, 2019, fatal shooting incident on the Pearl Harbor Naval Shipyard.

Romero demonstrated several potential risk indicators that may not has been significant enough to report through established insider threat reporting procedures or to law enforcement, but each and every one should have been reported to supervisors. These indicators included Romero complaining to a shipmate that he was tired of work and people calling him stupid, punching a locker in anger, and yelling at a shipmate when he suggested Romero seek counseling to deal with stress. If shipmates had reported these indicators to supervisors, the chain of command may have aggregated them and seen the need for rescreening Romero for armed patrols.

USS COLUMBIA’S chain of command and medical department representative did not share information regarding Romero’s disciplinary issues, medical and mental condition, and family situation effectively. With information sharing and collaboration on Romero’s long-developing problems, the chain of command may have taken more intrusive actions to direct additional mental health evaluation or remove Romero from armed patrols.

Romero was not rescreened for armed patrols despite known risk factors, including his mental health; his concern over his issues; two motor vehicle accidents within a year; general isolation from his shipmates; delinquent qualifications; repeated counseling; a disciplinary review board; a failure to advance to E-4; and an executive officer inquiry the day before the shooting.

ADDITIONAL INFO:
According to the Navy’s report on the investigation, investigators still don’t have a specific motive for the shooting, but the investigation paints a picture of a troubled young man struggling with his mental health and angry at the world around him.

The report ultimately concluded that no one could have predicted Romero would be a threat. He never expressed suicidal thoughts or homicidal intent toward anyone.

The investigation did find that a Navy psychologist “under-diagnosed and did not properly manage Romero’s mental health condition” likely in an effort to keep him from getting pulled from duty and that medical providers failed to share information with commanders.

Consider the following questions:
Would you report similar concerns about a co-worker?

Where does responsibility lie for preventing incidents like this? Do you have any responsibility?
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