\ DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

" VOICE OF INDUSTRY newsterrer

Juy 2022

DearFS(sent on behalf of your ISR),

This monthly newsletter contains recent information, policy guidamzbsecurity education and training
updates Please let us knowWyou have any questions or recommendations for information to be
included.

WHERE TO FIND TMBICE OF INDUSE@®I) NEWSLETTER

VOI Newsletters aqgostedfor Facility Security Officers (FSi@$he National Industrial Security System
(NISS) Knowledd@ase.Look for anonthlyannouncement on your NISS dashboard for each new VOI.
VOI Newsletterarealso found withmportant forms and guides on the Defense Counterintelligence and
Security Agency (DCSA) welisitieistry Tools Pag¥Ols arat the bottom). For more information on
personnel vetting, industrial securigndother topics in the VOI, visitww.dcsa.mil
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

CONSOLIDATED ADJIAJION SERVICES (CAS)

RENAMINGOF THDOD CAF

DCSA renaedthe Department of Defense
Consolidated Adjudications Facilitp[DCAF) to
better reflect personnel vetting into the future. Dol
CAF is now Consolidated Adjudication Services (C

MEMORANDUM FOR DIRECTOR OF NATIONAL INTELLIGENCE

DEFENSE COUNTERINTELLIGENC E AND SECURITY AGENCY
27130 TELEGRAPH ROAD
QUANTICO, VA 22134-2263

DIRECTOR OF THE OFFICE OF PERSONNEL MANAGEMENT
SENIOR PENTAGON LEADERSHIP

The renamlng to DCSA CAS does not change any DEFENSE AGENCY AND DOD FIELD ACTIVITY DIRECTORS
H - H H SUBJECT: Renaming the Department of De fense Consolidated Adjudications Facility as
internal or external orgaizational reporting Consoldated Adjuicotion Servics
1 1 1 1 To beu flect the placs tand functions of the Departs t of Defense Consolidated
relatlonShIpS, missions, resources, or support Adjudications Facility (DoD CAF), the DoD CAF wil be renaned to Consolidated Adjudication
. . . Services (CAS) within the Defense Counterintelligence and Security Agency (DCSA). Not lat
functions. DCSA, through the CAS, will continue t( than 90 days from the date of tis memorndum, DCSA will update extomal websiesand
" blic-facing doc ts accordingly. All references to the DoD CAF in DoD directives and
; ; ; PR : i chartcring documents, s well s i admiristratve dus process correspondence, should be.
deliver informed and timely adjudicative decisions 1 e o ot 0t ChS
i Renaming this entity as the CAS does not impact any intemal or extemal organizational
the Federal Government to enable operational

continue o deliver informed and timely adjudicative decisions for the Federal Government o

readiness in keepmg with risk maeagent enable operational readiness in keeping with isk management principles
H H My point of contact is Lyn Akers, Chief, Communications and Outreach, who can be
principles. reched (301 £33 3818 o bt saers shgomaton

DCSA CAS executes 99% of all DoD National Sec S el
Eligibility determinations, 92% of federal
governmentwide National Security Eligibility
determinations, and 10% of federal government
wide Civilian Suitability and Credentialing decssion
DCSA CAS s the largest adjudicatimmcyacross
the Government and the only adjudicatiamrse
covering all three branches of Government.

CAS ANNOUNCES FYEAR IN REVIEW ANNUREPORT

The CAS jzroud to share with you our second annual report ¢mgeFY 2 lhighlighingour many
accomplishmentandcontinuous efforts to improve De@ssigned adjudications and related personnel
security eligibility determinatiorteroughenhanced business processes and streagtbacurity
clearance process timeline®ur goal and commitment to you is to remain focused on continuous
improvement through FY22 and beyond. Please take a moment to reBd2irY ear in Review Annual

Report

CAS CALL CENTER

The CAS Call Center is available by telephone or email for inquiries. For more information, please call
301-833-3850 or email th€AS Call CenteYVe look forward to hearing from you.
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

COUNTERINTELLIGENRBRTNERSHIP TELEERENCE

DCSA invites cleared industry and academia personnel to participate in the Augustideoure

teleconference (SVTC). On August 11, the DCSA Counterintelligence Partnership Branch will hosta SVTC
presented by the Office of Counterintelligence Analysis Division on "FY 21 Targeting U.S. Technologies: An
Assessment of Threatsto Cleared IndustiThe entire briefing is SECRET//NOFORN. This event is for
cleared personnel including but not limited to: executive officers, key management personnel, FSOs,
engineers, business development personnel, industrial security personnel, and cyber security
professionals. The SVTC will be held on August 11, 2022, frogR2i300PM ET at your local DCSA

office. Please registbere.

DCSA FORM 147 PROEEVIDE

DCSA has rigred the DSS Form 147 for closed areas with the-@Bved Open Storage Approval

Checklist, DCSA Form 147. This en&l@désnal Industrial Security Program (Ni&m}ractors to

LINE GARS AYTF2NNI GA2Y RS&ONR 0 Aspikafeguafds empldyddfia@da Of I & &
construction methods and materials to ensure compliance with the 32 CFR Part 117, NISPOM Rule; Part
2001.43, Storage of Classified Information; and Part 2001.53, Open Storage Areas.

The collection of this information is appeavunder OMB No. 07a806. Upon approval and signature
by a DCSidustrialSecurityRepresentativélISR)DCSA Form 14&comes the official document of
record that the Open Storage Area meets safeguarding requiremaadis permitsthe use of the
dedgnated space.

DCSA will approve the use of all Open Storage Areas under DCSA cognizance in accordance with current
published policy. Contractors do not have-aglfroval authority at this time.

DCSA Form 14£anbe found atNISP Resourcesder the "FSO Forms" tab.

The DCSA Form 147 Process Guide has been released to aid Industry in completing the form. The Process
Guide can be found &tISP Resourcesader the "FSO Guides" tab.

NATIONAL ACCESS RVISERE SECURITY OVGRS
CENTER (NAESOC)

TEAM PROFILE: THEH$OC OPERATIONSMEA

¢CKS b!9{h/ hLSNIdA2ya ¢SI Y &cassElskgelfariftyaretsigatIh SOS 2 F
capabilities Staffed bySRsand Industrial Security Support Researchers, this group conducts traditional

NISP oversight to inclu@ecurity Compliance engagements, Security Inquires and Investigations, and

advice and assistance relatedaaility security clearancéCJl.reporting requirements and complex

NISPOM compliance issud$e Operations Teansesan enhanced risk identification processes to

support the prioritization of compliance engagements witlustry.
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

LY RRAGAZ2YZI GKAA (8 bnthe NINEBQUAHRIS BcBkhat is,omeribSrldf the T dzy O G A
Operations Team directly engage with FSOs and cleared industry if their issues or concerns are complex

or higherrisk¢ KS b! 9{ h/ Q& I LIINRBIF OK G2 Nhal StS@IiAz2ys: 6K
response, and continuous communication, ensurestti@aNAESOC functions seamlessly to mitigate FCL

risk for ourlndustry and Government Contracting Activity partners.

NAESOC WEB SITE HIEHTS

Be sure to keep up to date on the latest at MBESOC web site

1 Catchup othe NAESOC Best Practipessentationfromthe NCMS 58th Annual Training
Seminar

1 Download your owsecurity Incident Job Aaahd Threat Baseball Carfilem the Reporting Tab
1 Download COMSEC, CNWDI, and NATO Briefing documents and instructions from the FAQ Tab.

NATIONAL INUSTRIAL SECURITSTEM (NISS)

HAVE YOU NOTICED BINHANCEMENTS TONKET?

The NISS Team has been hard at work briggungnuchneeded system enhancements.

NISS Version 2.6.1.2 was releasedwre 15 This update resolved issues with theystem nessaging
functionality, to includecorrectingD CSA recipients receiving an email notification when a new message is
sent from Industryandappropriatelyupdatiny Sa al 3S adl 1dzaSa FNBY dadzyNBIl Ré¢

NISS Version 2.6.1.3 was releaket: 29 This ypdate resolved an issue preventing Industry users from
deleting Subcontracts on Industry Facility Profile Update Requiedtstry will now be able to update,
edit, and delete Subcontracts within these packages to submit to DCSA for review.

NISS Versidh6.1.4 was released aluly 20.This update incorporated a fix for previously terminated

facilitiesn procesgor an FCL The system will now update the Category on the Facility Profile to show

LINS @A 2dzaf & ¢ SNNYAYI (i SRoesd) Whkr aSpons@shi@ Pdckageiis dedbmitted and L t £
approved.

For any technical questions with NISS, please contact the DCSA Knowledge Ceng32at B&3 and
select Option 2, then Option Z.he DCSA Knowledge Center hours of operation are Monday lthroug
Friday from 8:00 AM to 6:00 PM ET.
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

NBIS INDUSTRIINBOARDINGEGIONAL STRATEGY

In preparation of onboarding the initial Industry Org and User Managefdanimnal Background
Investigation Services (NBI8¢ase review the below information to learoma about onboarding
strategy and how you will be notified to begin onboarding.

NBIS onboarding for Industry will be incrementally reéletri o1 &SR 2y | FlF OAf A& Q&
identified in NISSUsing this incremental approach allows for asteoly flow to the onboarding process
for Industry organization§ he regional ordes as follows:

1. Western Region

2. EasternRegion

3. Central Region

4. NAESOC & HQ Region
5. Mid-Atlantic Region

We recognize some mystefacility organizations may have cleared facilities in multiple regions. If this is
applicable to your organization, please rééethe Industry Onboarding Fact Sheet and Ra@edon
the Resource$ab of theNBIS Industry Onboardingebsite for additional details.

Industry Organizationgill receive notification no later than two weeks prior to the start of their
designated region onboarding to NBIS and will include resources tharbwide an introduction and
overview of the process. Also, on the onboarding date, initial Industry participants will receive additional
specifics and resources to guithe startof thisprocess.

As alwaysgr additional information and updates on I$Bndustry Onboarding, please visit NiglS
Industry Onboardingebsite.

NISP CONTRACTS CIASBTION SYSTEM 0S)

b/ / { K 211 e¢eQf{ ¢l ! ¢K

The NISP Contracts Classification System (NCCS) established a centralized repository for the collection of
classified contract security requirements and supporting data while automating the DD Form 254
processes and workflows.

A project is underway to rattor NCCS from the DLA PIEE application to one directly managed by DCSA.
This effort will improve responsiveness and speed the development of upgrades through a streamlined
management and common hosting approach with other DCSA systems.

The Minimum ViaklProduct was achieved on June 6. DCSA will be onboarding users in phases. In
coordination with the Military Departments, the DCSA NCCS team began onboarding a limited number of
Government users into the platform. Onboarding of Industry users will la¢girin 2022. For more
information, visit theNCCS web site

www.dcsa.mil 5
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

UPDATED SECURITYIRGIREFERENCE CARDS

Based on feedback from DCSA field personnel and NISP security professionals, DCSA has updated the
Securty Ratingreference cards locatdtere under the "Resources" tab. You will notice the Satisfactory
Security Rating Reference Card has been removed, as the general conformity determination has been
made bythe time such criteria are reviewed, and only caused confusion. The Commendable and Superior
Security Rating Reference Cards have been reorganized to show that the criteria applies first to the rating
level itself, and then has been secondarily bucketiedsecurity posture categories for ease of
communication. We hope these updates will help to remove any underlying confusion and help to
improve the communication of review results.

CENTER FOR DEVELQ¥YMEF SECURITY EXERCE
(CDSE)

JULYPULSE: CDSECURITY AWARENBSB/SLETTER

We recently released the CDSE Pulse, a monthly security awareness newsletter that features topics of
interest to the security communityn addition, we share upcoming courses, webinars, and conferences.
TheJuy newsletterfocusedomy / 2 YLX SGAYy 3 GKES®DF AN apndKS ySgaf
Electronid_ibraryor subscribe/update your currentilsscription to get the newsletter sent directly to

your inbox by submitting your email addres€I0SE News

SEPTEMBER CYBERSHQURSTRUCT@QED OURSE

¢KS ySEG d&! aa8Saairy3d wiadl FyR ! LXK @Ay 3 AddéolrseNRA (& / 2
is scheduled to start September IPhis5-day course provides students with guidance on applying

policies and standards used throughout the U.S. @owvent to protect information within computer

systems, as delineated by the Risk Management Framework (RMF) piidissourse will also provide

a comprehensive understanding of contractor requirements under the NIt#Ptarget audience for this

training includes Information System Security Mangtfdosmation System Security Officers, and FSOs

involved in the planning, management, and execution of security programs for cleared intasearn

more, register, and view the required prerequsj visitAssessing Risk and Applying Security Controls to

NISP Systems CS301.01

UPDATED RMF CYBERSHTY COURSE NOW AWSBLE

CDSE recently released the updated cybersecurity eL8arn®2 dzZNBE S a Ly G§ NP RdzOG A2y (2
al yI3SYSyid CNIYYSg2N] owacCoOé 6/ {MHNn®PMcCUL D ¢tKA& O2d
the DoD RMF process, and defineslDInformation Technology and the categoriesaid Ihformation

affected by the RMFAdditionally, it provides an understanding of the Seven Step Implementation
LINEOS&aa 2F waC | yR (i KobAogas@idd ®rocessJLI A O 6 Af AGEe G2 (K

N
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This course was updated to introduce a new RMF Prepare Step because of major changes to Policy and
Guidance. It also reflects updates to information flow, conteamdgraphicsandaterminology refresh

to ensure alignment with National Institute of Standards and Technology (NIS3I/) R0 2, Risk
Management Framework for Information Systems and Orgtoiws: A System Life Cycle Approach for
Security and Privacy.

To learn more and register for the updated course, Misibduction to the Risk Management Framework

(RMF) CS124.16

CDSE WINEEARNINGELITE AWARD

In June CDSE won a Bronze Awiard_earning and Developmentfroli8 / KASF [ S NYyAy3a h¥
LearningElite prograrhonoringhe best organizations for learning and developméiur. more than a

decade, this robust, peeeviewed raking and benchmarking program recognizes those organizations

that employ exemplary workforce development strategies that dedigeificant business result€DSE

was ecognized amongajor US and international corporations and other3JGovernment agncies

and Departmentand was thénighestrankingu.S Government organization.

UPCOMING SECURITYWEBRENCE

Save the date for the 2022 Insider Threat Virtual Security Confese&eaptember 1. Registration is not
8SG I @rAflofS odzi €221 F2NI Iy |yy2dzyOSYSyd Ay ¥Fdz
and on theCDSE Webinars and Conferengebpage.

REGISTER NOW FOR OMING WEBINARS

CDSE invites you to participate in all our upcoming webinars:

1 NBIS:The Future of Personnel Vetting
Thursday, August 18, 2022
12:00-1:00 p.m. ET

1 Physical Security Posture: Secdntipepth
Wednesday, August 32022
12:00¢ 1:00 p.m. ET

1 Counter Insider Threat Resources for Your Organization
Thursday, September 8, 2022
12:00¢ 1:00 p.m. ET

M Disinformation and Insider Threat
Tuesday, September 1302
12:00¢ 1:00 p.m. ET

1 Personnel Vetting Policy Overview with O{&E)
WednesdaySeptember 14, 2022
1:00-2:00 p.m. ET

VisitCDSE Webinars and Conferenoesign up for athree events and join the discussion!
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