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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

Initial Login and Token Registration

Connection Issues

If users have issues connecting to DISS (e.g. PKI certificates, SSL certificates), they should contact their local
IT support. The DISS provisioning team does not have the privileges necessary to help users resolve these
types of local issues.

OVERVIEW

The link to access the Defense Information System for Security (DISS) Joint Verification System (JVS) can
be found here: https://www.dcsa.mil/is/diss/. All users will need to register their token (e.g. CAC/PIV)
upon first login to DISS. This document is meant to serve as a guide to facilitate users’ first login.

Notice and Consent

1. Read the standard, mandatory DoD Notice and Consent

2. Click the “I Agree” button to continue
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Standard Mandatory DoD Notice and Consent

Figure 1



https://www.dcsa.mil/is/diss/

1.
2.

Insert your DoD approved PKI credential. The Identity Card Registration screen displays.

Enter the User ID and Password given to you by the Account Manager (You are only required to enter

this information for your first login, and when new DoD approved PKI credentials are received).

Click on the Register button. You are directed to the Pll page as above.

A DSS

Identity Card
Registration

PURPOSE/USE

You have been re-directed to this page because you have not
reglstered your Identity card with the DISS system. You must
enter the user 1D and password provided to you by the Help
Desk and select Reglster to complete the process. After
successfully registering you may use your card to log Into the
DISS system

ASSISTANCE
For assistance or to report problems, please contack the Help
Desk.

= Dafense Counterintelligence and Security Agency, 2020 All Rights Reserved,

Enter Registration
Information

User ID:

Password:

Figure 2
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

Login

1. After clicking ‘Agree’ on the notice and consent page, enter your DoD approved PKI credential before
clicking on the Login button.

Notice Insert your DoD Approved PKI
Credential and press the ‘Legin’ button
AUTHORITY to log on.

PURPOSE/ROUTINE USE

Information you provide is used to verify your identity and usage of this

DISCLOSURE

will be

snabla to gain access b

g your con

ASSISTANCE

For assistance or to repart problems, please contact the Help Desk

gence and Security Agency, 2 Rights Reserved

Figure 3

2. A Personally Identifiable Information (Pll) confirmation screen pops up. Read the statements on the
screen, confirming you have completed Pl training and comply with the requirements. Click “Yes,
Continue” to proceed or click “No, Logoff” to logout of the application.

Personally Identifiable Information

DATA YOU ARE ABOUT TO ACCESS COULD POTENTIALLY BE PROTECTED BY THE PRIVACY ACT OF 1974. You must:

« Have completed the necessary training with regards to Security Awareness and safe-g ding Personally Information.
Ensure that data is not posted, stored or available in any way for uncontrolled access on any media.

Ensure that data is protected at all times as required by the Privacy Act of 1974 (5 USC 552a(I)(3)) as amended and other applicable
DoD regulatory and statutory authority; data will not be shared with offshore contractors; data from the application, or any
information derived from the ication, shall not be published, disclosed, rel d shown, sold, rented, leased or loaned
to anyone outside of the performance of official duties without prior DCSA approval.

Delete or destroy data from d loaded reports upon ion of the i for their use on individual projects.

Ensure data will not be used for marketing purposes.

Ensure distribution of data from a DCSA application is restricted to those with a need-to-know. In no case shall data be shared with

persons or entities that do not provide d: proof of a d-to-k 5
+ Be aware that criminal penalties under section 1106(a) of the Social Security Act (42 USC 1306(a)), includi ible impri:
may apply with respect to any disclosure of information in the application(s) that is inconsistent with the terms of application access.
The user further ack that criminal ies under the Privacy Act (5 USC 552a(1)(3)) may apply if it is determined that
the user has knowingly and willfully obtained access to the application(s) under false pretenses.
ACCESSIBILITY/SECTION 508
The U.S. Department of Defense is committed to making its electronic and information ble to individ with di ies in

accordance with Section 508 of the Rehabilitation Act (29 U.S.C. § 794d), as amended in 1998. For persons with disabilities experiencing difficulties
accessing content on a particular website, please email the DoD Section 508 mailbox: DoDSection508@osd.mil. In your message, please indicate the
nature of your accessibility problem, the website address of the requested content, and your contact information so we can address your issue. For more
information about Section 508, please visit the DoD Section 508 website.

By clicking the “Yes, Continue” button below, users are consenting to the terms of use of the appiication and agree to comply with the Privacy Act of
1974; if you do not agree click the "No, Logoff" button.

Figure 4
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Session Limits and Locked accounts

1. Ifyou are logged into the JVS application and attempt to open an additional session in another browser
window, you receive an error message.

The following error has occurred: User is already logged into the application. Please try again.

NOt 1 ce Insert your DoD Approved PKI
Credential and press the ‘Login' button
AUTHORITY to log on.

5USC 301

PURPOSE/ROUTINE USE
Information you provide is used to verify your identity and usage of this website.
DISCLOSURE

Voluntary. However, if you fail to provide the requested information, DCSA will not be able to verify
your identity. If your identity is not verified, you will be unable to gain access to the website.
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Figure 5
2. The system automatically terminates the active session after a set amount of user inactivity. After which,
the user is redirected to the Standard Mandatory DoD Notice and Consent page.

3. If your user account has been locked, you receive an error message. Locked users should contact their
Agency Account Manager.

The following error has occurred: E7ST7 - User Locked —- Please contact the Help Desk

NOtI ce Insert your DoD Approved PKI
Credential and press the 'Login’
AUTHORITY button to log on.

5 USC 301

PURPOSE/ROUTINE USE
Information you provide is used to verify your identity and usage of this website,
DISCLOSURE

Voluntary. However, if you fail to provide the requested information, DMDC will not be able to
verify your identity. If vour identity is not verified, you will be unable to gain access to the

Figure 6



