N I 2 ‘ NATIONAL INDUSTRIAL SECURITY SYSTEM (NISS)

INCREMENT II

OVERVIEW

The Defense Counterintelligence and Security Agency (DCSA) is launching the National Industrial Security System
Increment Il (NI2), a unified, data-driven platform engineered to transform the National Industrial Security Program
(NISP) and modernize the Defense Industrial Base (DIB) information environment. NI2 modernizes current Industrial
Security capabilities by automating complex workflows including DD Form 254s and SF-328s; enhancing Foreign
Ownership, Control, or Influence (FOCI) risk mitigation; and delivering a streamlined, secure, and collaborative
environment to support U.S. Government and Industry in empowering the defense ecosystem.

KEY CAPABILITIES

A single, unified cloud-based system for contract classification and FOCI
risk mitigation.

Single Sign-On (SSO) streamlined access, simplifies login procedures and
improves user experience.

Granular role-based access permissions ensure data security and
appropriate information sharing based on user roles.

Case management system to facilitate application, delivery, and
oversight of facility clearances.

Reporting features and capabilities, enabling data-driven decision-
making and improved risk management.

Automation of facility clearances and contract security specifications,
enabling faster execution of classified contracts.

BENEFITS

* Enhanced Transparency: Offers increased visibility into security information and processes for both Industry and
Government stakeholders.

* Reduced Redundancy: Improves data accuracy and reduces administrative costs through elimiation of
redundant data entry and processes.

* Enhanced Security Posture: Strengthens the overall security posture of the NISP by providing a more
comprehensive and integrated approach to industrial security management.
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