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Overview

The Government Contracting Activity (GCA) User Guide outlines multiple step-by-step processes

for the National Industrial Security System Increment Il (NI2) System. This guide aims to clarify
complex tasks by structuring them as a series of manageable and sequential actions, thereby
minimizing ambiguity. This structured approach minimizes errors and standardizes procedures. This
information is representative content and is to be used for training purposes only.



Acronyms

Acronyms ‘ Meaning

AAC Activity Address Code

AUP Authorized Use Policy

CAC Common Access Card

CAGE Code Commercial and Government Entity Code

Cl Counterintelligence Account Manager

CSO Cognizant Security Office

Cul Controlled Unclassified Information

DCSA Defense Counterintelligence and Security Agency

DoD Department of Defense

DDA Due Diligence Analyst

DDC Due Diligence Chief

DDDC Due Diligence Deputy Chief

DDTL Due Diligence Team Lead

ETC Entity Triage Chief

ETDC Entity Triage Deputy Chief

ETS Entity Triage Specialist

ETTL Entity Triage Team Lead

EV Entity Vetting

EVPM Entity Vetting Performance Manager

GAM Government Account Manager

GCA Government Contracting Activity

KO Contract Officer

NCCS National Industrial Security Program (NISP) Contract Classification System
NI2 National Industrial Security System Increment |l
NISPOM National Industrial Security Program Operating Manual
NISS National Industrial Security System

0GC Office of General Counsel -
PDF Portable Document Format %
PKI Public Key Infrastructure

RMC Risk Management Chief

RMDC Risk Management Deputy Chief

RMO Risk Management Officer

RMTL Risk Management Team Lead

SA Signing Authority

TA Threat Analyst

TRTL Threat Response Team Lead
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Authorized Use Policy

Annually you must review and acknowledge the National Security System Increment Il (N12) AUP.

Use Policy Screen

1. Scroll down and read the Authorized Use Policy Agreement.
Y
Aninual AU% Acknowledgement, —
Table of Contents
1.0 Overview 3
20 System Access and Responsibilities ... 3
£ TrERINE i 3
2 R ETTYOE ETTERS, s ems iP5 3
23  Configuration Managementt. ... ..o wmmsmsmme 3
2.4 Identifier and Authenticator Management ........coevnisirnrnienne 4
2.5 Information Protection and Handling......cevevenniiininininenns 4
2.6 Social Media and External Applications.......c.ecveiiisiininireirenes 4
27 |ncidentRESpONSE: i 4
3.0 SanctionsAnd VIOIatIONS: i rinmmmsirismis i i i e e T e e R D
4.0 ACknOWIBAEEMENT .ovvvii s 5
5.0 Privileged User Addendum .. e
5.1  Authorization and Responsibilities: .......ceemmmniiiieninei 6
B ACCESS AN DAt H A NG iiouwssisomisuassasaisi imassain i msss dosss i s sasuiasi s s s siiniservvssasssivsasiuis IO
2. Select Acknowledge.
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System Access

The following steps guide the user to gain access to the NI2 System.

Initial Access

1. Navigate to https://niss.dcsa.mil.

2. Select the NI2 access link.

3. Review the Consent to Monitor, and select Acknowledge to continue.

4. Select Login CA or CAC.

National Industrial Security System
(NISS)

Increment II (NI2)

Contact Help Desk Support at: desa meade. peo listnia-support@mailmil
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GCA Registration

Before registering within the NI2 System, ensure the previous steps have been followed.

Welcome Screen

1. Navigate to https://niss.dcsa.mil/registration.

2. Select Register.

Welcome to National
Industrial Security System 2

Please click register to begin the pr s the use of this platform as & gavernm: gl

o>z -

3. Type the following information into the corresponding text fields:
a. First Name
b. Last Name
c. Title
d. Email
e. Select a Country Calling Code

f. Phone number



4. Under “Do you work for DCSA?” Select No.

5. Select Next.
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6. Select a role from the drop-down menu.




Government Registration

Flease provide your information

ROLE

Account Manager
EV Account Manager
Cl Account Manager

Government Specialist

Entity Triags Snacialict (FTS1 d

Previous

=7 Note: Listed below are the available user roles for registration.

Entity Vetting (EV) Account Manager Office of General Counsel (OGC)
Counterintelligence (Cl) Account Manager Signing Authority (SA)

Government Account Manager (GAM), Level 1 Entity Vetting Performance Manager (EVPM)
Entity Triage Specialist (ETS) GCA Contracting Officer (GCA KO)

Entity Triage Team Lead (ETTL)
Entity Triage Deputy Chief (ETDC)
Entity Triage Chief (ETC)

Due Diligence Analyst (DDA)

—
o
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Due Diligence Team Lead (DDTL)

Due Diligence Deputy Chief (DDDC)

Due Diligence Chief (DDC)

Risk Management Officer (RMO)

Risk Management Team Lead (RMTL)
Risk Management Deputy Chief (RMDC)
Risk Management Chief (RMC)

Threat Analyst (TA)

Threat Response Team Lead (TRTL)



7. Type in a Role Justification.

8. Select Next.

Government Registration

Fiazsa provide your infarmatian
RoLE

EV Aceount Managar

ROLEGESCRPTION (READONLY)
Entity Vatting Account Manigar

BOLEAETIRCATION

Tvpa rels fustification o

rodes

9. Select an organization from the TIER 0 ORG drop-down menu.

=7 Note: If the remaining tiers do not auto populate, or your position is at a lower tier, please make the appropriate

choices in the subsequent tiers. Choose N/A for any tiers that do not apply to you

Government Registration

TR0 R nE= 2ons

TR oRG nERsons

T2 o8G nEsons




10. Select Next.

Government Registration

Pleass provide your information

RO LEEERS
Drsfensa CounterintalBgance and Security Agancy [DCSAL - Nt
TR 1o TR acEs
Y - Nt
THER 20800 TIER 500G
N = N

11. Type Organization Address or duty location.

E7 Note: 9-digit zip code is required.

Government Registration

Plsass provida your information

OFFICIAL DRGAMIZATION ADORESSLINE 1

OFFICIAL DRGAMIZATION ADORESSLINE 2

OFFICIAL DRCAMZATION ETY OFFICIAL AGANIZATION STATE OFFIZIAL DRGANZATION 2PCO0E




12. Select Next.

Government Registration

OFFACIAL ORGAMZATION ADDRESS LINE 1

123 Main Street

OFFACIAL ORAMZATION ADDRESS LINE 1

OPFICIAL DRGAMIZATIOR CITY OFFICIAL ORGANIZATICON STATE OFTICIAL CRAGAMIZATION ZIPCODE

Alckeron Aliska v prergrrs

i o> ==u

] 2] (2] (4] o

13. Attach the following documents:

+ Identifying and Safeguarding Personally Identifiable Information (Pll) to the
“Privacy Awareness (PIl)" tab

«  Cyber Awareness Challenge certificate (with date of completion) to the
“Cyber Challenge” tab

+ Appointment Letter for all Account Managers to the “Appointment Letter” tab

=7 Note: Ensure the training certificates are completed utilizing the “DOD approved” training sites. Refer to the GCA
Quick Start Guide. https://securitytraining.dcsa.mil/

ToC



.—> &3 Appointment Lotter REQUIRED

Government Registration

ILE UFLOAD SELECTION

&3 Privacy Awareness (PIl) REQUIRED

n Cyber Challenge REQUIRED

JLAST CYBER AAAGENESS COMPLETIONDATE

14. After attaching required documents, select the calendar icon, and select the completion date for
the Cyber Awareness Challenge certificate.

E7 Note: Confirm the date is not later than today’s date.

Government Registration

Plezsa prowida yaur infarmation

FILE UPLOAD SELECTION
. Efﬁﬁih"-&’{.-,m.-..rmp: ] p 4
B St Challengecartodt »
[ Appointment Letterpdl %

LT CYBER AMERENESS COMPLETION DATE -

L2025 -
]
[ L2 ] o L5 ]
1 E ]
& & ERNE TR
it B 17 1 1
0 H om N
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15. Select Submit.

Government Registration
G

i g..m? TP 2s e

B sensnmentedl. .,

. Appointment Letter.pdf

Appolstment Letter £ 29 KB /5t

LAST CYER, AWAREMESS COMPLETKIN DATE
TIN5

16. After user registration is submitted, the users should see “Pending Approval” screen. No further
action is required at this time.

Pending Approval

Your registration was successfully submitted,
A reviewsr will look through vour application shortly,

1

ET Note: If the request is denied, a notification will be sent out detailing the reason for denial and instructions for

resubmission.
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GCA Re-registration

If your initial registration request was denied, and requires resubmission, follow these steps.

Welcome Screen

1. Login to https://niss.dcsa.mil/registration.

2. Select Re-Submit Registration.

3. Select Restart Registration.




4. Verify if the information entered is still correct.

5. Under “Do you work for DCSA?” Select No, then select Next.

Jol1
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6. The role rejection reason note is provided. Update the information, if applicable, then select Next.

> |

7. Re-upload the expired file, then select Submit.

=7 Note: Use the Restore function to retrieve files previously saved on the server. If a file is accidentally deleted
during re-registration, you can restore if it was previously uploaded. The ‘Restore” function will be inactive if the file

was not previously uploaded.
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Overview

The Defense Counterintelligence and Security Agency (DCSA) supports a one-stop shop for
processing, distribution and collection of Department of Defense (DoD) contract security
classification specifications, also known as DD Form 254, for contracts requiring access to classified

information.

This step-by-step guide provides information for working with sample DD Form 254s within NI2. This
information is provided for training purposes only. Government users will need to make selections
based on their knowledge of the specific contract requirement and industry partners.

Workflow process at a glance:
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Government Originator

Complete the registration steps and assign user roles before creating a DD Form 254 in the NI2
System.

Welcome Screen

1. Select the Originate tab in the left navigation menu to reveal the originate options.
=7 Note: The left navigation tabs are context-dependent, that means they will be different depending on the
profiles registered. Only users with the Originator role can access the originate menu options.

Originate Prime

1. Select Prime to begin originating a Prime DD Form 254.

[l weLcome NCCS - ORIGINATE PRIME o

NCCS -

| originate n CLASSIFICATION

Provide the classification of the information you will be entering in this form:

SE TR NCCS CONTENT CLASSIFICATION

All DD Form 2545

My Created DO For PRIME CONTRACTOR (BLOCK 6)

All Subcontracts

Enter the CAGE code Tor the prime contractor:
CAGE CODE
Verify CAGE Col

Start a DD Form 254

Classification

In the Classification field, specify the classification level of the information you plan to include on this
DD Form 254.

1. Select the arrow on the drop-down menu called NCCS Content Classification and select
classification.

Prime Contractor

1. Input the CAGE code of the prime contractor and select Verify CAGE Code to authenticate it.

=7 Note: Your only options are CUI and Unclassified because NI2 system can only store CUI and Unclassified
information in the unclassified government cloud.



2. Review all information and select Start to continue.

=7 Note: CAGE Codes are five-digit alpha-numeric codes used to identify businesses wishing to pursue contracts
with U.S. Government. NI2 will look up the CAGE code and verify it against a repository. If the code is correct, the
business name and address will be displayed. If the Cognizant Security Office (CSO) is on file, it will automatically be

added. If the CSO information is not on file, you will have the option to manually type it in.

Salicitation

NCCS CONTENT CLASSIFICATION

UMNCLASSIFIED -
All DD Form 2545
My Created DD For PRIME CONTRACTOR (BLOCK 6)
GERTELE G Enter the CAGE code for the prime contractor
CAGE CODE
THOO Verify CAGE Code
BUSINESS NAME AND ADDRESS
Test Business
14 Test Street
#133

Baltimore, MD 21117, USA

COGNIZANT SECURITY OFFICE (€50)

N-AES

7556 Teague Rd

Suite 580

Hanover, MD 21076

(410) 689-2270
desa.naesoc.generalmailbox@mail.mil

COLLAPSE .

NI2 a @
wacove NCCS - ORIGINATE PRIME (: ]
NCCS -
| originate - CLASSIFICATION

Prime Provide the classification of the information you will be entering in this form:

Clearance, Specifications, and Follow-On Contract

E7 Note: Typically, the blocks in NI2 are presented in the same order as the blocks in the PDF version of the DD
Form 254. Based on your role, and the answers you provide as you fill out this form, NI2 will only present the areas

you need to complete.

Clearance and Safeguarding (Block 1)
For Block 1, select the level of facility security clearance required of the entity.
1. Select the drop-down menu and select either Confidential, Secret, or Top Secret.

2. Select the drop-down menu and select either Confidential, Secret, Top Secret, or None.

E7 Note: The level of safeguarding for classified information and materials cannot exceed the security clearance
level of the facility. If the entity will not have any requirements to safeguard classified materials for the execution of

the contract, you can select None. .




A pop-up box will appear with additional information if you select any option other than None.

ET Note: Both selections in Block 1 have warnings for selections that exceed designations in sam.gov or NISS. Verify

that your information is correct.

Specifications (Block 2)

In Block 2, type the prime contract number, which must be a 13 to 17 - digit alphanumeric sequence.
The field is restricted to this length, but dashes included in the contract number not be counted

towards the 17 character limit.

1. Type the 13-17 digit prime contract number.

Follow-On Contract (Block 4)

In Block 4, indicate whether this DD Form 254 pertains to a follow-on contract. If so, select “Yes” and

provide the contract number of the preceding contract in the designated field.

1. Select Yes or No.

2. Select Next to continue.

Actual Performance (Block 8)

In Block 8, add the locations where the contract work will be performed. The business name and
address will be automatically populated based on previously entered information. If work will not be
performed at a listed location, you can removed the entry by selected the trashcan icon. Otherwise,

input the 13-17 prime contract number associated with that location.

[l wecome NCCS - ORIGINATE PRIME / TX001 / Test Business

Originate - ADD ACTUAL PERFORMANCE LOCATIONS (BLOCK 8)

Frime

@ cAGE Lookup @ Manual Entry 25 settings

solicitation

Security Guidance Actian Business Name Business Address CAGE Cads C50 Mame

ALLDI

I . Test Business 14 Test Street #133, Baltimore, . TXOM M-AES
Al DD Farm 2545

My Created DD For,

All Subcontracts

« R =] =0

Q1: Classification & Prime

Q2: Clearance, Spec, and Follow-On
Q3: Actual Performance

Q4: Procurement Description

Q5: Contract Access

Q6: Security

Q7: Security Requirements & Inspection:
O8: Add Reviewers

Q9: Add Certifier

Q10: Add Contracting Office

911: GCA, POC, and Distribution

Review




To add additional performance locations that may be used throughout the contract’s duration, you
can either search for the location by its CAGE code or manually type the necessary information.

Add Actual Performance Locations (Block 8)

1. Select CAGE Code Lookup to enter additional CAGE Codes and verify information.
2. Select Manual Entry to input location details.

3. Select Close to close the pop-up boxes.

4. Select Next to continue.

NI2 P
p— NCCS - ORIGINATE PRIME / TX001 / Test Business o
Necs -
- ADD ACTUAL PERFORMANCE LOCATIONS (BLOCK 8) Q1: Classification & Prime
Q2: Clearance, Spec, and Follow-Cn
[ 9 CASE Lockup @ Manusal Entry ]“ o Q3: Actual Performance
Astien Businass Narme Business Adedress CAGE Code C50 Narme

Q4: Procurement Description

Q5: Contract Access

. Test Business 14 Test Street #133, Baltimore, THOM N-AES 6 Security
My Created DD For Q7F: Security Requirements & Inspection:
Il SR Q#: Add Reviewers

Q9: Add Certifier
Q10: Add Contracting Office
Q11: GCA, POC, and Distribution

Review

o @5 [T EZXD

Procurement Description

For Block 9, provide additional information about the contract. The description should be short,
concise, and Unclassified, while still providing enough detail to provide an adequate picture of the
project.

—
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General Unclassified Description of this Procurement (Block 9)
1. Type a general description in the text box.

2. Select Next to continue.

weLcome NCCS - ORIGINATE PRIME / TX001 / Test Business (5 )
NCCS -
Originate GEMNERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT (BLOCK 9) Q1: Classification & Prime
THE INFORMATION PROVIDED SHOULD BE UNCLASSIFIED, Qz: Clearance, Spe d Follow-0n

G3: Actual Performance

No infarmation to pass on. | o e
+ Frocuremen escription

05: Contract Access

Q6: Security

0Q7: Security Requirements & Inspections]

All Subeentracts Q&: Add Reviewers

Q9: Add Certifier

Q10: Add Contracting Office
Q11: GCA, POC, and Distribution

Review

COLLAPSE m I Next © ﬂ

Contract Access

=7 Note: Some options will be grayed out or automatically selected based on information entered earlier in the

application or within this section. DCSA business rules govern these automatic selections.

Contract will require access to: (Block 10)

1. Select from the provided options all access that the contract will require.

[l weicome NCCS - ORIGINATE PRIME / TX001 / Test Business (5 ]
NCCS -
N [ 10. CONTRACT WILL REQUIRE ACCESS TO: (BLOCK 10) Q1: Classification & Prime
ime CHECK ALL THAT APPLY Q2: Clearance, Spec, and Follow-On
Solicitation [ a. Communication Security [COMSEC) Information Q3: Actual Performance

[J b. Restricted Data Q4: Procurement Description
[ <. critical Nuclear Weapan Design Infermation [CNWDI)

Q5: Contract Access
] . Formerly Restricted Data Q6: Security
[ e Natianal Intelligence Information: Q7 Security Requirements & Inspections
[ 1) sensitive Compartmented Infarmaticn (SC1)
[ 2y Mon-sci

[C] f. special Access Program (SAP) Information

Q8: Add Reviewers
09: Add Certifier
. . . . Q10: Add Contracting Office
D £ Morth Atlantic Treaty Organization (NATO) Information

- G§11: GCA, POC, and Distribution
[C] h. Foreign Government Information

Review

] 1. Alternative Compensatory Control Measures (ACCM) Infermation W
[ j. controlled Unclassified Information (CUI)

[ k Other

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (BLOCK 11)

CHECK ALL THAT APPLY

[] b. Receive and store classified documents cnly

[ < meceive, store, and generate classified information or material

[ 1 d. Fabricate, modify, or store classified hardware




In Performing this contract, the contractor will: (Block 11)

1. Select from the provided options all access that the contractor will require.

NCCS - ORIGINATE PRIME / TX001 / Test Business

=l WELCOME

NEcs -

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (BLOCK 11)

CHECK ALL THAT APPLY

[[] b. Receive and store classified documents only
[ . Receive, store, and generate classified information or material

- [ d. Fabricate, modify, or store classified hardware

[] e. Perform Services Only

My Created DD Far... [ f. Have access to U5, classified infarmation cutside the U5, Puerto Rico, LS. Possessions and Trust Territories

#ll Subcontracts
[J h. Require a COMSEC account

[[] i. Have a TEMPEST requirement

D J. Have Operations Security (OPSEC) reguirements

[ & Authorized to use Defense Courier Service

[C] 1. receive, store, or generate Controlled Unclassified Information (CUI)

[ m. other

[[] & Be authorized to use the services of Defense Technical Information Center (DTIC) or other secondary distribution center

PUBLIC RELEASE (BLOCK 12)

PUBLIC RELEASE DPTIONS

DESCRIPTION OF AUTHORITY {270 CHARACTER LIMIT)

Contract Access (Continued)

e
Q1:C ication & Prime
Q2: Clearance, Spec, and Follow-0n
Q3: Actual Performance
Q4: Procurement Description
I Q5: Contract Access
QE: Security
§7: Security Requirements & Inspections

Q&: Add
Q9: Add Certifier

Q10: Add Centracting Office
Q11: GCA, POC, and Distribution

Review

For Block 12, provide guidance on the appropriate entity that has public release authority for the

contract.

Public Release: (Block 12)

1. From the Public Release Options drop-down menu, select Direct or Through. If Through is

selected, additional information will be required.

2. Type a Description of Authority in the free text field. There is a 270-character limit for this field.

3. Select Next to continue.

NI2
WELCOME NCCS - ORIGINATE PRIME / TX001 / Test Business

L e PRV, SULE, G S I3 L R IS U L

NCCS -

[ . Fabricate, madify, or store classified hardware
[0 e. Perfarm services Only

[ f. Have access to U.S. dlassified information outside the U.S., Puerto Rico, U.S. Possessions and Trust Territorles

[ h. Require a COMSEC account
- [] i Have a TEMPEST requirement

Q1: Classification & Prime

[] & Be authorized to use the services of Defense Technical Information Center {DTIC) or cther secondary distribution center

Qz:

Q3
Qa:
| as

Clearance, Spec, and Follow-0On
- Actual Performance
Procurement Description

: Contract Access

All DD Form 2545

My Created DD Far...

All Subcontracts

COLLAPSE

[[] j. Have Operations Security (OPSEC) requirements
[ & authorized to use Defense Courier Service
] 1. Receive, store, or generate Controlled Unclassified Infarmation (U1

[ m. other

PUBLIC RELEASE (BLOCK 12)

PUBLIC RELEASE DPTIONS

Direct heTER LIMIT)

Thraough (Specify below)

QB: Security

Security Requirements & Inspection

08: Add Reviewers

Q9: Add Certifier

Q10 Add Centracting Office
Q11: GCA, POC, and Distribution

Review

—
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Security

Based on your selections in Blocks 10 and 11, NI2 automatically generates the Block 13 Security
Guidance on this screen. The Security Guidance is presented in the form of cards, which will vary
depending on your prior choices. For instance, selecting option “a” in the Contract Access section
of Block 10 will result in a “Ref 10a” card appearing in this guidance section.

1. To edit a card, select the pencil icon in the card’s upper right-hand corner.

=1 Note: If you want to revert to the default verbiage, you can press the reset button on the top right corner of the

card. Block 13 General card cannot be deleted. However, if your organization does not require them, all other cards

can be removed completely by selecting the trashcan icon in the card’s upper right-hand corner.

2. Make changes to the text.

3. Select Save to preserve your changes.

4. Select Next to continue.

(=l wELcomE NCCS - ORIGINATE PRIME / TX001 / Test Business o

NCCS -

Block 13 General

Originate -

SECURITY GUIDANCE (BLOCK 13)

Prime
Tatmee | JON

e The cards you see below are based on your checked

Block 13 General

- Facility Security Clearance: The Contraor
shall possess and malntain...

Security Guldance

90 o oy apgty. The Comsachn] e wil Puinkan T 00052 8

persons. Securty CLeucaion Guide reqestis Shadl be [ARSEENE 1 o Dveeeant aonsy, 1
- U5 oot Tl 5. Gow P
- coraton, rrond Adreca:

1sa WEPM el T2 TR, pat 117 apcty. Ay cmmtbot foemarton skt e ramarstec WY £C0
Crmphe 8, NP, e

All DD Form 2545

My Created DD For...

ection

Mot Edited

I X <9

= e
VDD Feen 411, [omp pasiing Winss (NEPOVI, Dol 5220 220
o el gy e

o ol the US Govemmsent

All Subcontracts

Security Requirements and Inspections

Answers for Blocks 14 and 15 may be automatically selected based on your selections in Blocks
10 and 11.

Additional Security Requirements: (Block 14)
1. Select Yes or No. If you select Yes, you must include additional information in the free text field.
Inspections: (Block 15)

1. Select Yes or No. If you select Yes, you must include additional information in the free text field.

2. Select Next to continue.



WELCOME NCCS - ORIGINATE PRIME / TX001 / Test Business
NCCS -
Criginate ADDITIONAL SECURITY REQUIREMENTS (BLOCK 14)
Prime ARE THERE ADDITIONAL REQUIREMENTS, IN ADDITION TO NISPOM REQUIREMENTS FOR CLASSIFIED INFORMATION, ESTABLISHED FOR THIS
Salicitation CONTRACT?
ves () No

EXPLAIN AND IDENTIFY SPECIFIC AREAS AND GOVERNMENT ACTIVITY RESPONSIBLE FOR INSPECTIONS.

Explanation of additional security requirements

INSPECTIONS (BLOCK 15)

ARE THERE ADDITIONAL REQUIREMENTS, IN ADDITION TO MISPOM REQUIREMENTS FOR CLASSIFIED INFORMATION, ESTABLISHED FOR THIS CONTRACT?

IBENTIFY PERTINENT CONTRACTUAL CLALSES IN THE CONTRACT DOCUMENT ITSELF, OR PROVIDE AN APPROPRIATE STATEMENT WHICH IDENTIFIES
ADDITIONAL REQUIREMENTS,

Identified contractual clauses.

lassification & Prime

Clearance, Spec, and Follow-On

Actual Performance
Q4: Procurement Description
Q5: Contract Access
Q6 Security
| Q7: security Requirements & Inspec]
QB: Add Reviewers
Q9: Add Certifier
Q10: Add Contracting Office
@11: GCA, POC, and Distribution

Review

Add Security Reviewers

In Block 13, you have the option to select up to eight reviewers for you DD Form 254. Upon
submission of your draft, NI2 will route the form sequentially through the selected reviewers. Adding
reviewers is not mandatory, you may skip this step if you prefer to proceed without them.

To locate a reviewer, you can sort and filter the list by Name, Primary Organization, Secondary
Organization, Phone Number, or Email. If you do not find someone’s name on this grid, it is possible
that they are not registered in NI2. Registration is required before they can be selected as a

reviewer, certifier, or contracting officer.

Select Reviewers: (Block 13)

1. Select the reviewer's name.

2. Select Add Reviewer in the upper-right side of the panel.

3. Toremove a reviewer, select the “X” sign next to the reviewer's name.
4

. Select Next to continue.

—
o
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WELCOME NCCS - ORIGINATE PRIME / TX001 / Test Business

NCCS -

SELECT REVIEWERS (BELOCK 13)

LAl Mo Reviewers Selected

§1: Classification & Prime
GQ2: Clearance, Spec, and Follow-On

Q3: Actual Performance

salicitation
Secur da
ALL DE as I Total Ugrs

[] ey
' Add Reviewer

SELECT REVIEWERS (BLOCK 13)

Reviewer NCC Gov 4—.

All Subcontracts

.—> Reviawar NCC Gov Fake Cirg | Total Users
2+ AddReviewer 3= Settings
Reviewer NCC Gav Fake Org | MNia

Q4: Procurement Description

Q7: Security Requirements & Inspection;

QE: Add Reviewers

Q9: Add Certifier

Q10: Add Contracting Office

Q11: GCA, POC, and Distribution

Phe Review

[EE]

course D= =0

Add Certifier

For Block 17, only one certifier can be selected on DD Form 254.

Select Certifier: (Block 17)

1. Select the certifier's name.
2. Select Set Certifier in the upper-left side of the panel.

3. Select Next to continue.

NI2

WELEOME NCCS - ORIGINATE PRIME / TX001 / Test Business

NECs -

SELECT CERTIFIER (BLOCK 17)

Mo Certifier Selected

1

- Total Users

2+ set certifier] «gl

Full Nama Tier 0 Tier 1

Form

ed DD For

- Phane Number Email
All Subcantracts

Q1: Classification & Prime
Q2: Clearance, Spec, and Follow-On

Q3: Actual Performance

Q4: Procurement Description
X ﬂ Contract Access
1match Q) :

Out OFf Office Datos

§8: Add Reviewers

I Certifier NCC Gov Fake Org | M/A (345) 678-T654 9a1_254_centify_1@dcs

Q9: Add Certifier

I Q10: Add Contracting Office

COLLAPSE ° Ch m

Q11: GCA, POC, and Distribution

Review




Add Contracting Officer

Once your DD Form 254 has been reviewed and certified, it will be ready for release by the
contracting officer.

Select Contracting Officer: (Block 16 d, e, f)
1. Select the Contracting Officer's name.
2. Select Set Contracting Officer in the upper-left side of the panel.

3. Select Next to continue.

NI2 A ®
weLcoME NCCS - ORIGINATE PRIME / TX001 / Test Business (i ]
NCCS -
rig = SELECT CONTRACTING OFFICER (ELOCK 16 D,E,F) Q1: Classification & Prime
Q2: Clearance, Spec, and Follow-0n
necco @

QB: Actual Performance
GOVERNMENT CONTRACTING ACTIVITY __ )

Q4: Procurement Description
1 (BLOCK 16 A,B,C) « ﬂ

Tatal Users

.—> B+ set contract Officer
For...

Full Hame Tier 0

Q5: Contract Access
GEA NAME

QE: Security

1match )

Dut Of Office Dates

My Created QF: Security Requirements & Inspection:
ACTIVITY ADDRESS CODE [AAC) OF THE CONTRACTING OFFICE
Al Sube

Q8: Add Reviewers

0Q9: Add Certifier

| HEC CO Fake g | R I | Qio0: add contracting Office
Q11: GCA, POC, and Distribution
ADDRESS LINE 2 Review
Ty STATE ZIP CODE

COLLAPSE m [ Next © ﬂ

Government Contracting Activity: (Block 16 a, b, c)

1. For Block 164, b, ¢, input the address of the Government Contracting Activity.

Point of Contact: (Block 16 d, e, f)

Jol1

For Block 16 d, e, f, you will find pre-populated Point of Contact information. This information aligns
to the contracting officer you have identified in the form.
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Required Distribution by the Certifying Official: (Block 18)

ol wicome NCCS - ORIGINATE PRIME / TX001 / Test Business (5 ]
N Nc.é ginate . POC TELEFHONE

Q1: Classification & Prime
ACTIVITY 1ESS CODE {AAC) OF THE CONTRACTING - _
TIVITY ADDRESS CODE {AAC) OF THE CONTRACTING OFFICE 02: Clearance, Spec, and Follow-On

EMAIL ADDRESS Q3: Actual Performance

ADDRESS LINE 1 Q4: Procurement Description

Q5: Contract Access

All DD Form 2545 Qe Security

ADDRESS LINE 2
My Created DD For Q7 Security Requirements & Inspection)|
All Subcontracts Q&: Add Reviewers

CITY STATE ZIP CODE Q9: Add Certifier

Q10: Add Contracting Office

Q11: GCA, POC, and Distribution

Review
REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL (BLOCK 18)

CHECK ALL THAT APPLY

a. Contractor

b, Subcontractor

€. Cognizant Security Office for Prime and Subcontractor

[ d. us. Activity Responsible for Overseas Securlty Administration

[[] e. administrative Contracting Officer

[ f. Other as Necessary

« =) b=

1. For Block 18, select where you would like the completed DD Form 254 to be sent.

2. Select Next to continue.

(=l weLcome NCCS - ORIGINATE PRIME / TX001 / Test Business o
NCes -
N Origate POC TELEPHONE Q1: Classification & Prime
_— ACTIVITY ADDRESS CODE [AAC) OF THE CONTRACTING OFFICE TR ey S, €136 B ey
Solicitation EMAIL ADDRESS ©Q3: Actual Performance

ADDRESS LINE 1

©5: Contract Access
Q6: Security
ADDRESS LINE 2 _
Q7: Security Reguirements & Inspection|

)8: Add Reviewers

eIy STATE ZIP CODE QO: Add Certifier
Q10 Add Contracting Office

| @11: 6ca, Poc, and Distribution

REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL (BLOCK 18)
CHECK ALL THAT APPLY
a. Contractor
b, Subtontractor
. Cognizant Security Office for Prime and Subcontractor
[ . u.s. Activity Responsible for Overseas Security Administration
[] e. administrative Contracting Officer

[ f. Other as Necessary

« [ o ED <0




Tag Agencies
On this screen, you have the option to tag agencies before submitting the DD Form 254.

1. Select Tag Agencies to open a pop-up window.

2. Select the appropriate agency and any additional hierarchy tiers as required.

3. Select Add Agency and verify that it appears in the Tag Agencies window.

iwfll weicome NCCS - ORIGINATE PRIME / TX001 / Test Business o
_ NCCS -
N Originate: - REVIEW AND SUBMIT Q1: Classification & Prime
Prime: There were no errors found in the DD Form 254. The DD Form 254 can be submitted for review. §2: Clearance, Spec, and Follow-On

Salicitation 0Q3: Actual Perfoermance

Submit DD254
0Q4: Procurement Description

Q5: Contract Access

Security Guidance

Review & Release

ALL DO Form 254s -
Q6: Security

All DD Form 254 ADDITIONAL DOCUMENTATION
My Creaked DO Far— By uplading dacuments, you may provide Persanally Identifiable Information (Pil} ar Sacial Security Numbers [S5N], Disclosure of your SSN & volintary. This Infarmatian B
Al Subeontracts will be used solely for processing your request W £.0. 12829, National industrisl Security Program (NISP]. For more details, pi jew our Privacy Act Statement. 08: Add Reviewers
9: Add Certifier
[ & Select any applicable doc ion for this submi @

- Q10: Add Contracting Office
You may upload up o 25 files for this DD 254. Each file cannot exceed 25 MB,
Q11: GCA, POC, and Distribution

Review

TAGGED AGENCIES

= settings | §) Add agency (]
Acti. Primary Grg Secandary Grg Tertiary Org Quaternary g Quinary Grg Senary Org
¥ | [ ] ¥ ¥ | [ ] ¥ v

Fake Org | N/ MFA N/A MFA /A

Add Tagged Agency

TIER 0 ORGANIZATION

TIER 1 ORGANIZATION

—
o
N

TIER 2 ORGANIZATION

TIER 3 ORGANIZATION

TIER 4 ORGANIZATION

TIER § ORGANIZATION




ToC

Form Validation
Review and validate your DD Form 254 before submitting it for the next step in the workflow.

On this screen, you will be presented with errors or warnings found within the information you have
provided. Review the errors or warnings and take any necessary actions to ensure the information
you have provided is accurate and complete.

1. Select the hyperlink.

2. Select the check mark from the section navigation on the right of the screen to take you back to
the Form Validation section.

7 Note: In NI2, you can use this navigation bar at any point in originating a DD Form 254 to move to different

sections. Your work on the DD Form 254 is auto-saved in NI2. You can exit the document at any time and return to

your saved work.

Sl wecome NCCS - ORIGINATE PRIME / TX001 / Test Business (i ]

N Originate - REVIEW AND SUBMIT Q1: Classification & Prime
Q2: Clearance, Spec, and Follow-0n
The following errors must be addressed before the DD254 can be submittec Q3: Actual Perfarmance

Q4: Procurement L}EECI'IP'.iOI‘

Invalid Page Error Count Last Updated
Q5: Contract Access
Contract Access (Step 5) 1 12/18/2025 17:04:39 Q6: Security
SacyUrity I and Inspections (Step 7) 2 12/18/2025 17:08:39 Q7: Security Requirements & Inspection:
Al s . . . OB: Add Reviewers
GCA, POC, and Reguired Distribution (Step 11) 9 A 12/18/2025 17:15:56
Q9: Add Certifier

m submit DD254 Q10 Add Contracting Dffice

Q11: GCA, POC, and Distribution
Review

ADDITIONAL DOCUMENTATION

By uploading documents, yeu may provide Personally Identifiable Informaticn (A1) e Soeial Security Numbers (SSM). Disclasure of your SSK is voluntary. This infarmation
will e usad salaly for pracassing yous rqUest AW E.D, 17829, Nananal Industrial Sacurity Program [MISF). For mare detads, plaase raviaw our Privacy Act Statement.

& Select any applicable documentation for this submission

You may upload up fo 25 files for this DD 254, Each file cannat exceed 26 MB,

TAGGED AGENCIES

2F settings @9 0dd doency 0




Form Validation (Continued)

After correcting any errors and noting any remaining warnings, you may wish to review the

information in the PDF and save a copy for your records.

1. Select View PDF to review your DD Form 254,

2. Select the Exit button the “X" at the top right of the PDF to continue.

Now that you have reviewed and corrected your form, you are ready to submit your DD Form 254 to

the next step in the process.

3. Select Submit DD254 w/Warnings.

4. Select Submit DD254 to confirm your submission.

NCCS - ORIGINATE PRIME / TX001 / Test Business

[(ml weLcome

NCCS -
N REVIEW AND SUBMIT
Prime There were no errors found in the DD Form 254, The DREQLm 254 can be syubmitred for ooy
Solicitation

ALL DD Form 2545 -
Confirm Submission

ADDI

By uploal

Al DD Form 2545

NAL DOC

focuments, you mi

NTATION

ide Personally ident

My Created DD For. Submisting this form will route the form to the select

Al subcontracts

You may upkoad up to

ed reviewars far review.

M Q6 Security

TAGGED AGENCIES

E Settings o Add Agency

Acti Primary Grg Secondary Org Tertiary Grg CQuaternary Org Quinary Grg
?
[} Fake Org | A /A A i
Fake Qrg | A NiA [T [

Senary Org

MiA

Q1: Classification & Prime

Q2: Clearance, Spec, and Follow-On
Q3: Actual Performance

Q4: Procurement Descripticn

Q5 Contract Access

QF: Security Requirements & Inspection:
Q&: Add Reviewers

Q% Add Certifier

Q10: Add Contracting Office

Q11: GCA, POC, and Distribution

Review

—
o
(@]




ToC

——

Originating a Solicitation DD Form 254 in NI2
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Originating a Solicitation DD Form 254 in NI2

An original DD Form 254 may be issued for a solicitation for a classified contract, whether or not the
actual bid package contains classified information.

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

National Industrial Security System
(NISS)

Increment II (NI2)

This is an official U.5. Government (USG) Information System (15 for authorized use only.

Do not Discuss, Enter, Transter, Proc Transmit Classified/Sensitive National Security information of greater sensitivity than that for which

advised that systemn

evidence of po: nforcem irials.

] horized attempts to upload, download or change informatiog
Abuse Act of 1987, the National Information Infra Prot
Actof1074,

governed by Title 5,

omputer Fraud and
11030, Under the Privacy
personnel information retrieved is system. Disclosure of information is

24, Public Law 93-57

DoliD 5400.11-R and the applicable service directives, Information

contained hetein is exempt from mandatory disclosure under FOLA, Exemptionis) 6 and 7c apply

You are accessing a 1L5. Government (USG) Information System (15) that is provided for USG-authorized use only. By using this 15 (which

includes any device attached to this 18), you consent to the following conditions:

« The USG routinely intarcepts and monitors communications on this 15 for purposes including, but not limited to, penetration testing, COMSEC
menitoring, network operations and defense, personnel misconduct {FM}, law enforcement (LE), and counter 11 ce (CI) investigation:
= At any Hme, ect and ses ored on this [S
@ m ing, ¥ are not private, are subject to routine monitoring, interception, and search, and may be
ed purpose

authentication and access controls) to protect USG interests - -not for your personal benefit or privacy
oes not constitute consent te PV, LE, or Cl investigative searching or monitoring of the content of

privileged communications, or work product, related to personal representation of services by attorneys, ps

= Momwithstanding the above, using this 14

therapists, ot clergy, and their

E7 Note: The left navigation tabs are context dependent; that means they will be different depending on your

profile’s registered roles. You must be registered as an Originator to have access to the Originate menu options..

—
(]
(@)




Originate Prime

1. Select the Originate tab in the left navigation menu to reveal the originate options.

2. Select Prime to begin originating a Prime DD Form 254.

I 2545 -

All DD Form 2545
My Created DD For

All subcontracts

Welcome to NCCS

Create, Manage, and Process DD254s.

Originate Solicitation

1. Inthe left navigation menu, select Solicitation to begin originating a Solicitation DD Form 254.

Classification

1. Select the arrow on the drop-down menu called NCCS Content Classification and select
Classification.

£ Note: Your only options are CUI and Unclassified because NI2 can only store CUI and Unclassified information in

the unclassified government cloud.

Prime Contractor

1. Input the CAGE Code of the prime contractor and select Verify CAGE Code to authenticate it.

E7 Note: CAGE Codes are five-digit alpha-numeric codes used to identify businesses wishing to pursue contracts
with Government. NI2 will look up the CAGE code and verify it against a repository. If the code is correct, the business
name and address will be displayed. If the Cognizant Security Office (CSO) is on file, it will automatically be added. If
the CSO information is not on file, you will have the option to manually type it in.



=1 Note: If you do not know who will be bidding on this contract, you may type TBD for the CAGE code..

2. Review all information and select Start a DD Form 254 to continue.

oY ecome NCCS - ORIGINATE SOLICITATION (i )
NCCS -
N | originate - CLASSIFICATION
Prirme Provide the classification of the information you will be entering in this form:
NCCS CONTENT CLASSIFICATION

Securit

Revier

ALL DO Form UNCLASSIFIED

All DD Form 2545 «

My Created DD For PH cw < 6)

All subcontracts

CAGE CODE

Start a DD Form 254 4—.

Clearance, Specifications, and Follow-On Contract

For Block 1, select the level of facility security clearance required of the entity.

Clearance and Safeguarding (Block 1)
1. Inthe first drop-down menu, select either Confidential, Secret, or Top Secret.

Important: Both selections in Block 1 have warnings for that exceed designation in sam.gov. Verify
that your information is correct.

Choose the level of safeguarding for classified information and materials at the contract facility.

2. Inthe second drop-down menu, select either Confidential, Secret, or Top Secret.

E7 Note: The level of safeguarding for classified information and materials cannot exceed the security clearance

level of the facility. If the entity will not have any requirements to safeguard classified materials for the execution of

the contract, you can select None.

Selecting any option other than “None” will trigger a pop-up box containing additional, relevant
information.
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Specifications (Block 2)

1. Input the contract number. If you do not know the contract number, you may type TBD.

2. Input the date when the bids are due. You can select the calendar icon to select the due date.

Follow-On Contract (Block 4)

1. Select Yes or No in block 4.

2. Select Next to continue.

NCCS - ORIGINATE PRIME / TX001 / Test Business

CONFIDENTIAL -

CONFIDENTIAL -

CLEARAMNCE AND SAFEGUARDING (BLOCK 1)

LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED

LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO/MATERIAL REQUIRED AT FACILITY

SPECIFICATIONS (BLOCK 2)

PRIME CONTRACT NUMBER

TESTING 123456

FOLLOW-ON CONTRACT (BLOCK 4)

PRIME CONTRACT NUMBER

(O o] <@
aD C3 <0

Q1: Classification & Prime

0Q2: Clearance, Spec, and Follow-On
Q3: Actual Performance

Q4: Pracurement Description

Q5: CoNtract ACcess

Qé: Security

Q7: Security Requirements & Inspections
Q& Add Reviewers

Q9 Add Certifier

Q10: Add Contracting Office
Q11: GCA, POC, and Distribution

Review




Actual Performance

For Block 8, add actual performance locations. The business name and address will be pulled from
the previous steps. You may delete the entry if the work will not be performed at that location.

Add Actual Performance Locations (Block 8)

You can add additional sites that will be utilized during the contract's performance either by
searching using their CAGE Code or by manually entering the required information.

1. Select CAGE Code Lookup to enter additional CAGE Codes and verify information.
2. Select Manual Entry to input location details.
3. Select Close to close the pop-up boxes.

4. Select Next to continue.

el weicome NCCS - ORIGINATE SOLICITATION / TX001 / Test Business (5 ]
NECS -
N - - ADD ACTUAL PERFORMANCE LOCATIONS (BLOCK 8) Q1: Classification & Prime
Prime Q2: Clearance, Spec, and Follow-On
Solicitation [ 9 cack Lookup © manual !"'r’] «’" o | Q3: Actual Performance
Security Guidance Action Business Name Business Address CAGE Code C50 Narms

Qd: Procurement Description
Revie

— - ¥ v §5: Contract Access
ALLDDF

[ ] Test Businass 14 Test Streat #133, Baltimare, THOM H-AES 06: Security

Al DD For Sls.
My Created DD For,, Q7: Security Requirements & Inspections
Al Subcontracts 08: Add Reviewers

Q9: Add Certifier
Q10: Add Contracting Office

Q11 GCA, POC, and Distribution

Procurement Description 3'
@]

For Block 9, provide additional information about the contract. The description should be short,
concise, and Unclassified while still providing enough detail to provide an adequate picture of the
project.
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General Unclassified Description of this Procurement: (Block 9)
1. Type a general description in the text box.

2. Select Next to continue.

<
N
o

®

WELCOME NCCS - ORIGINATE SOLICITATION / TX001 / Test Business ;]

- GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT (BLOCK 9) R L

THE INFORMATION PROVIDED SHOULD BE UNCLASSIFIED, Q2: Clearance, Spec, and Follow-On

©3: Actual Performance
Q4: Procurement Description

Q5: Contract ACcess

06: Security

0Q7: Security Requirements & Inspection:

All Sube

Q&: Add Reviewers
Q9% Add Certifier
Q10: Add Contracting Office

Q11 GCA, POC, and Distribution

Review

COLLAPSE © Prev Next © J 4—.

Contract will require access to: (Block 10)

1. Select from the provided options all access that the contract will require.

[l wecome NCCS - ORIGINATE SOLICITATION / TX001 / Test Business o

NCCs -
N Originate 10. CONTRACT WILL REQUIRE ACCESS TO: (BLOCK 10) SRR S
CHECK ALL THAT APPLY Q2: Clearance, Spec, and Follow-0n
[] a. communication Security (COMSEC) Information 03 Actual Performance
[J b. Restricted Data Q4: Procurement Descripticn

D . Critical Nuchear Weapen Design Information (CNWDI) Q5: Contract Access

[] d. Formerly Restricted Data Q6: Security

@. National Intelligence Information:
a ! gence Informatia Q7: Security Requirements & Inspection
[ (1) sensitive Compartmented Information {SCI)

Q&: Add Reviewers
[ 12) mon-sc1
0Q%: Add Certifier
D f. Special Access Program (SAP) Information

) o ) Q10: Add Contracting Office
[] . Morth Atlantic Treaty Organization (MATO) Information

11: GCA, POC, and Distribution

] h. Foreign Gavernment Information 9

Review

[ i. siternative Compensatery Control Measures (ACCM) Infarmation
[ . controlled Unclassified Information (CUIY

[] k. other

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (BLOCK 11)

CHECK ALL THAT APPLY

D b, Receive and store classified documents only

[] c. Receive, store, and generate classified information or material

[ 4 eabricar na L Lacaifiad barru




In performing this contract, the contractor will: (Block 11)

1. Select from the provided options all access that the contractor will require.

=1 Note: Some options will be grayed out or automatically selected for you based on information entered earlier

within the application and within this block itself. These automatic selections are driven by business rules determined

by DCSA.

Solicitation

Security Guidance

Revie

ALL

Al DD Form 2545

My Created DD Far...

All Subcontracts

NCCS - ORIGINATE SOLICITATION / TX001 / Test Business

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (BLOCK 11)

CHECK ALL THAT APPLY
[

[ b. Recelve and store classified documents only

[] c. Receive, store, and generate classified information or material

[[] d. Fabricate, modify, or store classified hardware

[ e. Perform Services Only

[] . Have access to U.S. classified information outside the U.S., Puerto Rico, U.5. Possessions and Trust Territories

[[] g Be authorized to use the services of Defense Technical Information Center (DTIC) or other secondary distribution center
C b, Require a COMSEC account

[[] i. Have a TEMPEST requirement

[__ |- Have Dperations Security (OPSEC) requirements

[ k. Authorized to use Defense Courier Service

[] 1. Receive, store, or generate Controlled Unclassified Information (CUI}

[ m. Other

PUBLIC RELEASE (BLOCK 12}

PUBLIC RELEASE OPTIONS

DESCRIPTION OF AUTHORITY (270 CHARACTER LIMIT)

Q1: Classification & Prime

Q2: Clearance, Spec, and Follow-On
Q3: Actual Performance

Q4: Procurement Description

Q5: Contract Access

Q&: Security

Q7

Q8: Add Reviewers

curity Reguirements & Inspections

Q9: Add Certifier
Q10: Add Contracting Office
§11: GCA, POC, and Distribution

Review

Public Release: (Block 12)

For Block 12, provide guidance on the appropriate entity that has public release authority for the

contract.

1. From the Public Release Options drop-down menu, select Direct or Through.

2. Type a Description of Authority in the free text field. There is a 270 character limit for this field.

3. Select Next to continue.
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& NI2

NCCS -
Originate -
Prime
Solicitation
Security Guidance

Review & R

ALL 0D For

All DD F

My Craated
Al Subee

[ m. other

PUBLIC RELEASE OPTIONS

[] e perform Services Only

PUBLIC RELEASE (BLOCK 12)

Direct

Through (Specify below)

WELCOME NCCS - ORIGINATE SOLICITATION / TX001 / Test Business

L - ne N RIS

[ d. Fabricate, modify, or store classified hardware

[ f. Have access to U5, classified infermation outside the U.S., Puerto Rice, U5, Possessions and Trust Territories
[] g Be authorized to use the services of Defense Technical Information Center (DTIC) or other secondary distribution center
] h. Require a COMSEC account
_ [ i. Have a TEMPEST requirement
54z ] . Have Operations Security (OPSEC) requirements
For [ k. Autherized to use Defense Courier Service

u |- Receive, store, or generate Contralled Unclassitied Information (CUIY

CTER LIMIT)

COLLAPSE © Prev Next © | ﬂ

[nd
e

Q1: Classification & Prime

GQ2: Clearance, Spec, and Follow-0On
0Q3: Actual Performance

Q4: Procurement Description

Q5: Contract Access

Q6: Security

GQ7: Security Requirements & Inspectiony
G8: Add Reviewers

Q9: Add Certifier

Q10: Add Centracting Office
011: GCA, POC, and Distribution

Review

Security Guidance: (Block 13)

On this screen, the NI2 application automatically generates the Block 13 Security Guidance based on
your selections in the Blocks 10 and 11. The cards in this panel make up the Security Guidance. Your
cards will vary based on your previous selections. For example, if you selected option “a” from the
Contract Access section of Block 10, you will see a card called “Ref, 10a" in this guidance.

1. To edit a card, select the pencil icon in the card’s upper right-hand corner.

2. Make changes to the text.

3. Select Save to preserve your changes.

E7 Note: If you want to revert to the default verbiage, you can press the reset button on the top right of the card.

E7 Note: The Block 13 General card cannot be deleted. However, if your organization does not require them, all

other cards can be removed completely by selecting the delete icon -the trashcan- in the card’s upper right-hand

corner.

4. To apply a security guidance template unique to your organization, select the template from the

drop-down menu called Security Guidance Template at the top of the screen.

5. Select Apply Template.

6. Select Next to continue.



mll weLcome NCCS - ORIGINATE SOLICITATION / TX001 / Test Business

NCCS -

Bhack 13 Ganeral

- SECURITY GUIDAMNCE (BLOCK 13)

Prime

OTE:Inpel orly ko fo sl s, Rich et Forreatting vl b sl
The cards you see below are based on your checked =i

Block 13 General

Facili ty Securf Ty Clearance: The Contraggor
- shall possess and maintain,..

All DD Forrm 2548

Not Edited
My C

ted DD For

All subcontracts

Spec, and Follow-0n
ormance
nt Description

£ess

quirements & Inspection:

vers
er
racting Office
e , and Distribution

T

Additional Security Requirements: (Block 14)

Answers for Blocks 14 and 15 may be automatically selected based on your selections in Blocks 10

and 11.

1. Select Yes or No. If you select Yes, you must include additional information in the free text field.

2. Make changes to the text.

Controlled Unc

ssified Infarmation

NI2
wiLcom NCCS - ORIGINATE SOLICITATION / TX001 / Test Business

[=1 -

ADDITIONAL SECURITY REQUIREMENTS (ELOCK 14)

ARE THERE ADDITIONAL REQUIREMENTS, IN ADDITION TO NISPOM REQUIREMENTS FOR CLASSIFIED INFORMATION, ESTABLISHED FOR THIS
CONTRACT?

EXPLAIN AND IDENTIFY SPECIFIC AREAS AND GOVERNMENT ACTIVITY RESPONSIBLE FOR INSPECTIONS,

My Created DD For.

All Subcontracts

INSPECTIONS (BELOCK 15)
ARE THERE ADDITIONAL REQUIREMENTS, IN ADDITION TO NISPOM REQUIREMENTS FOR CLASSIFIED INFORMATION, ESTABLISHED FOR THIS CONTRACT

ves () Ne

DENTIFY PERTINENT CONTRACTUAL CLAUSES IN THE CONTRACT DOCUMENT ITSELF, OR PROVIDE AN APPROPRIATE STATEMENT WHICH IDENTIFIES
ADDITIONAL REQUIREMENTS

COLLAPSE

© Prev Next ©

qQuec

ssification & Prime

Q2: Clearance, Spec, and Follow-On
g3: Actual Performance

Q4: Procurement Description

Q5: Contract Access

urity

Q7: Security Requirements & Inspect
QE: Add Reviewers

Q9: Add Certifier

Q10: Add Contracting Office

a1

CA, POC, and Distribution

Review

—
(]
(@)
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Inspections: (Block 15)

1. Select Yes or No. If you select Yes, you must include additional information in the free text field.

2. Select Next to continue.

Select Reviewers

For Block 13, you can select up to eight reviewers to review your DD Form 254. After you submit
your draft DD Form 254, NI2 will systematically pass it from one reviewer to the next. Reviewers are
not required for the DD Form 254; if you do not wish to add any reviewers, you can skip this step.

To find a reviewer, you can sort and filter by Name, Primary Organization, Secondary Organization,
Phone Number, or Email. If you do not find someone’s name on this grid, it is possible that they are
not registered in NI2. Registration is required before they can be selected as a reviewer, certifier, or
contracting officer.

1. Select the reviewer's name.
2. Select Add Reviewer in the upper-right side of the panel.
3. Toremove a reviewer, Select the “X” next to the reviewer's name.

4. Select Next to continue.

NI2 i
wewcome NCCS - ORIGINATE SOLICITATION / TX001 / Test Business (5 ]
NEes -
- SELECT REVIEWERS (BELOCK 13) Q1: Classification & Prime
Prime No Raviewers Selected GQ2: Clearance, Spec, and Follow-On
Solicitation 0Q3: Actual Performance
el Q4: Procurement Description
2. 1 x . e
o ) Total Users Q5: Contract Access
All DD Form 2545 o o Q6: Security
= Q7: Security Requirements & Inspection:

My Created DD For.

SELECT REVIEWERS (BLOCK 13) Qs Ad Revi

Reviewer NCC Guv@“ w Q9: Add Certifier

Q10: Add Contracting Office

All subcontracts

Revicwar o Fake Org |

Q11: GCA, POC, and Distribution

Review

LOLLAREE m IO ﬂ




Select Certifier: (Block 17)

For Block 17, only one certifier can be selected on DD Form 254.
1. Select the certifier's name.
2. Select Set Certifier in the upper-left side of the panel.

3. Select Next to continue.

& NI2 A @®

weLcowe NCCS - ORIGINATE SOLICITATION / TX001 / Test Business ;)
NCCs -
orginae - SELECT CERTIFIER (BLOCK 17) SO L=
Prime No Certifier Selected Q2: Clearance, Spec, and Follow-0On
Sal Q3: Actual Performance
> = 1 Q4: Procurement Description
X 5: Conftract Access
M 2545 - Total Users Q5 Contract Access
— = Q6: Security
All B Forrn 2545 B+ setCertifier | 25 settings 1match Q)
My i OO Far Q7: Security Requirements & Inspeclions
Y G e e Full Mame Tier 0 fer 1 hone Humber Email Qut Of Office Dates 08: Add Reviewers
¥ Qo: Add Certifier
Certifier Fake Org | Nia (345} 678-7654 gat_254_certify_1@dcs Q10: Add Contracting Office
Q11: GCA, POC, and Distribution
Review

COLLAPSE m | Next © «

—
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Select Contracting Officer: (Block 16 d, e, f)

Once your DD Form 254 has been reviewed and certified, it will be ready for release by the

contracting officer.
1. Select the Contracting Officer's name.
2. Select Set Contracting Officer in the upper-left side of the panel.

3. Select Next to continue.

WELCOME NCCS - ORIGINATE SOLICITATION / TX001 / Test Business

Griginate - SELECT CERTIFIER (BLOCK 17)

Certifier NCC Gw@ H

1

Total Users

GOVERNMENT CONTRACTING ACTIVITY
(BLOCK 16 A,B,C)

GCA NAME

ACTIVITY ADDRESS CODE [AAC) OF THE CONTRACTING OFFICE

0 13545 . -
amt Set Certifier
My Created DD For.

Mamej
All Subcontracts el

ADDRESS LINE 1
Cartifier o

ADDRESS LINE 2

Ty STATE ZIP CODE

COLLAPSE m IO ﬂ

‘a
1matech )

Out Of Office Dates

Q1: Classification & Prime

Q2: Clearance, Spec, and Follow-0n
Q3: Actual Performance

Q4: Procurement Description

Q5 Contract Access

Q6: Security

Q7F: Security Requirements & Inspection)
Q8: Add Reviewers

Q%: Add Certifier

Q10: Add Contracting Office

911: GCA, POC, and Distribution

Review




Government Contracting Activity: (Block 16 a, b, c)
1. For Block 16 a, b, ¢, input the address of the Government Contracting Activity.
Point of Contact: (Block 16 d, e, f)

For Block 16 d, e, f, you will find pre-populated Point of Contact information. This information aligns
to the contracting officer you have identified in the form.

Required Distribution by the Certifying Official: (Block 18)

1. For Block 18, select where you would like the completed DD Form 254 to be sent.

2. Select Next to continue.

WELCOME NCCS - ORIGINATE SOLICITATION / TX001 / Test Business o
[==3 - Testing
orlginate - PO TELEPHONE Q1: Classification & Prime
Prime ACTIVITY ADDRESS CODE (AAC) OF THE CONTRACTING OFFICE CZ Clearaqce. SDE:I and Follow-On
TEST11

Solicitation o3 Parformance
5 EMAIL ADDRESS Q3: Actual Performance
ADDRESS LINE 1 Q4: Procurement Description

10 Testing Way Q5: Contract Access

QE: Security

ADDRESS LINE 2
QF: Security Requirements & Inspection

Q8: Add Reviewers
oy STATE ZIP CODE 09: Add Certifier

Testing Tennessee = 12345 Q10 Add Contracting Office

Q11: GCA, POC, and Distribution

Review

REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL (BLOCK 18)
CHECK ALL THAT APPLY
[ a. contractar
[ k. subcontractor
[[] e. cognizant Security Office for Prime and Subsentracter
[[] d. us. Activity Responsible for Overseas Security Administration
[ e. Administrative Contracting Officer

[ f. Other as Mecessary

COLLAPSE m Next © ﬂ
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Tag Agencies

On this screen, you have the option to tag agencies before submitting the DD Form 254.

1. Select Tag Agencies to open a pop-up window.

2. Select the appropriate agency and any additional hierarchy tiers as required.

3. Select Add Agency and verify that it appears in the Tag Agencies window, then select Save.

NCCS - ORIGINATE SOLICITATION / TX001 / Test Business

B WELCOME

NCCS -

N - - REVIEW AND SUBMIT
Prime There were no errors found in the DD Form 254. The DD Form 254 can be submitted for review,
Soliciation

Security Guidance

Review & Release

ALL DD Form Z54s -

All DD Faem 2545 ADDITIONAL DOCUMENTATION
Wy Created DD For.. By uploading you may pravide Perscaall y i i Sacial Security Nurnbers (S5N). Disclosure of your SS5N is voluntary. This infarmation
Al salety for your request IAW E,0, 12829, National Industrial Security Far more details, pi our Privacy Act Statement.

[ & Select any applicable documentation for this submission ]

“You may upload up te 25 files for thes DD 254, Each file cannot exceed 25 MB.

TAGGED AGEMNCIES
-
2= settings | @ Add Agency o
At Primary Org Sacendary Org Tertlary Ovg Quaternary Org Quinary Org Senary Org
| = || v v v | v
Fake Org | N A 7S i HiA

Q1: Classification & Prime

Q2: Clearance, Spec, and Follow-On
Q3: Actual Performance

Q4: Procurement Description

Q5: Contract Access

Q6 Security

Q7: Security Requirements & Inspectiony
QE: Add Reviewers

Q9: Add Certlfler

Q10 Add Contracting Office

Q11: GCA, POC, and Distribution
Review

Add Tagged Agency

TIER 0 ORGANIZATION

TIER 1 ORGANIZATION

TIER 2 DRGANIZATION

TIER 3 ORGANIZATION

TIER 4 ORGANIZATION

TIER 5 ORGANIZATION




Form Validation
Review and validate your DD Form 254 before submitting it for the next step in the workflow.

On this screen, you will be presented with errors or warnings found within the information you have
provided. Review the errors or warnings and take any necessary actions to ensure the information
you have provided is accurate and complete.

1. Select the hyperlink.

2. Select the check mark from the section navigation on the right of the screen to take you back to
the Form Validation section.

=1 Note: InNi2, you can use this navigation bar at any point in originating a DD Form 254 to move to different
sections. Your work on the DD Form 254 is auto saved in NI2. You can exit the document at any time and return to

your saved work.

With errors addressed and warnings acknowledged, consider reviewing the finalized information in
the PDF version and saving a copy for your documentation.

3. Select View PDF to review your DD Form 254.
4. Select the Exit button the “X” at the top right of the PDF to continue.

You are now ready to submit your DD Form 254 to the next stage of the process, having reviewed
and corrected it.

5. Select Submit DD254 w/Warnings.

6. Select Submit DD254 to confirm your submission.

(=l weLcome NCCS - ORIGINATE SOLICITATION / TX001 / Test Business o

NCCS -
N Originate - REVIEW AND SUBMIT

Prime

There were no errors found in the DD Form
Soliciation

—
o
(@]

Security Guidance
Review & Release
ALLDD Form 2545 —
All DD Faem 2545 ADDIZONAL DOCI NTATIO

My Created DD For... By up ccuments, you ide Perscaally Submitting this form will route the form to the selected reviewers for review.

All Subcontracts will e used salely for Pro<essing yaur request 1AW E.0, 1
[SCP | submit DD254

Confirm Submission

“fou may upload up!

TAGGED AGENCIES

-
== Settings e Add Agency 0
Aeti... Primary Org Secondary Org Tartlary Org Quatarmary Org Quinary Org Senary Org

v v v v v v

Fake Org | M/A L) LI Mia A
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Creating a Revised DD Form 254 in NI2

Role

The Government Originator is the requirements owner who is responsible for creating the draft DD
Form 254.

Revised DD Form 254s

Revised DD Form 254s are issued when there is a change to the classification guidance or security
requirements of the contract.

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

National Industrial Security System
(NISS)

Increment II (NI2)

This is an official U.5. Government (USG) Information System (15 for authorized use only.

Do not Discuss, Enter, Transter, Proce:

¢ Transmit Classified/Sensitive National Security information of greater sensitivity than that for which
4 nd monitoring. All individual vised that system

I irials.

tion is strictly prohibited and may be p hable undar i ter Fraud and
Protection Act of 1906, and U tates Code Title 18, Section 1030. Under the Privacy
Act of 1974, individuals with access to NISS must safepuard personnel information retrieved h this system.

Title 5, DoliD 5400.11-R and the applicable service directives, Information

@ Unauthorized attempts to upload, dewnload or change info
Abuse Act of 1987, the National Information Infras

sclesure of information is

governed b nited State €

2a, Public Law 93-57

contained hetein is exempt from mandatory disclosure under FOLA, Exemption]

)6 and 7c apply

You are accessing a 1L5. Government (USG) Information System (15)
includes any device attached to this 18), you consent to the following conditions:

provided for USG-authorized use only, By using this 15 (which

USG routinely intercepts and monltors communleations on this 1S for purposes
menitoring, network operations and defense,
£ ect and seize da

peluding, but not limited to, peneteath

sring, COMSEC

) investigation

sonnel misconduct and counterintell e |

X}, law enforcement

ored on this I8

@ = i ing, ta stored on, t are not private, are subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG-authorized purpose

= This [8 includes security measures (e.g., au

antication and access controls) to protect USG interests - -not for your personal benefit or privacy
= Momwithstanding the above, using this 1$ does net constitute consent to PM, LE, or CI investigative searching or monitoring of the content af

ged communications, or work product, related to personal representation or services by attorneys, p:

chotherapists, or clergy, and their

—
(]
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NI2 Welcome Screen

1. Select the Review & Release tab in the left navigation menu to reveal the revision options.

E7 Note: The left navigation tabs are context dependent; that means they will be different depending on your
profile’s registered roles. You must be registered as an Originator to have access to the Originate menu options.

NI2

WELCOME

Nees =

Welcome to NCCS

Creata, Manage, and Process DDI54s.




UNCLASSIFIED

Released List

1. Find the released contract. You can search by entity name, contract number, CAGE Code, type,
version, content classification, release date, GCA full name or GCA Activity Address Code (AAC).

2. Under the Action column, select the two overlapping pages icon to edit the original DD Form 254.

E7 Note: Originators can edit released DD Form 254s that they created or that they have access to based on their
registration. The presence of the icon with two overlapping pages indicates that you have access to that form.

3. Select Create Revision in the pop-up box.

E7 Note: From here, Ni2 will lead you through the blocks of the released DD Form 254. All of the blocks are editable
for your revision. For step-by-step instructions on completing all blocks of a DD Form 254 in NI2 System, please see

ZIN Ul #/SZ w104 g pasiAsy e Suneau)

“Originating a Prime DD Form 254 in this Government User Guide

4. To proceed through the DD Form 254, select Next at the bottom of each screen.

Create a new DD Form 254 from this contract specification:

MOTE: You will not be able to create another Revision or Final DD Form 254 from
this contract specification after you create this Revision/Final.

UNCLASSIFIED
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Creating a Final DD Form 254 in NI2
Final DD Form 254s

A Final DD Form 254 is issued only if the contractor requests the right to retain any project-related
classified materials beyond the National Industrial Security Program Operating Manual (NISPOM)
permitted time frame.

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

National Industrial Security System
(NISS)

Increment II (NI2)

. | Acknowliedge I

This is an official U.5. Government (USG) Information System (15 for authorized use only.

Do not Discuss, Enter, Transter, Proce: ¢ Transmit Classified/Sensitive National Security information of greater sensitivity than that for which

nd monitoring. All individuals are advised that system
administrators may provide evidence of pos i
@ Unauthorized attempts to upload, dewnload or change info

ch monitoring to priate lam
Abuse Act of 1987, the National [nform Act of 1996, and Uni
Act of 1974, individuals with access to NISS must safepuard personnel information retrieved
i DaDD
1A, Exemptionis) 6 and 7c apply

forcems icials
Compute
tates Code Title 18, Section 1030. Under the Privacy
h this system. Disc

hable undar th

ictly prohibited and may be p fraud and

ion Infras Protectic

lesure of information is

Title 5, United State €

2a, Public Law 93-57 5400.11-Rand the applicable service directives. Information

contained hetein is exempt from mandatory disclosure und

You are accessing a 1L5. Government (USG) Information System (15) is provided for USG-anthorized use only. By using this 15 (which

includes any device attached to this 18), you consent to the following conditions:

UsG routinely intercepts and monitors communleations on this 15 for purposes including, but not limited to, penetrath

tesring, COMSEC

11 2 (CI)

sonnel misconduct
USG may inspect and set ed on this [5

@ = Communic 15 usin, ta stored on, are not private, are subject to routine monitoring, interception, and search, and may be
sclnsed or used for any USG-aut purpose

and counter

nvestigation:

monitoring, network operations and defense, L}, lerw entorcement (.

= This [8 includes security measures (e.g., au tication and access controls) to protect USG interests - -not for your personal benefit or privacy

= Nomwithstanding the above, using this 1$ does not constitute consent to PM, LE, or Cl investigative seal

ching or monitoring of the content of

ged communications, or work product, related to personal representation ot services by attorneys,

chotherapists, or clergy, and their

—
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(@)




NI2 Welcome Screen

1. Select the Review & Release tab in the left navigation menu to reveal the revision options.

=7 Note: The left navigation tabs are context dependent; that means they will be different depending on your
profile's registered roles. You must be registered as an Originator to have access to the Originate menu options.

NI2

WELCOME

Nees -

Welcome to NCCS

Create, Manage, and Process DD2545,

Released List
In the left navigation menu, select Released List to begin creating a final prime DD Form 254.

1. Find the released contract. You can search by entity name, contract number, CAGE Code, type,
version, content classification, release date, GCA full name or GCA AAC.

2. Under the Action column, select the two overlapping pages icon to edit the original DD Form
254,

ToC

E7 Note: If you created or have permission to access a released DD Form 254 (based on your registration), you can
edit it. The overlapping pages icon shows you have access.



UNCLASSIFIED

3. Select Create Final in the pop-up box.

=1 Note: From here, Ni2 will lead you through the blocks of the released DD Form 254. All of the blocks are editable
for your revision.

4. You may proceed through the DD Form 254 by selecting Next at the bottom of each screen.
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Create a new DD Form 254 from this contract specification:

NOTE: You will not be able to create another Revision or Final DD Form 254 from
this contract specification after you create this Revision/Final.

Final DD Form 254 (Block 5)

Block 5 is an extra block in NI2 only used for Final DD Form 254s. You will find Block 5 on the screen
titled “Clearance, Specifications, and Follow-On Contract”.

1. Type the Final Request Date. You can select the calendar icon to choose the date.
2. Type the number of days for the retention period.

3. Select Next to continue.

=7 Note: For step-by-step instructions on completing all blocks of a DD Form 254 in NI2, please see “Originating a

Prime DD Form 254" in this Government User Guide.

UNCLASSIFIED
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Creating an Acquisition Assist DD Form 254 in
NI2

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

National Industrial Security System
(NISS)

Increment II (NI2)

Acknowiedge

This is an official U.5. Government (USG) Information System (15 for authorized use only.

Do not Discuss, Enter, Transter, Process, or Transmit Classified/Sensitive National Security information of greater sensitivity than that for which
constitutes consent to security b d momitoring. All individuals are advised that system
iminal ac mitori appropriate lw enforcem tf
ized attemnpts to upload, download or change infl i i he Computer Fraud and

of 1987, the Nati States Code Title 18, Section 1020, Under the Privacy
individuals with access to NISS must safepuard personnel information retrieved thin

icials

ors may provide evidence of poss

nal nform

Actof107 rph this system. Disclosure of information is

Inited State C plicable service directives, Information

governed by Title 5, , Section 5524, Public Law 93-579, DoDD 5400.11- R and the

contained hetein is exempt from mandatory disclosure under FOLA, Exemptionis) 6 and 7c apply

You are accessing a 1L5. Government (USG) Information System (15) o provided for USG-anthorized use only, By using this 15 (which

includes any device attached to this 18), you consent to the following conditions:

SG poutinely intercep

s and monitors eommunlearions on this 15 for purposes including, but not limired to, penetration testing, COMS!

ersonnel misconduct

), and counter

monitoring, network operations and defense, ¢ M}, law enforcement e {CI) investigations

e USG may inspect and seize data stored on this [5

@ = Communications using, or data stored on, this 1S are not private, are subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG-authorized purpose

his [ includes security measures authanticatio

1d access controls) to protect USG interests - -not for your personal benefit or privacy

15 does not constitute consent to PV, LE, or Cl investigative searching or monitoring of the cantent of

1 communications, or work product, related to personal representation or services by attorne wotherapists, or clergy, and their

Y
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NI2 Welcome Screen

1. Select the Review & Release tab in the left navigation menu to reveal the revision options.

E7 Note: The left navigation tabs are context dependent; that means they will be different depending on your

profile’s registered roles. You must be registered as an Originator to have access to the Originate menu options.

NI2

WELCOME

Nees

Welcome to NCCS

Create, Manage, and Process DD2545,

Released List
In the left navigation menu, select Released List to begin creating a final prime DD Form 254,

1.

Find the released contract. You can search by entity name, contract number, CAGE Code, type,
version, content classification, release date, GCA full name or GCA AAC.

Under the Action column, select the two overlapping pages icon to edit the original DD Form
254,

E7 Note: If you created or have permission to access a released DD Form 254 (based on your registration), you can

edit it. The overlapping pages icon shows you have access.




UNCLASSIFIED

3. Select Create Acquisition Assist in the pop-up box.

=1 Note: From here, Ni2 will lead you through the blocks of the released DD Form 254. All of the blocks are editable
for your revision.

4. You may proceed through the form by selecting Next at the bottom of each screen.

()
-
(D
Q
=3
>
0Q
Q
5
>
()
Q0
=3
n
=3
O
5
>
n
0
n
—t

Create a new DD Form 254 from this contract specification:

NOTE: You will not be able to create another Revision or Final DD Form 254 from
this contract specification after you create this Revision/Final.

Acquisition Assist DD Form 254 (Block 2)

Block 2 is an extra block in NI2 only used for Final DD Form 254s. You will find Block 2 on the screen
titled “Clearance, Specifications, and Follow-On Contract”.

1. Select the Acquisition Assist type required and input the acquisition assist number.
2. Select Add Acquisition Assist to confirm.

3. Select Next to continue.

=7 Note: For step-by-step instructions on completing all blocks of a DD Form 254 in NI2, please see “Originating a

Prime DD Form 254" in this Government User Guide.

UNCLASSIFIED
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Government Reviewer
Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

National Industrial Security System
(NISS)

Increment II (NI2)
[ 5 | Acknowiedge

This is an official U.5. Government (USG) Information System (15 for authorized use only.

Do not Discuss, Enter, Transfer, Process, or Transmit Classified/Sensitive National Security informa
stitu sent to security testing and monite

ivity identified du

f greater sensitivity than that for which
ing. All individuals are advised that system

ych monitoring to appropriate L enforcem
1d may be pu
t d States Code Title 1
fernard personnel information retrieved throuw

ection 5524, Public Law 93-579, DoDD 5400.11-Rand the &

em is authorized. Use of this

administrators may provi
<> ] horized attempts bo
Abus of 1987, the Nat:
4, individuals with access to NISS must :

evidence of possible criminal

ficials.

1able under t

ad, download or change ir “omputer Fraud and

Section 1030. Under the Privacy

nal [nformation Infrastructure Prot

h this system. Disclosure of information is

nited State Cod cable service directives, Information

ntained herein is exempt from mandatary disclosure undes FOTA, Exemption(s) 6 and 7c apply

You are accessing a 1L5. Government (USG) Information System (15) that is provided for USG-authorized use only. By using this 15 (which

includes any device attached to this 18), you consent to the following conditions:

USG routinely intercapts and monltors communleations on this 15 for purposes including, but not limited to, panetrathon testing, COMS
menitoring, network operations and defense, personnel misconduct {PM}, law enforcement (.
ored on this [5

and counterintell

e (CI) investigations

may inspect and seize
@ . ing, ta stored is 15 are not private, are subject to routine monitoring, interception, and search, and may be

—
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NI2 Welcome Screen
There are three ways to begin the review process of this form:

1. From the Notifications box, select the business name of the prime contractor.

2. From the left navigation menu, select My Dashboard. Here, you can locate the DD Form 254
under “My Assigned Contracts”.

3. From the left navigation menu, select Review & Release. Next, select Pending Review List.

=l WELCOME

NCCS -

Welcome to NCCS

Create, Manage, and Process DD254s.




Pending Review List
From here, you have two action options:

« Selecting the PDF icon opens a draft PDF version of the form, offering a quick preview without
going into the review screens in the application.

« Selecting the pencil icon allows you to enter the review mode of this DD Form 254 in the
application. You will only have the editing option if you have editing permissions for this DD
Form 254.

o . NCCS - PENDING REVIEW LIST (i ]
NCes -
N Review & Release 1 x n
Fanding Revlew Total DD254s
Pending Gov Revie.., 25 Seottings tmatch Q)
F + Actio Entity Namea Contract Number CAGE Cade Type Version Content Classifi GCA Full Nama GCA AAC
E“ j Test Business TESTING123456 THoo1 Prime Original UNCLASSIFIED Testing TESTIN I

Review Mode Blocks (1-9) (16-18)
1. Select Blocks (1-9) (16-18) at the top of the screen. These are read-only blocks.
2. There are two ways to review the information in Blocks (1-9) (16-18):
+ Open the PDF by selecting Preview at the top-right corner of the screen.
« Inthe NI2 system, scroll down to read Blocks 1-9 and 16-18.
3. Ifthere are errors in these blocks for the originator to correct, select Return to Originator.
4. Inthe Return to Originator pop-up box, type a reason for returning the form.
5. Select Return to Originator.

The originator gets the DD Form 254 back, fixes it, and sends it through the review process again.

E7 Note: Best practice is to review the entire DD Form 254 before returning it to the originator.

J01



Test Business - TESTING123456

Panding Review List » Test Business

Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blecks (13) Reviewers Documents > I
CLASSIFICATION
Classification of DD Farm 254 BO
CLASSIFICATION
UNCLASSIFIED
CLEARANCE, SPECIFICATIONS, AND FOLLOW-ON CONTRACT
Classification & Prime Contractor, Specifications, Follow-On Contract B1-B4

FCL LEVEL REQUIRED
CONFIDENTIAL

20 CONTRACT TYRE

Prime

3A. DD FORM 254 TYPE
Original

FINAL DD FORM 254 REQUEST DAT

LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO
CONFIDENTIAL

PRIME CONTRACT NUMBER

TESTING 123456

RELEASED DATE

FINAL RETENTION PERIOD (DAYS)

Review Mode Blocks (10-12) (14-15)

1.

Select Blocks (10-12) (14-15) at the top of the screen. The user in the reviewer role has
permissions to make edits in these blocks.

Review the information in Blocks (10-12) (14-15). Select the Pencil icon to go into edit mode.

Check or uncheck option selections.

Select Save.

WELCOME Test Business - 1234567890123

nees - Test Business

Blocks (1-9) (16-18)

CONTRACT ACCESS

Contract will require access to
SELECTED

108

Blocks (10-12) (14-15)

Blocks (13)

In performing this contract, the

oo
contractor

SELECTED:

SECURITY REQUIREMENTS AMD INSPECTIONS

dditl | Security Req
SELECTION
Yes
ADDITIONAL REQUIREMENT DETAILS
Testing Testing

11e
&
# B4 Inspections
SELECTION
s

ADDITIGNAL REQUIREMENT DETAILS

Testing Testing

Reviewers Documents

B11 Public Access #£ B2
PUBLIC RELEASE OPTIONS
Direct
PUBLIC RELEASE AUTHORITY
i

Testing Testing




Review Mode Block 13

Select Block 13 at the top of the screen. Changes to Blocks 10 and 11 will be reflected in Block
13.

1

2. Select the Pencil icon to make changes.

3. Select Save.

(=l weicom Test Business - TESTING123456 Praview

NCoS - Pending Review List = Test Business

Pending Review List Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers Documents >

Pen

SECURITY GUIDANCE Freview

Bleck 13 General .—> E

Facility Security Clearance: The Contractor shall possess and maintain a facility clearance granted by tha Defense Counterintelligence and Security Agency (DCSA). The Contractor's employees, parforming
work in suppert of this contract (not technicians as stated below) will require security clearance/eligibility determination based on a favorably adjudicated T5 or TSR with SC1 eligibility: be within
investigation scope andfer currently enrolled in Centinuous Evaluation (CE)/ Continuous Vetting {CV) at the tirme of contract award and throughout the life of the contract to include all potential option
years identified in this PWS. The DD 254 will be housed within the NCCS through the life of the contract. The Contractor shall be registered within NCCS at time of award to gain access to the DD 254, 1t is
incumbent upan the Contractar to ensure that the necessary security paperwork i submitted in sufficient time to enable each individual to be deared prior 1o beginning work on this centract, In the
event that the NCCS Is superseded by another System of Record, the same requirements a...

Refl0a s

Ref 10a: The performance of this contract shall require access to Communication Security (COMSEC) and Controlled Cryptographic item (CC1) information and Secure Telephone Equipment necessary for
secure communications. Access to COMSEC information, material, and equipment i restricted to U.S, citizens holding FINAL LS. government security cheara ibilities. Such inf: tion is NOT
releasable to personnel holding interim or reciprocal clearances, Dol 5220.22-M, 32 CFR, National Security Agency (NSA) Central Security Service [C55), MSA/CSS Policy Manual No. 3-16 “Contral of
Communications Security [COMSEC) Material,” 5 August 2005, applies to this contract. An approved subcontracting plan and Government Contracting Officer written approval is required prior to granting
COMSEC access to a subcontractor.

=l weicome Test Business - TESTING123456 Praviaw
{necs| nNCCs - Pending feview List > Test Business
N . _

Pending Review List Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers Documents | >

Penting

ad List
SECURITY GUIDANCE Preview
Block 13 General I

Facility Security Clearance: The Contractor shall possess and maintain a facility clearance granted by the Defense Counterintelligence and Security Agency (DCSA). The Contractor's employees, parforming
work in suppart of this contract (not technicians as stated below) will require security clearance/eligibility determination based on a favorably adjudicated T5 or TSR with SC1 eligibility: be within
investigation scope and/fer currently enrolled in Continuous Evaluation (CE) / Centinuous Vetting {CV} at the time of contract award and throughout the life of the contract to incude all potential option

—
(]
(@)

years identified in this PWS. The DD 254 will be housed within the NCCS through the life of the contract. The Contractor shall be registered within NCCS at time of award to gain access to the DD 254, It is
incumbent upen the Contractar to ensure that the necessary securilty paperwark is submitted in sufficient time to enable each individual to be cleared prior te beginning work on this contract, In the
event that the NCCS s superseded by another System of Record, the same requirements a...

Refi0a s

Fief 10a; The perfermance of this contract shall require access to Communication Security (COMSEC) and Controlled Cryptographic Item (CC1) information and Secure Telephone Equipment necessary for
secure communications. Access to COMSEC information, material, and equipment i restricted to LS. citizens holding FINAL LS, government security cheara ibilities. Such inf tion is NOT
releasable to personnel holding interim or reciprocal clearances, DeD 5320.22-M, 32 CFR, Mational Security Agency (N5A) Central Security Service [C55), NSA/CSS Policy Manual No. 3-16 “Contral of
Communications Security [COMSEC) Material,” 5 August 2005, applies to this contract. An approved subcontracting plan and Governmant Contracting Officer written approval is required prics to granting
COMSEC access to a subcontractor.
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Reviewers

The reviewer list shows you all the reviewers assigned to this DD Form 254. You can see who has

already reviewed the form and who will review it after you. The DD Form 254 can have up to eight
reviewers.

1. Select the Reviewers tab at the top of the screen.
Documents

The Documents tab allows you to see all the documents uploaded during the creation of the DD
Form 254. You can download these documents for further review.

1. Select Documents tab at the top of the screen.
History

The History tab tracks the DD Form 254s journey from creation to release. It tracks changes and
updates to the document that you and other reviewers have made.

1. Select History tab at the top of the screen.



Sign

If you are satisfied with your review and do not have any suggested changes, you can proceed to the
end of the process.

1. Select Sign.

2. Select Sign Form.

You, government reviewer, have now signed the form. From here, the DD Form 254 will either move
to the next reviewer or advance to the certifier.

wcons Test Business - TD7819823SDE88000 i (S -

Nees - Pending Review List > Test Business
Raview & Releasq -
a2 s < Blocks (1-9) (16-18) Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers Documen| H
Pending Gow Revie... ————
Released List

ALL DD Form 2545

Refi1j s
Ref 11j: OPERATIONS SECURITY [OPSEC) REQUIREMENTSThe contractor shall comply with OPSEC nLained in the thereta, or identified herein. The contractor will comply with all security and
OPSEC policies, directives, instructions or mandates as directed. DPSEC and ather security guidance |ssned to the Prime Contractor shﬂ also apply to subcontractors warking on this effort. The contractor will ensure compliance with
the Agency's OPSEC Palicy Critical s Llsticll.J. and ified documant ttams of critical i ian are those facts, which individually, ar in the aggregate, reveal sensitive details
abiout the missian, operation, etc., and i ial collection or itation.Include DFSEC as part of the security awareness program, The contractee shall be familiar with DPSEC and will be required to
take government furnished indtial and annual refresher OPSEC training and will of their continued [0 protect sensiciy a5 directed by DoDM 52...

Refi1l ’

Ref 111: Contrelled Unclassified Infarmation (CLI / Receive, Stare, or Generate Contralled Unclassified infarmatian (CUIx: Contractor will be provided and will abide by DaD Regulation 5400.7, DaD Freedam af Infarmation Act
Program, and DoD 5200.01-M, Infarmatan Security Pragram. Guidance provided under separate cover, In accordance with DaD Instruction 5200048 (Dol 5200.48) dared March 6, 2020, Contractors are required to ensure all
personnel receive and complete Initial and Annual Refresher CUI education and training and mainzai f this g for audit purposes. Initial and Annual Refresher CUI security education, training and awareness
on the required topics identified in Section 2002;30 of Title 32 CFR, including protection and management af CUI, to Dol personnel and contractors throwgh the Center for Development af Security Excellence (COSELCUI Courses and

SIGNING CONFIRMATION

Signing this form will send the form to the next selected reviewer for evaluation.

—
o
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Certifying Official



Certifying Official

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

National Industrial Security System
(NISS)

Increment II (NI2)
[ 5 | Acknowiedge

This is an official U.5. Government (USG) Information System (15 for authorized use only.

Do not Discuss, Enter, Transfer, Process, or Transmit Classified/Sensitive National Security informa
stitu sent to security testing and monite

ivity identified du

f greater sensitivity than that for which
ing. All individuals are advised that system

ych monitoring to appropriate L enforcem
1d may be pu
t d States Code Title 1
fernard personnel information retrieved throuw

ection 5524, Public Law 93-579, DoDD 5400.11-Rand the &

em is authorized. Use of this

administrators may provi
<> ] horized attempts bo
Abus of 1987, the Nat:
4, individuals with access to NISS must :

evidence of possible criminal

ficials.

1able under t

ad, download or change ir “omputer Fraud and

Section 1030. Under the Privacy

nal [nformation Infrastructure Prot

h this system. Disclosure of information is

nited State Cod cable service directives, Information

ntained herein is exempt from mandatary disclosure undes FOTA, Exemption(s) 6 and 7c apply

You are accessing a 1L5. Government (USG) Information System (15) that is provided for USG-authorized use only. By using this 15 (which

includes any device attached to this 18), you consent to the following conditions:

USG routinely intercapts and monltors communleations on this 15 for purposes including, but not limited to, panetrathon testing, COMS
menitoring, network operations and defense, personnel misconduct {PM}, law enforcement (.
ored on this [5

and counterintell

e (CI) investigations

may inspect and seize
@ . ing, ta stored is 15 are not private, are subject to routine monitoring, interception, and search, and may be

—
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ToC

There are three ways to begin the review process of this form:
1. From the Notifications box, select the business name of the prime contractor.

2. From the left navigation menu, select My Dashboard. Here, you can locate the DD 254 under
“My Assigned Contracts”.

3. From the left navigation menu, select Review & Release. Next, select Pending Certification
List.

! x H
Total Tasks

E Settings 1 Match @

Workflow Step Details Status Due Date

NCCS DD254 Pending Certification DD Form 254 is pending certification. Assigned

Eo Wl ToGoLE Focus MoDE

L@l coLlapse




Pending Certification List
From here, you have two action options:

« Selecting the PDF icon opens a draft PDF version of the form, offering a quick preview without
going into the review screens in the application.

+ Selecting the Pencil icon allows you to enter the review mode of this DD Form 254 in the
application. You will only have the editing option if you have editing permissions for this DD
Form 254.

Review Mode Blocks (1-9) (16-18)
1. Select Blocks (1-9) (16-18) at the top of the screen. These are read-only blocks.

2. There are two ways to review the information in Blocks (1-9) (16-18):

+ Open the PDF by selecting Preview at the top-right corner of the screen.

« Inthe NI2 application, scroll down to read Blocks 1-9 and 16-18.
3. Ifthere are errors in these blocks for the originator to correct, select Return to Originator.
4. Inthe Return to Originator pop-up box, type a reason for returning the form.

5. Select Return to Originator.

The originator will take back ownership of the DD Form 254, make their necessary adjustments, and
then re-submit it through the review process.

ET Note: Best practice is to review the entire DD Form 254 before returning it to the originator.

oY vieecou Test Business - 1234567890123 Preview sgn
NCCS + Test Business
N
< Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Review De >

CLASSIFICATION

Classification of DD Form 254 B0
CLASSIFICATION
UNCLASSIFED

CLEARANCE, SPECIFICATIONS, AND FOLLOW-ON CONTRACT

Classification & Prime Contractor, Specifications, Follow-On Contract B1-B4
FCL LEVEL REQUIRED LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO
COMFIDENTIAL CONFIDENTIAL
2A. CONTRACT TYPE PRIME CONTRACT NUMBER
Prirme 1234567890123
34, DD FORM 254 TYRE RELEASED DATE
Original

FINAL DD FORM 254 REQUEST DATE FINAL RETENTION PERIOD (DAYS)

—
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Review Mode Blocks (10-12) (14-15)

1. Select Blocks (10-12) (14-15) at the top of the screen. The user in the reviewer role has
permissions to make edits in these blocks.

2. Review the information in Blocks (10-12) (14-15). Select the Pencil icon to go into edit mode.

3. Check or uncheck option selections.

4. Select Save.

[l veLcom Test Business - 1234567890123 Preview
HECS - Tast Business
N _
Blocks (1-9) (16-18) I Blocks (10-12) (14-15) Blocks (13) Reviewers Documents >
CONTRACT ACCESS
Contract will require access to B1D In performing this contract, the £ BN Public Access £ Bz
contractor
SELECTED: PUBLIC RELEASE OPTIONS
SELECTED
104 Direct
e
4 Vi PUBLIC RELEASE AUTHORITY

Testing Testing

SECURITY REQUIREMEMNTS AND INSPECTIONS

Security Regq) # Bl Inspections #  BIs
SELECTION SELECTION
Yes s
ADDITIONAL REGUIREMENT BETAILS ADDITIGNAL REQUIREMENT DETAILS
Testing Testing Testing Testing
¥ ] &




Review Mode Block 13

1. Select Block 13 at the top of the screen. Changes to Blocks 10 and 11 will be reflected in Block
13.

2. Select the Pencil icon to make changes.

3. Select Save.

(Sl wrLcome Test Business - TESTING123456 Preview
Nees - Test Business
rq Re: - -
Pending Certificat < Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers De >
Pending Gov Certif...
Released Li
i N SECURITY GUIDANCE Preview

ALL DD Form

All DD Farm 2545
Lk Block 13 General H

Facility Security Clearance: The Contractor shall possess and malntain a facility clearance granted by the Defense Counterintelligence and Security Agency [DCSA). The
Contractor's employees, performing work In suppert of this contract (not techniclans as stated below) will require security clearance/eligibllity determination based on a
favorably adjudicated T5 or TSR with SCI eligibility; be within investigation scope andfor currently enrelled in Continueus Evaluation {CE) / Continuous Vetting (CV) at the time
of contract award and threughout the life of the contract to include all petential option years identified in this PWS. The DD 254 will be housed within the NCCS through the
life of the contract. The Contracter shall be registered within NCCS at time of award to gain access to the DD 254. It is incumbent upon the Contractor to ensure that the
necessary security paperwork is submitted in sufficient time to enable each individual to be cleared prior to beginning work on this contract. In the event that the NCCS is
superseded by another System of Record, the same requirements a...

Ref10a

Ref 10a: The performance of this contract shall require access to Communication Security (COMSEC) and Controlled Cryptographic Iltem (CCI) information and Secure
Telephone Equipment necessary for secure communications. Access to COMSEC information, material, and equipment is restricted to U.S. citizens holding FINAL U.5.
Eovernment security clearances/eligibilities. Such information is MOT releasable to personnel holding interim or reciprocal clearances. DoD 5220.22-M, 32 CFR, Mational
Security Agency (NSA) Central Security Service (C55), NSA/CSS Policy Manual Mo, 3-16 *Control of Communications Security (COMSEC) Material," 5 August 2005, applies to this
contract. An approved subcontracting plan and Government Contracting Officer written appraval is required prior to granting COMSEC access to a subcontractor.

—
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Reviewers

The reviewer list shows you all the reviewers assigned to this DD Form 254. You can see who has
already reviewed the form and who will review it after you. The DD Form 254 can have up to eight
reviewers.

1. Select Reviewers tab at the top of the screen.

Documents

The Documents tab allows you to see all the documents uploaded during the creation of the DD
Form 254. You can download these documents for further review.

1. Select Documents tab at the top of the screen.

History

The History tab tracks the DD Form 254s journey from creation to release. It tracks changes and
updates to the document that you and other reviewers have made.

1. Select History tab at the top of the screen.

NI2

WELCOME Test Business - TD78198235DE88000 Praviaw

Nees - Panding Review List = Test Business

Blocks (1-9) (16-18) Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) | Reviewers Documents

]

Ref11) s

Ref 11j: OPERATIONS SECURITY (OPSEC) REQUIREMENTSThe contractor shall comply with OPSEC contained in thereto, or identified herein. The contractor will comply with all security and
OPSEC policis, directhves, Instructions o mandates as directed, OPSEC and ather securlty guldance Issued to the Prime Conractar shall atsa apply to subcontractors working an this effert The contracror will ensure compliance wich
the Agency’s OPSEC Policy Statement, Critical Information List (CIL}, and undlassified document destruction procedures. Items of critical information are those facts, which individually, or in the aggregate, reveal sensitive details
about the mission, operation, etc., and thus require protection from collction or Include OFSEC a5 part of the security awareness program. The contractar shall be faméiar with OPSEC and will be reguired to
take government furnished initial and annual refresher OPSEC training and will be reminded of their continued responsibility to protect sensitive information as directed by DolM 52

Aefi1l s

Ref 111; Contralled Undlassified Information (CUN ¢ Receive, Store, or Generate Controlled Uinclassified Infarmation (CUIx Cantractor will be provided and will abide by DoD Regulation 5400,7, DaD Freedom of Infarmation Act
Program, and Dol 5200.01-M, Infarmation Security Program. Guidance provided under sep, - In with Dol ion 52001.48 (DDl S200.48) dated March 6, 2020, Eontractars are required ta ensure all
personnel receive and complete Indtial and Annual Refresher CUI education and training and maintain decumentation of this trainéng for audit purpases, Initial and Annual Refresher CUI security edication, rraining and awareness
on the required topics identified in Section 2002:30 of Title 32 CFR, including protection and management of CUI, to Dol persannel and contractors thraugh the Center for Development of Security Excellence (COSELCUN Courses and
Resources Craated for Industry:The Center for af Security DSE) has d loped an elearning course titled *Dal Controlled Uinclassified Infarmatian [CU1) Training For ComMractors,,,




Sign
If you are satisfied with your review and you do not have any suggested changes, you can proceed to
the end of the process.

1. Select Sign.

2. Select Sign Form.

You, as a certifier, have now signed the form. Form here, the DD Form 254 will advance to the
approval process.

WELCOME Test Business - 1234567890123 Preview m —
NCCS - Test Business
Rerview & Releass -
LA < Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers Documents »
Pending Gov Certif...
Released List
ALL DD Form 2548 - ZE Filters [»]
Al BD Form 2545 Actions Filename Description Author
Al Subcontracts - - -

No Documents were uploaded.

—
o
N

SIGNING CONFIRMATION

Signing this ferm will send the form te the next selected reviewer for evaluation.

Close Sign Form
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Government Contracting Officer
Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

National Industrial Security System
(NISS)

Increment II (NI2)

Acknowiedge

This is an official U.5. Government (USG) Information System (15 for authorized use only.
Do not Discuss, Enter, Transfer, Process, or Transmit Classified/Sensitive National Security information of greater sensitivity than that for which
sting and monitoring. All individuals are advised that system

riminal activiry identified duri: ch monitori;

s authorized. Use of this sy onstitutes consent to security b

icials
“omputer Fraud and
Section 1030. Under the Privas
closure of information is

re Protection Act of 19946, and United States Code Title 18,
rd personnel information retrieved through this sysrem.
2a, Public Law 93-579, DoDD 5400.01-R and the a

Aet af 14 ndividuals

access to NISS must safes

Inited State C

governed by Title 5 licable service directives, Information

contained hetein is exempt from mandarory disclns FOLA. Exemption(s) & and 7 apply

You are accessing a 1L5. Government (USG) Information System (15) that is provided for USG-authorized use only. By using this 15 (which

includes any device attached to this 18), you consent to the following conditions:

USG routinely intercepts and monitors communleations on this 15 for purposes including,

not limited to, penetration testing, COMSEC

sonnel misconduct {PM}, law entorcement (LE), and counter e (CI) investigations

menitoring, network operations and defense,
spect and seize data stored on this [5
1 stored on, this 15 are not private, are subject to routine monitoring, interception, and search, and may be

; he USG may i
@ « Communi
disclose 1sed for any USG-autho

ns using, or da
s [8 includes

zed purpose
authenticatio:

ecurity measures 1d access contre

s} to protect USG interests- -not for your personal benefit or privacy
, LE, or CI investigative searching or monitoring of the content of

« Morwithstanding the above, using this 15 does not constitute consent to F

privileged communications, or wark product, related to personz tation or services otherapists, or clergy, and their

represed
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ToC

NI2 Welcome Screen
There are two ways to begin the review process of this form:

1. From the Notifications box, select the business name of the prime contractor.

2. From the left navigation menu, select Review & Release. Next, select Pending Release List.

o eicone NCCS - PENDING RELEASED LIST ;)
mecs -
N Review & Release 1 % n
Pending Release ... Total DD254s
RednasnghList 25 settings t match )
ALL DD Fu S5 —
m Action Entity Name Contract Numb.. CAGE Code Type Version Content Classif... GCA Full Name GCA AAC
Al DD, p 2545
Al 5uNgRacts v v v v v v v v
OB @ b 1234567890123 oM Prime Original UNCLASSIFIED Testing Testing TESTIN

Pending Release List
From here, you have three action options:

+ Selecting the Eye icon lets you view the form without making any changes. You will only have the
view option if you do not have editing permissions for this DD Form 254.

+ Selecting the PDF icon opens a draft PDF version of the form, offering a quick preview without
going into the review screens in the application.

+ Selecting the Paper icon allows you to enter the release mode of this DD Form 254 in the
application.

=7 Note: Contracting Officers do not have permissions to edit the DD Form 254 within the NI2 System.

Review Mode

1. Select the Eye icon to enter reviewer mode.

2. To progress through the DD Form 254 blocks, select the tab groups at the top of the screen.



Reviewers

The reviewer list shows you all the reviewers assigned to this DD Form 254. You can see who has
already reviewed the form and who will review it after you. The DD Form 254 can have up to eight
reviewers.

1. Select Reviewers tab at the top of the screen.

Documents

The Documents tab allows you to see all the documents uploaded during the creation of the DD
Form 254. You can download these documents for further review.

1. Select Documents tab at the top of the screen.

History

The History tab tracks the DD Form 254s journey from creation to release. It tracks changes and
updates to the document that you and other reviewers have made.

1. Select History tab at the top of the screen.

(Sl weLcome Test Business - TESTING123456

NCCS - Pending Released List = Test Business

Review & Release -

ing Release List n13} I Reviewers I Documents I Tagged Agencies I Tagged Users I

* CLASSIFICATION

Classification of DD Form 254 BO

CLASSIFICATION

UNCLASSIFIED

CLEARAMNCE, SPECIFICATIONS, AND FOLLOW-ON CONTRACT

Classification & Prime Contractor, Specifications, Follow-On Contract B1-B4

FCL LEVEL REQUIRED LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO
CONFIDENTIAL COMNFIDENTIAL

2A,. CONTRACT TYPE PRIME CONTRACT NUMBER ol
Prime TESTING123456 n

3A. DD FORM 254 TYPE RELEASED DATE

Original




Release

If you are satisfied with your review, you can release the document.

1.

2.

From the left navigation menu, select Review & Release.

Select Pending Release List.

Find the contract in the grid.

Select Play (the arrow) in the column next to the contract to proceed.

Select the box to acknowledge that the DD Form 254 will be released to the contractor.

Select the yellow Release button.

Release DD Form 254

Do you wish to release this DD Form 2547
DD254 Type Prime
Contract Mumber 1234567890123
Business Name  Test Business

| acknowledge that the DD Form 254 will be released to the contractor

Cancel




Released List

Now that you have released the contract, it will appear in the Released List.

1. To confirm that the DD Form 254 has been released, from the left navigation menu, select
Review & Release.

2. Select Released List.
From the Released List, you can review the contract again in the NI2 System or open it in PDF form.

3. Select the PDF icon. You will note that the PDF is no longer in draft mode. If you wish, you can
download the final PDF from here.

Sl wrcome NCCS - RELEASED LIST

[Te= -

Total DD254s

Pending Release List

@

e
N | Review & Release  — 1 x n

0

Released List 1 match

o
== Settings

@ Test Business 1234567890123 %001 Prima Original UNCLASSIFIED Testing Testing TESTIN
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Creating a Contract

The following steps demonstrate how to create a contract in the user role of a Government Contracting
Activity (GCA) Contract Officer (KO). These steps are for training purposes only, and steps to complete a
contract may vary depending on the type of contract.

1. Review the Consent to Monitor, and select Acknowledge to continue.

2. Login with CA or CAC to Authenticate into the system.

National Industrial Security System
(NISS)

Increment II (NI2)

Login with Fake CA or CAC

—
o
N

Contact Help Desk Support at: desa meade. peo listnia-support@mailmil




3. Select Create Contract / Solicitation.

N I 2 a @

wWeLCoME CONTRACT - CONTRACT / SOLICITATION MANAGEMENT

ADMIN

sea - |0 Search.. 5
Contracts

| contraces ¢ solicit...
Manage Users = settings | =+ create Contract / Solicitation No Matches @

METRICS Contract / Salicit.., Contrflt State Cantrac,, Assigned User Cantract / 5o, Primary Orga... Secondary Or.., Tertiary Orga... Created Date

v | ¥ 7 | | v | ¥ 7 v v |0 v

Mo Rows To Show

Bl TOGGLE FOCUS MODE

4. Type the required information in the given boxes, then select Next.
« Contract/ Solicitation Name
+ Contract/ Solicitation Number

« Estimated End Date

Contract Info CAGE Codes Attachments
Optional Optional

CONTRACT / SOLICITATION NAME*:

CONTRACT / SOLICITATION NUMBER*: ESTIMATED END DATE*:

O
o
-




UNCLASSIFIED

5. Type one or multiple CAGE codes in the given field, then select Next. N

Cantract Info CAGE Codes Attachments
Optional Optional

CAGE CODES (OPTIONAL)
I [AGE Code I

“You can type or paste CAGE Cades hers, Invalld CAGE codes will be ignored

S

6. Optionally upload any file attachments, then select Submit.

Contract Info CAGE Codes Attachments
Optional Optional

FILE UPLOAD SELECTION (OPTIONAL}

By uploading documents, you may provide Persanally Identifiable Infermatian (P} or Social Security Numbers [SSN). Disclasure of your
SEH is veluntary, This information will be used solely for processing your request IAW E.0. 12829, Naticnal Industrial Security Program
MNISP). Far more details, please review aur Privacy Act Statement.

&)

Choose a file or Drag & Drop it here

UNCLASSIFIED
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Sponsoring an Entity

Getting Started

The following steps are for viewing the newly created contract and to sponsor an industry user.
From the main page, you can view contract and sponsor an industry user.

1. Select View Contract.

WELCOME CONTRACT - CONTRACT / SOLICITATION MANAGEMENT

ADMIN

GCA - 1 b4
Contracts

| contracts / solicit...

Manage Users 2= settings 4 Create Contract / Solicitation | (B View c:r\-_:nrm W Delete Contract 1Match @

METRICS Contract / Soll Contract / Soli ar Prim.

. Testing Contract Creation HWONFI1212345.. 0a30/2027 Fake Drg F Mfa NA 08/21/2025

COOME GAT

TOGGLE FOCUS MODE

COLLAPSE

2. From this list, select the file you want to sponsor, then select Sponsor Industry User.

weLcome Testing Contract Creation
ADMIN List Contracts / Solicitations > Testing Contract Creation m
GCA L

Entities Contract / Solicitation Info Documents History

METRICS 3 %
Total SF328s

E Settings - New Entity i Remove Entity I Eﬂ Sponsor Industry User I

Business Name : SF32B Stat a5t Updated
Fake Company D01

™o (BTSN
Fake Company 010 TAD10 SOBhITHS,
%) Fake Company 023 THo23 ST,

COONE GAT

TOGGLE FOCUS MODE

COLLAPSE




3. From this page, you can sponsor an industry user. Verify all information, then select Submit.

Sponsor an Industry User

CERTIFICATE USERNAME*

hans.gruber.22222

FIRST NAME*

Hans

LAST NAME*

Gruber

EMAIL ADDRESS*

hans.gruber.22222@industry.com

Once Submit is selected, you will be brought back to the main page. You will see a green notification

pop-up if the sponsorship was successful.

4. Select Manage Users.

. .
wezcome Testing Contract Creation
ADMIN List Contracts / Solicitations » Testing Contract Creation
GCA -
Entities Contract / Solicitation Info Documents

Contracts / Solicitation

E

METRICS 3 Search
Total SF328s

= settings 4+ New Entity

Business Name CAGE Code $F328 State
v | v
() Fake Company 001 ™01 Mt
() Fake Company 010 ™10 it Ly
() Fake Company 023 ] SEGINI,
COONE GAT
TOGGLE FOCUS MODE
COLLAPSE

v

Last Updated

mam f dd { yyyy

Select an Action

History
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From this page, you can view who you have sponsored and if their registration is approved or has
yet to be entered. The recently sponsored entity or industry user will now be able to register within
the NI2 system.

Centrolled Unclassified Information

il wecome ADMIN - MANAGE USERS
ADMIN
GCA - 6 g O
Industry Users .
G Contracts / Solicitation
o
| manage users =2 Settings & matches
] METRICS Fusll Mar Email P | Last ) b 1t
Hans _QJ!. ber hans.gruber22222... O8/21/2025 16:10:36  Registration Sponsored
INAUS |ians Gruber 30T industry_main_1@i..  {123) 4567890 UA/Z0AI025 054051 OB/20/2025 05:40:51  Registration Approved Industry - Covered ...
IndustryMainTwo GAT industry_main_2@i... {123) 456-7890 08/20/2025 05:40:51 08/20/2025 05:40:51 Regictration Approved Industry - Covered ...
IndustryMainThree GAT industry_main_3@i... {123) 456-7850 08/20/2025 05:40:51 082072025 05:40:51 Registration Approved Industry - Covered ...
IndustryMainFour GAT industry_main_4&i..  {123) 455-7890 08/20/2025 05:40:51 Q82072025 05:40:51 Registration Approved Industry - Covered ...
IndustryMainFive GAT industry_main_5@i... 082042025 05:40:51  Registration Approved Industry - Covered ..
(=3 CODNEGAT
bl TOGGLE FOCUS MODE
>

L4 COLLAPSE £

ET Note: Once the sponsored user / entity registers within the NI2 system, the contract / solicitation will go through
additional workflows including the SF328. Once all information is completed, and DCSA is ready to award the contract

/ solicitation to the industry partner, the file will return to your inbox to award the contract.
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Awarding a Contract

Getting Started

The following steps are for awarding contracts / solicitations to the industry partner.

1. On the left navigation panel, select Contracts / Solicitations.

WELCOME Quick Links
ADMIN 1
Hi, COOne GAT
GCA - ¥ u
MeMage Use
} <) Logout +) User Profile

METRICS

o 2

Total Tasks

= settings No Matches @
Mo Rows To Show

COONE GAT
TOGGLE FOCUS MODE
COLLAPSE

2. Select the radio button next to the file.

WELCOME CONTRACT - CONTRACT / SOLICITATION MANAGEMENT
ADMIN
GCA - 1 X
Contracts

| contracts / Solicit..

Manage Users 25 settings = Create Contract / Solicitation (@) View Contract | Delete Contract 1 Match
METRICS Contract { Solicg ior Cantract / Sol Contract / Solicitation Primary Qrganization Secondary Organization Tertiary Organization Created Date

I . Testing Caniract Creation HWONEN212345.. 0873072027 Fake Org F ) NEA 08/21/2025

COONE GAT
TOGGLE FOCUS MODE
COLLAPSE




3. Review the file status is “Pending Award” and then select Award Contract.

. .
weLcome Testing Contract Creation
ADMIN List Contracts / Solicitations > Testing Contract Creation
GCA = B 3 o .
Entities Contract / Solicitation Info Documents History
Contracts / Salicitation
Manage Users
METRICS 3 searct » e}
Total SF328s
25 settings  + Newentity [B ViewpPoF L Download Package BB sponsor Industry User (@ View!
< b
Business Name CAGE Code SF328 State Last Updated
Wil [ ¥ mm f dd / =]
Fake Company D1 THOO SHEGITHE,
O Fake Company 010 THO10 '%
) Fake Compary 023 THnz3 " FRARR 087212025
COONE GAT
TOGGLE FOCUS MODE
COLLAPSE |

4. Select Confirm.

Award Contract To Entity
Are you sure you want to award the contract to Fake Company 023 (TX023)?




Once awarded, the contract enters the Risk Management Office workflow.

wncome Testing Contract Creation
ADMIN List Contracts / Solicitations » Testing Contract Creation m
GCA -

Entities Contract / Solicitation Info Documents History

METRICS 3 X
Total SF328s

= settings |+ New Entity

Fake Company D01 THOO! SONGHTYE,
Fake Company 010 TX010 <ORGITUSN
Fake Campany 023 THO23 IMPLENFNT oa/21/2028
i TREATMENT
COOME GAT
TOGGLE FOCUS MODE
COLLAPSE 5 fully aw: ontract to entity. Done
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