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Overview

The Industry User Guide outlines multiple step-by-step processes for registration and access to the
National Industrial Security System Increment Il (NI2) system. The purpose of this guide simplifies
complex tasks into manageable steps to ensure clarity and reduce ambiguity. This structured approach

minimizes errors and standardizes procedures. This information is representative content and is to be
used for training purposes only.



Acronyms

Acronyms | Meaning
ACC
CAC Common Access Card
CAGE Code Commercial and Government Entity Code
Cl
CSO Cognizant Security Office
DCSA Defense Counterintelligence and Security Agency
DOD Department of Defense
FCL Facility Security Clearance
GCA Government Contract Activity
KO Contract Officer
NI2 National Industrial Security System Increment |l
NCCS National Industrial Security Program (NISP) Contract Classification System
NISS National Industrial Security System
PKI Public Key Infrastructure
POC Point of Contact
RFI Request for Information
SIT SF328 Industry Tool
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Authorized Use Policy

Annually you must review and acknowledge the National Security System Increment Il (N12) AUP.

Use Policy Screen

1. Scroll down and read the Authorized Use Policy Agreement.
Y
Aninual AU% Acknowledgement, —
Table of Contents
1.0 Overview 3
20 System Access and Responsibilities ... 3
£ TrERINE i 3
2 R ETTYOE ETTERS, s ems iP5 3
23  Configuration Managementt. ... ..o wmmsmsmme 3
2.4 Identifier and Authenticator Management ........coevnisirnrnienne 4
2.5 Information Protection and Handling......cevevenniiininininenns 4
2.6 Social Media and External Applications.......c.ecveiiisiininireirenes 4
27 |ncidentRESpONSE: i 4
3.0 SanctionsAnd VIOIatIONS: i rinmmmsirismis i i i e e T e e R D
4.0 ACknOWIBAEEMENT .ovvvii s 5
5.0 Privileged User Addendum .. e
5.1  Authorization and Responsibilities: .......ceemmmniiiieninei 6
B ACCESS AN DAt H A NG iiouwssisomisuassasaisi imassain i msss dosss i s sasuiasi s s s siiniservvssasssivsasiuis IO
2. Select Acknowledge.
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System Access

The following steps will guide the user to gain access to the NI2 System.

Initial Access

1. Navigate to https://niss.dcsa.mil.

2. Select NI2 access link.

3. Review the Consent to Monitor and select Acknowledge to continue.

Welcome to National Industrial Security System 2

and reviewing
vices, 3t whs.mae-alex esdmby

Welcome to National Industrial Security System 2

Login with CAC or Test Cert
tod

Hilp Dok suppeet and centact sformarson will be located beco once fully Imglemsntd.
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Industry User Registration

The following provides a step-by-step guide for industry users to register in the NI2 system.

Welcome Screen
1. Login to https://niss.dcsa.mil/registration.

2. Select Register.

Welcome to National
Industrial Security System 2

= -

é




3. Type the following information into the corresponding text fields:
a. First Name
b. Last Name
c. Title
d. Email
e. Select a Country Calling Code

f. Phone number

4. Select Next.

Industry Registration

FIRSTHAME LASTHAME

Kathy Industry

e
CED

COUNTRY CALLING CODE PHOKE MUREER

United States +1 ol {123 454-7897
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5. Selectarole from the drop-down menu.

6. Typein arole justification.

Industry Registration

EOLE DESCRETICN [READONLY}

55 Industry Account Managsr Industry Usars within a narrow set of CAGE Cods

ROLE ASTIFICATION
Moed Accass)]




7. Select Next.

Industry Registration

Usars within a narrow set of CAGE Cods

8. Inthe search bar, type in commercial and government entity code (CAGE Code) or Temporary
CAGE Code.

Industry Registration

PLEASE SEARCH FOR YOUR ASSOUATED CAGE CODE! SEARCH FOR YOUR ASSDCIATED TEMPORARY CAGE CODE!
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9. Confirm company information is correct, the select Next.

Industry Registration

FLEASE SEARCH FOR VOUR ASSOCIATED CAGE CO0E: x coce:
| a Q
savee @

geE CHERCHEE PADCIUCTIONS, 565 WOATHADGE 0, UTTLETION, 00 621262085 USA

‘SELECT OR PRIME WORK LOCATION

GEYH6 [ CHERDKEE PRODUCTIONS, INC.

10. Check the box to confirm, then select Submit.

E7 Note: This page displays business entity information, including the CAGE Code or Temporary CAGE Code, if

applicable. If all information is correct, check the box before submitting

Industry Registration

Piezse provide your information
‘View Ragistarsd CAGE Codes
e CHEADKIE PROCUCTIONS, INC 865 NORTHAIDGE AD, LTTLEFON CO 61, HLANIACUSWTS
I tha CAGE coda, Tamparary Cage Codi, o UEL el your i o




11. After submitting, a pending approval page will appear. No further action is required unless you are
notified.

E7 Note: If the request is denied, an e-mail notification will be sent out detailing the reason for denial and

instructions for resubmission.
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Industry Originator



Industry Originator
Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

Welcome to National Industrial Security System 2

L e

@

using, this 1S (whch inclides amy devies sttachid 1o 1 15), you consent 1o the

ring, network operations and

Diake: 05/31/2028

PRIVACY ACT 51 s informat b i wi cands X ow.

<> Purpose.

astry, and assist in submission of eulpability roparts for seouricy

NI2 Welcome Screen
1. From the left navigation menu, select All DD Form 254s.

2. Under all DD Form 254s, select ALL DD Form 254s.

Announcements Quick Links

3/2025 16:42:18 Z

My Created DD For

4] Logout +] User

° X H
Total Tasks

2% settings No Matches 3

Workflaw Step Datails Status Due Date

Ne Rows To Show

TOGGLE FOCUS MODE

COLLAPSE
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i e
s NCCS - ALL DD FORM 254S Gy
NCCS -
N | ALLDD Form 254, 1
orm 254s bl O
All DD Form 254s Total DD254s
My Created DD For... E Settings 2matches )
Grow el t ipdate Full Na Last Update Date EAGE Cade Campany Name
l jhihjhjhjh2222222 - TXOM KD Lexi 12/23/2025 16:41-45 THO01 Test Husiness I

Find the prime DD Form 254 to use as a template for your subcontract. You can scroll or filter
the list. All prime (original) DD Form 254s associated with your CAGE Code will be displayed.

Pl colLaese

4. Select the right caret arrow next to the contract number.

Under the Action column, you may now view the prime DD Form 254 in NI2, PDF, or create a

new subcontract.

@®
(S wricome NCCS - ALL DD FORM 2545 o

NCCS -

| ALL DD Form 2548

All OO Form 2545 Total DD254s
My Created DD For... 25 settings 2matches Q)
Group Acting Warkflow State Last Update Full Na, Last Update Date CAGE Code Company Nama
»D Pihjkihjhazazazz - THoM KO Leni 12£23/2025 16:41:46 THOO Test Business
Prime (Revision 1) @ Hﬂ L_. Released KO Lex 12/23/2025 16:41:46 O Test Business.
Prime (Original] @ E Released KO Lew 124232025 16:36:51 TO0 Test Business




6. Tocreatea

B WELCOME

mecs
| ALL DD Form 254

All DD Form 2545
My Created DD For...

£ COLLAPSE

new subcontract, select the Paper Icon .

NCCS - ALL DD FORM 2545

- 1 Search...
Total DD254s
== settings
Group Action Workflow State Last Update Full Na...
v ihihihihazazeze - THOOY KO Lewi
Priene (Revision 1) @B @ Released KO Lexi
Prime (Original] [oF 3 Released O Lexi

Last Update Date
12/23/2025 16:41:46
12/23/2025 16:41:46

12/23/2025 163551

CAGE Code

TXO0

TXDOY

TxO0

2 matches o
Company Nama
Test Business

Test Business

Test Business.

7. Inthe pop-

up window, select Create Subcontract.

Create a new DD Form 254 from this contract specification: Prime (Revision 1)

—
®)
N
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Classification and Prime Contractor

Subcontractor: (Block 7)

1. Input the CAGE code for the subcontractor and select Verify CAGE Code to authenticate it.

®
B NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business o

NECS -

N ALL DD Farm 2545 - CLASSIFICATION I Q1: Classification & Prime

arance, Spec, and Follow-0n

Provide the classification of the information you will be entering in this form:
| Perfermance

NCCS CONTENT CLASSIFICATION
Qd: Procurement Description

Q5: Contract Access

Qf: Security
PRIME CONTRACTOR (BLOCK &) Q7: Security Requirements & Inspection|
Enter the CAGE code for the prime contractor: Q&: Add Reviewers
CAGE CODE Q9 Add Gov Certifier

Q10: Add Certifier

BUSINESS NAME AND ADDRESS Q11: GCA, POC, and Distribution
Test Business Review
14 Test Street

#133

Baltimore, MD 21117, USA

SUBCONTRACTOR (BLOCK 7)

Enter the CAGE Code for the subcontractor:

CAGE CODE

=7 Note: CAGE Codes are five-character alphanumeric identifiers for businesses seeking government contracts. NI2
verifies the CAGE Code against a central repository. If valid, the business name and address are displayed, and the
Cognizant Security Office (CSO) information is automatically added if available. Otherwise, you can manually enter the

CSO information.

2. Review all information, then select Next.

[l weLcome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business o

| Q1: Classification & Prime

All D Farm 2543 Q2: Clearance, Spec, and Follow-On

BUSINESS NAME AND ADDRESS

My Created DD For Test Business Q3: Actual Performance
14 Test Street
#133 Q4: Procurement Description

Baltimore, MD 21117, USA Q5: Contract A

Q6: Security

§7: Securlty Requirements & Inspections

SUBCONTRACTOR (BLOCK 7)

d Reviewers
Enter the CAGE Code for the subcontractor: Q&: Add Reviewer

Q4: Add Gow Certifier

CAGE CODE

TX002

BUSINESS NAME AND ADDRESS
Test Business

14 Test Street

#133

Baltimore, MD 21117, USA

Review

COGNIZANT SECURITY OFFICE (C50)
MN-AES

7556 Teague Rd

Suite 580

Hanover, MD 21076

(410) 689-2270
desa.naesocgeneralmailbox@mail.mil




Clearance and Safeguarding (Block 1)

For Block 1, select the level of facility security clearance (FCL) required of the entity.

1. Select the drop-down menu and select Confidential, Secret, or Top Secret.

ol veicoue NCCS - ORIGINATE PRIME / TX001 / Test Business ;)
nees -
N Originate CLEARANCE AND SAFEGUARDING (BLOCK 1) T i
Prime LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED | @2 clearance, spec, and Follow-on
Solicitation SECRET - Q3: Actual Performance
ecurity Guidance Q4: Procurement Description
CONFIDENTIAL INFO/MATERIAL REQUIRED AT FACILITY Q5: Contract Acgess
SECRET v R
Q7 rity Requirements & Inspection|
TOP SECRET OB
oo

PRIME CONTRACT NUMBER . §
Q10: Add Contracting Office

011: GCA, POC, and Distribution
Review

FOLLOW-ON CONTRACT (BLOCK 4)

PRIME COMTRACT NUMBER

O ves (O Mo

Il coLLapsE

2. Select the drop-down menu and select Confidential, Secret, Top Secret, or None.

(Sl wecome NCCS - ORIGINATE PRIME / TX001 / Test Business ('3 )
Nees -
N . - CLEARANCE AND SAFEGUARDING (BLOCK 1) QI: Classification & Prime
LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED Q2: Clearance, Spec, and Follow-On
SECRET - Q3: Actual Performance

Q4: Procurement Description

LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO/MATERIAL REQUIRED AT FACILITY 5: Contract Access

t
- Q6 Security
Q7: Security Reguirements & Inspection
CONFIDENTIAL
Qa: Add Reviewers
SECRET Q%: Add Certifier
Q10: Add Contracting Office
Q11: GCA, POC, and Distribution
NONE Review

rorrovEoTrTomTrAcT e LOCK 4)

PRIME COMTRACT NUMBER

O ves (O Mo

oo D

Ll coLLapse

E7 Note: Both selections in Block 1 have warnings for selections that exceed designations in sam.gov or NISS. Verify

that your information is correct.

—
o
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E7 Note: The level of safeguarding for classified information and materials cannot exceed the security clearance

level of the facility. If the entity will not have any requirements to safeguard classified materials for the execution of

the contract, you can select None.

A pop-up box will appear with additional information if you select any option other than None.

Specifications (Block 2)

For Block 2, the prime contract number will be prepopulated.

1.

2. Select Next.

Input the subcontract number.

«

WELCOME

NCCS

All DD Form

My Craated DO For,

COLLAPSE

NCCS - ORIGINATE SUBCONTRACT / Tx001 / Test Business

CLEARANCE AND SAFEGUARDING (BLOCK 1)

LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED

SECRET -

LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO/MATERIAL REQUIRED AT FACILITY

SECRET -

SPECIFICATIONS (BLOCK 2)

PRIME CONTRACT MUMBER

SUBCONTRACT NUMBER

jdidhdhdga3a 14—.

FOLLOW-ON CONTRACT (BLOCK 4)

PRIME CONTRACT MUMBER

= £ <0

Q1: Classification & Prime

Q2: Clearance, Spec, and Follow-On
0Q3: Actual Performance

GQ4: Procurement Description

Q5: Contract Access

Q: Security

G7: Security Reguirements & Inspection)
Q8: Add Reviewers

Q9: Add Gov Certifier

Q10: Add Certifier

Q11: GCA, POC, and Distribution

Review




Actual Performance

For Block 8, add actual performance locations. The business name and address will be pulled from
the previous steps. You may remove the entry by selecting the trashcan icon if the work will not
be performed at that location. If additional sites will be used throughout the performance of this
contract, you can add them here.

Add Actual Performance Locations (Block 8)

1. Select CAGE Lookup to enter additional CAGE Codes and verify information.

2. Select Save to close the pop-up box.

()

weLcome NCCS - ORIGINATE SUBCON o

Add Work Location using CAGE Code

Nees - CAGE CODE

ALLDD Form 2545 = ADD ACTUAL PEREO 4_. Code Q1: Classification & Prime

All DD Ferm 2545 Q2: Clearance, Spec, and Follow-On

My Ereated DD For. BUSINESS NAME AND ADDRESS Q3: Actual Performance
Acti s Test Business i
Action Bus Q4 Procurement Description
14 Test Street

#133 Q5: Contract Access
i @ciies Baltimore, MD 21117, USA

Q6: Security
COGNIZANT SECURITY OFFICE {C50)
MN-AES

7556 Teague Rd QE: Add Reviewers
[Suite 580 Q9: Add Gov Certifier
Hanover, MD 21076 I y
(410) 689-2270 Q10: Add Certifier

desa.naesoc.generalmailbox@mail.mil Q11: GCA, POC, and Distribution

canee! e

QF: Security Regquirements & Inspection:

Successfully Added a Work Location  Dene
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3. Select Manual Entry to input location details. You have the option to enter the work location
details.

NIZ O @

WELCOME NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business o
nees - Add Work Location using M. I Entry
aooformzss  —  ADD ACTUAL PERFORMANCE LOCATIO lon & prime

Enter the location details: ~ X
All DD Form 2545 L Spec, and Follow-On

; . e CAGE Lookup @ Manual Entry|
My Created DD Far. FACILITY NAME krformance
Action Business Name Facility Name ent Description
) \ccess
— COUNTRY
| ] Test Business .
— United States -
. Test Business Equirements & Inspection:
ADDRESS LINE 1
wers
123 Testing .
ertifier
ADDRESS LINE 2 (OPTIONAL) fier
[, and Distributicn
CITY STATE ZIP CODE
Testing District of Cal... = 11111
COLLAPSE © Prev Next © Successfully Added a Work Location  Dene

4. Click Next.

@
[l weicome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business ;)
NCCS -
DN iooremass - ADD ACTUAL PERFORMANCE LOCATIONS (BLOCK 8) Q1: Classification & Prime
All DD Form 2545 Q2: Clearance, Spec, and Follow-On
e CAGE Lookup @ Manual Entry 5“: Settings 0

My Created DD For... Q32: Actual Performance

Action Husiness Name Businoss Address CAGE Code C50 Name Qd: Procurement Description
4 v Q5: Contract Access
i Test Business 14 Test Street 8133, Baltimore, .. THOM N-AES Q6: Security
i Test Business 14 Test Street, Baltimore, 23 21._ THO02Z MN-AES Q7: Security Requirements & Inspections

Q&: Add Reviewears
Q9: Add Gov Certifier
Q10: Add Certifier

Q11: GCA, POC, and Distribution

Review

« = EN<9




Procurement Description

Block 9 automatically populates with the prime contract’s description. You can add, edit, or remove
unclassified information while ensuring the description remains detailed enough to adequately
represent the project.

General Unclassified Description of this Procurement (Block 9)

1. Modify the description by typing your changes in the text box.

2. Select Next.

=l viscome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business (5 ]
Necs -
X ALL DD Farm 2543 GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT (BELOCK 9) Q12 classification & Rrime
All DD Form 2545 THE INFORMATION PROVIDED SHOULD BE UNCLASSIFIED. Q2: Clearance, Spec, and Follow-On

My Created DD For... 0Q3: Acrual Performance

Testing Testing L
Q4: Procurement Description

Modified Q5: Contract Access
Q6: Security

Q7: Security Requirements & Inspections

QE: Add Revi
Q9: Add Gov Certifier

Q10 Add Certifier

G11: GCA, POC, and Distribution

Review

—
(]
(@)
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Contract Access

Blocks 10 and 11

For Blocks 10 and 11, Industry Originators may only deselect options. Access options have been
selected based on the prime contract.

B R NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business (3 )
NCCS -
A oo form 25 10. CONTRACT WILL REQUIRE ACCESS TO: (BLOCK 10) QI: Classification & Prime
All DD Farm 4

Q2: Clearance, Spec, an -
CHECK ALL THAT APPLY QZ: Clearance, Spec, and Follow-On

My Created DD For... Q3: Actual Performance

Q4: Procurement Description

Q5: Contract Access

y Requirerments & Inspections
Q8: Add Reviewers
Q3: Add Gov Certifier

Q10: Add Certlfier

Q11: GCA, POC, and Distribution

Review

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (BLOCK 11)

CHECK ALL THAT APPLY

[] b. Receive and store classified documents only

[] <. Receive, store, and generate classified information or material
&« COLLAPSE

[ 4 eabricate modify or store classified hard

i

WELCOME NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business o

NCCS -

Q1: Classification & Prime

11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (BLOCK 11)

= Q2: Clearance, Spec, and Follow-0n
My Created DD Fa CHECK ALL THAT APPLY

Q3: Actual Performance
Q4: Procurement Description
[ b. Receive and store classified documents anly
) ) o ) Q5: Contract Access
[[] e Receive, store, and generate classified information or material

G2 Security
[[] d. Fabricate, modify, or store classified hardware Qe Saaricy

Q7: Security Requirements & Inspections

Q8: Add
9z Add Gov
[ h. Require a COMSEC account GQ10: Add Certifier
[[] i. Have a TEMPEST requirement Q11: GCA, POC, and Distribution
Review

[ k. Authorized to use Defense Courier Service

PUBLIC RELEASE (BLOCK 12)

PUBLIC RELEASE DRTIONS

Direct B

&« COLLAPSE DESCRIFTION OF AUTHORITY (270 CHARACTER LIMIT)




Public Release: (Block 12)
Public release options can change for Block 12
Important: If you change the selection to Through, you will have to include additional information.

1. From the Public Release Options drop-down menu, select Direct or Through.

iml wecome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business o

NCCs -

ALL DD Form 2545 Q1: Classification & Prime

All OO Form 254s

Q2: Clearance, Spec, and Follow-Cn
My Created

§3: Actual Performance

Q4: Procurement Description

Q5: Contract Access

Qb Security

Q7: Security Requirements & Inspections
QE: Add Reviewers

Q9: Add Gov Certifier

Q10 Add Certifier

Q11: GCA, POLC, and Distribution

PUBLIC RELEASE (BLOCK 12)

PUELIC RELEASE DPTIDNS

Direct - 4_.

Direct W ETER LIMIT)

Review

Through [Specify below)

« R ] (=)

2. Describe your Authority in 270 characters or less within the free text field.

3. Select Next.

imfl wecome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business o
NCCS -

Q1: Classification & Prime

Q2: Cle:

Q3: Actual Performance

nce, Spec, and Follow-0n

Q4: Procurement Description

Q5: Contract Access
Q6 Security

Q7: Security Requirements & Inspections

d Gov Certifier
Q10: Add Certifier

Q11: GCA, POC, and Distribution

PUBLIC RELEASE (BLOCK 12)

PUBLIC RELEASE OPTIONS

Review

Direct -

DESCRIPTION OF AUTHORITY (270 CHARACTER LIMIT)

Testing Updated

« R @ <0
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Security

On this screen, the NI2 application automatically generates the Block 13 Security Guidance based on
selections in Blocks 10 and 11. The cards in this panel make up the Security Guidance.

Security Guidance: (Block 13)

1. To edit a card, select the Pencil Icon £ in the card’s upper right-hand corner.

el weecone NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business (5 )
NCCS -
Al ooromass - SECURITY GUIDANCE (BLOCK 13) SlicksiatayiPins

All DO Form 2545
My Created DD For—

The cards you see below are based on your checked selections from Q5: Contract Access, (E @ s, s, R LA

Q3: Actual Performance

Block 13 General Ref10a s B
Q4: Procurement Description
Facility Security Clearance: The Contractor Ref 10a: The performance of this contract .
shall passess and maintain... shall require access ta Com... Q3: Contract Access
Q6: Security
Edited Mot Edited

QF: Security Requirements & Inspection|
QE: Add Reviewers
Qo Add Gov Certifler
m m Q10 Add Certifier
Q11: GCA, POC, and Distribution

Review

2. Make changes to the text.

3. Select Save to preserve your changes.

Block 13 General

NOTE: Input only allows for plain text. Rich text formatting will be stripped.

Making edits to text, for user manual

Facility Security Clearance: The Contractor shall possess and maintain a facility clearance granted by the Defense Counterintelligence and Security Agency (DCSA). The Contractor's
employees, performing work in supporl of this contract (nel lechnicians as staled below) will require securily clearanceleligibility delermination based on a Tavorably adjudicated T5 or TSR with
SCI eligibility: be within investigation scope andlor curently srralled in Conli ion (CE) ! Conli Wetting (CV) at the time of contract award and thioughout the life of the contract
to include sl potential option years identified in this P! Tha DD 254 will ba housad within tha hrough the life of the contract. Tha Contractor shall be registared within at time of
eward to gain access to the DD 254. 11 is incumbent upon the Confracior fo ensure that the acurity is in sufficient time 1o enable each indwvidual clearad

the Cfficlal Contracts Records.

+ Confractor personnel performing or sssigned under tis contract must be U.S. persons. Security Classification Guide requests should be presentad 1o the Government Sponsor, if
required, subssquent to contract award. All classified information received or generated under this contract is the property of the U. 5. Government. The U. 5. Govemment shall provide
disposition instructions. No release of cassified i ion or controlled ifieed i lion urder this conlract is i Al i Tar conlrol and ing of ariginal
documentation and copies apply, All applicable provisions of the NISPOM and its supplements and 32 CER, part 117 apply, Any classified information shall be fransmilled 1AW DOD
5200.1-R, DOD Information Security Program Regulations. The confractor shall adhers o Chapter 8, NISPOM, which applies to ngn-DoD 1T systems.

« Confractor is not suthorized 1o subcontract on this effort without an approved subcontracting plan with written GCACOR suthorization

» The Contractor shall comply with (1) Security Agreement (DD Form 441/00 Form 441-1), including the Mational Industrial Security Program Operating Manual | 2 5220220
and any revisions and (2) 32 CFR, Part 117 Provisions of the Privacy Act apply 1o all records and reports maintained by the contractors

« All programs and materials developed al governmenl expense during the performance period of this conlract are the properly of the US Government,

= Price lo granting an employes access o dassified information andior malerals, the contraclor shall briel employees with regard 1o thiir ebligation to comply with the NISPOM, lo incude
any changes andler amendments, and 32 CER, Part 117. The contractor's employees shall be debrisfed when access to the material is no longer needed or is terminated. A list of all
employees who have had accass to classified information during the period of this contract shall be maintainad by the conlractor company and be available for Defense
‘Countarinteligence and Sacurity Agancy inspection

» Access 1o General Protection/Securnity Policies and All ployees, inciuding stationed or assigned on a US Government facility shall




4. Select Next.

[a )
[l weicome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business ;i ]
N ALL DD Farm 2543 SECURITY GUIDANCE (BLOCK 13) Q1: Classification & Prime

Q2: Clearance, Spec, and Follow-On

All DD Form 2545

The cards you see below are based on your checked selections from Q5: Contract Access,

Q3: Actual Performance

Block 13 General z Ref10a < @
Q4: Procurement Description
Making edits to text, for user manualFacility Ref 10a: The performance of this contract
security Clearance: The ., shall require access to Com.,.. Q3 Contract Access
Q6: Security
Edited Not Edited

Q7: Security Requirements & Inspection
Q8: Add Reviewers
Q9 Add Gov Certifier
m m« 010: Add Certifier
Q11: GCA, POC, and Distribution

Review

Security Requirements and Inspections

Additional Security Requirements: (Block 14), Inspections: (Block 15)

Answers for Blocks 14 and 15 may be automatically selected based on your selections in Blocks 10
and 11.

1. Select Yes or No. If you select Yes, it is mandatory to include additional information in the free
text field.

2. Select Next.

Sl weLcome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business o

NCCS -
N ALL DD Form 254 - ADDITIOMNAL SECURITY REQUIREMENTS (BLOCK 14) Q1: Classification & Prime —|
All DD Farm 2545 ARE THERE ADDITIONAL REQUIREMENTS, IN ADDITION TO NISPOM REQUIREMENTS FOR CLASSIFIED INFORMATION, ESTABLISHED FOR THIS Q2: Clearance, Spec, and Follow-On o
LS — Q3: Actual Performance ( ,

ves (O wNe

Q4: Procurement Description
EXPLAIN AND IDENTIFY SPECIFIC AREAS AND GOVERMMENT ACTIVITY RESPONSIBLE FOR INSPECTIONS. Q5: Contract Access

Testing QE: Security

.—> Q7: Security Requirements & Inspect|

08: Add Reviewers

Q% Add Gov Certifier

Q10: Add Certifier

Q11: GCA, POC, and Distribution

INSPECTIONS (BLOCK 15) Review

ARE THERE ADDITIONAL REQUIREMENTS, IN ADDITION TO NISPOM REQUIREMENTS FOR CLASSIFIED INFORMATION, ESTABLISHED FOR THIS CONTRACT?

@ E<9

//




Add Security Reviewers

For Block 13, you can select up to eight reviewers to review your DD Form 254. After you submit
your draft DD Form 254, The NI2 system will systematically pass it from one reviewer to the next.
Reviewers are not required for the DD Form 254; if you do not wish to add any reviewers, you can
skip this step.

To find a reviewer, you can sort and filter by Name, Primary Organization, Secondary Organization,
Phone Number, or Email. If you do not find someone’s name on this grid, it is possible that they are
not registered in the NI2 system. They must be registered before you can select them as reviewers,
or certifiers.

Select Reviewers: (Block 13)

1. Select the reviewer's name.
2. Select Add Reviewer in the upper-left side of the panel.
3. Toremove a reviewer, select the Q next to the reviewer's name.

4. Select Next.

Fel weicome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business ;i ]
NCCS - N
N SELECT REVIEWERS (BLOCK 13) Q1: Classification & Prime
. . . Q2: Clearance, Spec, and Follow-0n
ey Revlewwer@ §3: Actual Performance
Q4: Procurement Description
1 X et e
Total Users 5: Contract Access

06: Security
.—> B+ ndd Reviewer | 33 settings 1mateh Q) _
O7: Security Requirements & Inspections
Tier g

Full Mame Tier1 Phone Number Email Cut OF Office Dat

QB: Add Reviewers

< & G G & & Q9 Add Gov Certifier
« 1234) 565.4323 gat 254 ind_reviewar_ Q10: Add Certifler
Q11: GCA, POC, and Distribution

Review




Add Government Certifier

For Block 17, a single certifier can be selected on DD Form 254.

Select Certifier: (Block 17)

1. Select the Government Certifier's name.
2. Select Set Certifier in the upper-right side of the panel.

3. Select Next.

ml weicome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business

NECs -

2D Firin 2543 SELECT GOVERNMENT CERTIFIER (BLOCK 17)

A DD Form 2545

Certifier NCC Gov @

1

Total Users

r . o
.—> 2+ setcortifier | ZE settings

Full Name Ties 0 ier 1 Phane Number Email
‘Cenifier NCC Gay Fake Org I HQ (222) 222-2222 gan_254_certify_1@des

Out OF Office Dat

, and Follow-Cn
Q3: Actual Performance
Q4: Procurement Description
Q5: Contract Access

Q&2 Security

Q7: Security Requirements & Inspections

Q8: Add Reviewers

Q% Add Gov Certifier

Q10 Add Certifier

Q11: GCA, POC, and Distribution

REviEW

—
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Add Industry Certifier

For Block 17, a single certifier can be selected on DD Form 254.

Select Certifier: (Block 17)

1. Select the Certifier's name.

2. Select Set Certifier in the upper-right side of the panel.

3. Select Next.

NeCs

Ll coLuapse

NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business

SELECT CERTIFIER (BLOCK 17)

Industry Certifier (-]

1

Total Users

.—’ &F setcertifier | 3% Settings

ll Mame er Tier 1 Phane Humber

Industry Eertifier

1123) 456-T654

@ E<9

gat_254_ind_certify_1

X

1mateh )

Out OF Dffice Dat

Q1: Classification & Prime

02 Clearance, Spec, and Follow-On

al Performance

nt Description

Q5: Contract Access

Q6: Security

Q7: Security Requirements & Inspections
0QE: Add Reviewers

O Add Gov Certifier

Q10: Add Certifier

Q11: GCA, POC, and Distribution

Review




GCA, Point of Contact (POC), and Required Distribution
Government Contracting Activity (Block 16 A,B,C)

Industry Originators cannot make any edits to this section.

Point of Contact (Block 16 D,E,F)

Industry Originators cannot make any edits to this section.

Z weicou NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business (5 ]
WeEs -
N oD GOVERNMENT CONTRACTING ACTIVITY POINT OF CONTACT (BLOCK 16 D,E,F) Q1: Classification & Prime
(BLOCK 16 AB.C) POC NAME G2: Clearance, Spec, and Follow-On
GCA NAME Q3 al Performance

4: Procurement Description

POC TELEFHONE
Q5: Contract Access

ACTIVITY ADDRESS CODE (AAC) OF THE CONTRACTING OFFICE
Q6: Security

EMAIL ADDRESS Q7: Security Requirements & Inspectieng

ADDRESS LINE 1 eviewers

Gov Certifier

Add Certifier
ADDRESS LINE 2

Q11: GCA, POC, and Distribution

Review

oy STATE ZIP CODE

REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL (BLOCK 18)

CHECK ALL THAT APPLY

[CQll  coLiapse

—
(]
(@)
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Required Distribution by the Certifying Official (Block 18)

Industry Originators may only edit Block 18 by selecting “f. Other as Necessary”.

1. For Block 18, select Other as Necessary.

mfl weicome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business o

NeCs -

POC TELEPHONE g1: Cla

fleation & Prime
ACTIVITY ADDRESS CODE (AAC] OF THE CONTRACTING OFFICE

Q2: Clearance, Spec, and Follow-On

EMAIL ADDRESS §3: Actual Performance

ADDRESS LINE 1 04 Procurement Description

Q5: Contract Access

ADDRESS LINE 2

Q7: Security Requirements & Inspectieng

d Revi

Iy STATE ZIP CODE d Gov Certifier

Q10: Add Certifier
Q11: GCA, POC, and Distribution

Review

REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL (BLOCK 18)

CHECK ALL THAT APPLY

[ . ather as Mecessary
« [ a3 X3

2. Inthe text box, add entities that will require distribution.

3. Select Next.

ol eicoue NCCS - ORIGINATE PRIME / 64T66 // Test Business (5 ]

NECs -

GOVERNMENT CONTRACTING ACTIVITY (BLOCK 16 AB,C) POINT OF CONTACT (BLOCK 16 D.E.F)

BEA MAME

POC NAME
Ranely Smith

ACTIVITY ADDRESS CODE AR OF THE CONTRACTISG OFFICE POC TELEPHONE

123085

EMAIL ADORESS

Q11: GCA, POC, and Distribution

Baltimare Maryland -

REQUIRED DISTRIBUTIOM BY THE CERTIFYING OFFICIAL (BLOCK 18)




Form Validation

Review and validate your subcontract DD Form 254 before submitting it for the next step in the

workflow.

Review and correct any errors or warnings on this screen to ensure your information is accurate.

1. Select on the hyperlink to take you to where the error or warning exists.

B NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business
NCCS -
N [P REVIEW AND SUBMIT

My Created BO For...

Invalid Page Error Count Last Updated

»Im&mwtmua. 1A 12/31/2025 19:36:46

ADDITIONAL DOCUMENTATION

& Select any applicable documentation for this submission

‘You may upload up to 25 files for this DD 254. Each file cannot exceed 25 MB.

(G4l coLLapsE

By uploading documents, you may provide Personally Identiflable Infermation (PI ar Social Security Numbiers (S5M). Disclesure of yeur S5N is weduncary. This infarmaticn
will b used solely for processing your requast AW E.D. 12829, National Indusarial Security Program {NESP). For mora details, please review our Privacy Act Statement

Q1: Classification & Prime
Q2: Clearance, Spec, and Follow-Cn
Q3: Actual Performance

Pro-

Q4
Q5: Contra

rement Description

AcCCess

Q6: Security

Q7: Security Requirements & Inspections
QB: Add Reviewers

Q9: Add Gov Certifier

Q10: Add Certifier

Q11: GCA, POC, and Distribution

| Raview

E7 Note: Use the navigation bar to easily move between sections of your DD Form 254. The NI2 system,

automatically saves your progress, so you can return to your work at any time.

—
(]
(@)
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Review and Submit (Continued)

Form Validation

Once errors have been corrected, review the PDF and save a copy for your records.

1. Select View PDF to review your DD Form 254.

=l weicome NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business ;]
NCCS -
N ALL B0 Farm 2545 REVIEW AND SUBMIT Q1: Classification & Prime
All DD Form 2545 Q2 Clearance, Spec, and Follow-On

My Created DD For, Q3: Actual Performance

The following errers must be addressed before 3254 can be submitted:

Q4 Procurement Description
Invalid Page Error Count Last Updated
Q5: Contract Access

Clearance, Specifications, and Follow-On Contract (Step 2) 14 12/31/2025 19:36:46 Qé: Security

Q7: Security Reguirements & Inspections
Q8: Add Reviewers

Q% Add Gaov Certifier

10: Add Certifier
ADDITIONAL DOCUMENTATION Q 3
By uploading ducuments, you may provide Persanally identifiable Infarmation (PIl or Sotisl Security Numbers (S5M). Distiosure of your SSM is voluntary. This information ARSI L e Dl s

will e used salely for processing your request LW E.0. 12825, National Industrial Security Program (NISFL. Far more detas, please review cur Privacy Act Statement. I Review

| & select any applicable documentation for this submission

“ou may upload up to 25 files for thes DD 254, Each file cannal exceed 25 MB.

& COLLAPSE

2. Select the Exit button - the [EJ at the top right of the PDF to continue.

Now that you have reviewed and corrected your form, you are ready to submit your subcontract
DD Form 254 to the next step in the process. If a reviewer was selected, they will be the next to view
your subcontract DD Form 254; otherwise it will go to the certifier.

— 4 Automalic Zoom i oepsTEL
CLASSIFICATION (When fited in): UNCLASSIFIED

DEPARTMENT OF DEFENSE OME No, 8704-0557

CONTRACT SECURITY CLASSIFICATION SPECIFICATION e S8 Ty T
{The rogquirements of the Mational ndustrial Security Program (NSP) apaly fe ad securly aspects af his o involving ctassified kformatian. )

The puibkc reporing bunden dar this colection of nkomalion, 07082687, s

m 9 g InSTuctione. searching eisting daia sources, gatherng asd
of infarmmabon. Send comments rgariog tis burdan exkmane o ny olher sspest of s sobicien of isfumation, ncdieg suggesiens for
s i

o peson cumbar

v o dagiy 3 d
RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS.

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION!
(S Msfruactions) MATERIAL REGUIRED AT CONTRACTOR FACILITY

CONFIDENTIAL CONFIDENTIAL

2. THIS SPECIFICATION 1S FOR: (% and complete a5 spplcable. ) 3. THIS SPECIFICATION I5: i snd complete 5 appleatie. |

D a. PRIME CONTRACT NUMBER [See mstnuctions. | DATE[ ¥y ¥ YMUDD)|
TESTING123456 W 2 ORIGINAL (Complors dala p af cases )

b, NTI T
u ?E%:T?:_STRIAEE‘;I:NBGR b. REVISED [Supsrsadis i previous specifcanions. |
REVISON NO. DATE[¥yrYMuoo)|

[[] c. SOLICITATION OR OTHER NUMBER DUE DATE/ v YO0

[[] e FINAL (Eompiee ftem 5 i afssses. ) DATE[¥YYYMMOE)

415 THIS A FoLLow-oN conTracT? I ne [ ves s, compers e Rbowing:
Classified marterial received or g'!l\!rmd under (Frecading mmmmls transferred to this follow-on contract.

5. 15 THIS A FINAL DD FORM 2547 W [ ves s, complete the folawing:
In response to the contractors request dated + retention of the classified material is authorized for the period of:
B, CONTRACTOR (inciuda Enily [¢

a. NAME, ADDRESS. AND ZIP CODE b. CAGE CODE €. T SECURITY () (CS0)
e, Adiress, ZIF Cods, Talsphans mquired: Email Addrss cpional)

Test Business TX1 -AES
14 Test Street 7556 Teague Rd
wraa B £ont




3. Select Submit DD254.

NCCS - ORIGINATE SUBCONTRACT / TX001 / Test Business

Necs -
Ol cormae - REVIEW AND SUBMIT Q1 Classification & Prime
All DD Form 2545 There were no errors found in the DD Form 254. The DD Form 254 can be submitted for review. G2 Clearance, Spec, and Follow-On
My Created DD For... ; Q3 Actual Performance
Submic DD254
m « Q4: Procurement Description
Q5: Contract Access
5 Securl
ADDITIONAL DOCUMENTATION " ¥
By uploading Yo may pravide Personally Social Security Disclosisra of your 55M is voluntary, This infarmarion AT G A G B L A
will be used solely far processing your request (AW E.0. 12829, National Industrisl Security Program [NISP, For mare details, pl few aur Privacy Act Q8: Add Reviewers
9: Add Gov Certifier
[ & Select any applicable doc ian far this &
10; Add Certifier
You may uplead up to 25 files for this DD 254. Each file cannol exceed 25 MB. &
Q11: GCA, POC, and Distribution
[ 0 rre | o
e EROTTEN

4. Select Submit DD254 to confirm your submission.

Confirm Submission

Submitting this farm will route the form to the selected reviewers for review.

Subrmit DD254

—
®)
N
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Industry Reviewer



Industry Reviewer

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

Welcome to National Industrial Security System 2

.—> Acknowledge

You am arcessing 3 US. Government (USEG) Inforrsation System {15) that is provided for USG-awbertzod us caly. By usisg this 15 (which includos any device attacked to this 15), you consont to the
Fallowing com

5-000%. Expir

o person shall be subject to 2

PRIVACY ACT STATEMENT:

Py e

NI2 Welcome Screen

1. Select the NCCS to expand NCCS, then select ALL DD Form 254s.

(=l weLcome NCCS - ALL DD FORM 2545 o

-0

N 1 _
x [l
Tout 00254
= settings 1match )
Group Action Woarkflow State Last Update Full Na Last Update Date CAGE Code Company Name

TESTING123456 - TX0O1 Industry Originator 12/31/2025 18:51:58 T*001 Test Business

Prime (Criginal) @ E Released Contract Crficer 12/31/2025 18:41:45 Tt Test Business

Subcontract S Ok Pending Review Indlustry Originator 1243172025 195158 THooz Test Business

& LOLLAPSE

—
(]
(@)
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Pending Review List- Subcontract DD Form 254

1. Review the information in Blocks (1-9) (16-18). Industry Reviewers do not have permissions to
edit these blocks. If there are errors in these blocks for the Originator to correct, select Return

to Originator.

Test Business - SUBTEST123456

NECS - Test Business

Aeview & Release

Preview POF

FLLRD T 25 < Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewe D¢
CLASSIFICATION
Classification of DD Form 254 BO
CLASSIFICATION
UNCLASSIFIED
[ selected]|

CLEARAMNCE, SPECIFICATIONS, AND FOLLOW-ON CONTRACT

Classification & Prime Contractor, Specifications, Follow-On Contract B1-B4
FCL LEVEL REQUIRED LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO
COMNFIDENTIAL COMNFIDENTIAL
2B. CONTRACT TYPE SUBCOMTRACT NUMBER
Subcontract SUBTEST123456

3A. DD FORM 254 TYPE
Original

FINAL DD FORM 254 REQUEST DATE

RELEASED DATE

FINAL RETENTION PERIOD [DAYS)

2. Inthe Return to Originator pop-up box, type a reason for returning the form and select Return

to Originator.

NCCS - RETURN TO ORIGINATOR

Submitting this form will send the contract specification back to the originator.

BIUS ¢ E=E EE I Nommal 2 Sans Seril

Reason for return|




3. Review the information in Blocks (10-12) (14-15). Industry Reviewers have permissions to edit
these blocks. Select the pencil icon 2 to begin editing.

[l wicome Test Business - SUBTEST123456 Preview PDF

NCCS - Test Business

Review & Release

ALL B Farm 25ds < Blocks (1-8) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers De ¥

CONTRACT ACCESS

Contract will require access to B10 In perferming this contract, the B11

contractor
SELECTED:

104

SELECTED:

1b

Public Access B12
PUBLIC RELEASE OPTIONS

Direct
PUBLIC RELEASE AUTHORITY

Testing Updated

e LOLLABSE

4. Make any necessary edits.

5. Select Save.

CONTRACT WILL REQUIRE ACCESS TO:

a. Communication Security (COMSEC) Information

[ b. Restricted Data

—
®)
N
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Pending Review List- Subcontract DD Form 254

1. Review the information in Block 13. Industry Reviewers have permissions to edit the Security
Guidance. Select the pencil icon # to begin editing. Make changes, and select Save.

2. Industry Reviewers do not have permissions to edit references. If changes are required in the
references, select Return to Originator.

WELCOME Test Business - SUBTEST123456 Preview PDF

NEes - Test Business

Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Review D¢

SECURITY GUIDAMNCE Preview

EBlock 13 General -

Facility Security Clearance: The Contractor shall possess and maintain a facility clearance granted by the Defense Counterintelligence and Security Agency (DCSA). The
Contractor's emplayees, performing work in suppert of this contract {nat technicians as stated below) will require security clearance/eligibility determination based on a
favorably adjudicated TS or TSR with SCI eligibility; be within investigation scope andior currently enrolled in Contlinuows Evaluation {CE) / Continuous Vetting (CV) at the tife
of contract award and throughout the life of the contract to Include all potential eption years identified in this PWS. The DD 254 will be housed within the NCCS through

life of the contract. The Contractor shall be registered within MCCS at time of award to gain access to the DD 254. 1t is incumbent upon the Contractor to ensure that the’
necessary security paperwork is submitted in sufficient time to enable each individual to be cleared pricr to beginning work on this contract. In the event that the NCCS is
superseded by another System of Record, the same requirements appl...

e |

Ref 10a: The performance of this contract shall require access to Communication Security (COMSEC) and Controlled Cryp phic ltem (CCI) information and Secure
Telephone Equipment necessary for secure communications. Access to COMSEC information, material, and equipment is restricted te LS. citizens helding FINAL LS.
government security clearances/eligibilities. Such infarmation is NOT releasable 1o personnel holding interim or reciprocal clearances. DoD 5220,22-M, 32 CFR, National
security Agency (NSA) Central Security Service (C55), NSA/CSS Policy Manual No., 3.16 “Contral of Communications Security (COMSEC) Material,” 5 August 2005, applies to
contract. An approved subcontracting plan and Government Contracting Officer written approval is required prior to granting COMSEC access to a subcontractor.

e LLABEE




Reviewers

The Reviewer list shows all of the reviewers assigned to the subcontract DD Form 254. You can see
who has already reviewed the form and who will review it after you. The DD Form 254 can have up

to eight reviewers.

1. Select the Reviewers tab at the top of the screen.

WELCOME Test Business - AQ12345678901 Preview
Nees + Test Business
N
Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Documents Tagged Agencies »
2= Fitters (]
1 Harm
Finisted Rick Dutton Whceker 01/05/2026 210006 1208) 54.3090 o254 en_| Biesa gov

The Documents tab allows you to see all the documents uploaded during DD Form 254 creation. You
can download these documents for further review.

1. Select the Documents tab at the top of the screen.

=l weLcoms Test Business - LOP0987654321 Preview
NeCs + Test Business
N
Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers Tagged Agencies >
3= Filters o

& BEMG- Business Assessment,[EUT pd Business Assesament Sally C'Maliey
X DEMO-Campany Dosementation,CLY pel ey Intarmation Sally CrMalley
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History

The History tab tracks the subcontract DD Form 254s journey from creation to release. It tracks
changes and updates to the document that you an other reviewers have made.

1.

= -E..;-"

z

Select the History tab at the top of the screen.

WELCOME

NCCS -

My Created DI

Test Business - SUBTEST123456

Test Business

Industry Originator
Workflow State: Returned to Originator -> Pending Review

Industry Originator resubmitted a subcontract contract specification. It is now assigned to Industry Reviewer for raview.

Resubmitted Contract Spec 12/31/2025 19:51:57

Certifier NCC Gov
Workflow State: Pending Gov Certification -> Returned to Originator

@ Certifier NCC Gov returned a subcontract contract specification to the ariginator. It is now assigned to Industry Originator.
testing

Reviewed Contract Spec 12/31/2025 19:50:58

Industry Originator
Workflow State: Initial Submission In Progress -> Pending Gov Certification

Industry Qriginator submitted a subcontract contract specification. I is now assigned to Certifier NCC Gov for government certification
B10a COMSEC Checked




Sign

If you are satisfied with your review and you do not have any suggested changes, you can proceed to
the end of the process.

1. Select Sign.

Test Business - SUBTEST123456 Preview PDF

NECs - Test Business

N

Review & felease

AL Form s < Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers >

CLASSIFICATION

Classification of DD Form 254 BO
CLASSIFICATION
UMCLASSIFIED

CLEARANCE, SPECIFICATIONS, AND FOLLOW-ON CONTRACT

cl. & Prime Ci P Follow-0n Centract B1-B4
FEL LEVEL REQUIRED LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO
COMNFIDENTIAL COMFIDEMNTIAL
2B. CONTRACT TYPE SUBCONTRACT NUMBER
Subcontract SUBTEST123456
34. DD FORM 254 TYPE RELEASED DATE
Original
FINAL DD FORM 254 REQUEST DATE FINAL RETENTION PERIOD {DAYS)

2. Select Sign Form to confirm the signing action.

Your account has now signed the form. From here, the subcontract DD Form 254 will either move to
the next Industry Reviewer or advance to the Industry Certifier.

SIGNING CONFIRMATION

Signing this form will send the form 1o the next selected reviewer for evaluation,
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Industry Certifier



Industry Certifier

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

Welcome to National Industrial Security System 2

.—> Acknowledge

sight activities af cl

NI2 Welcome Screen

1. Select the NCCS to expand NCCS, then select ALL DD Form 254s.

B WELCOME NCCS - ALL DD FORM 2545 o

<+@-
N F ease

| ALL DD Form 2545

1 3 o
Total DD254s

E Settings

1 match 0
Group Action Workflow State Last Update Full Na. Last Update Date CAGE Cade Campany Name
TESTING123456 - TXDOT Centifier NCE Gay 127312025 204735 Txoan Tast Business
© Prime (Original) (o} [ Cantract Officer 12/31/2025 18:41:45 3001 Test Business
Subcantract S OB Fanding Cartification Certifiar NCC Gov 1203112025 204735 THOOZ Tost Busingss

s

—
(]
(@)




Pending Certification List- Subcontract DD Form 254 Details

1. Review the information in Blocks (1-9) (16-18). Industry Certifiers do not have permissions to edit
these blocks. If there are errors in these blocks for the Originator to correct, select Return to

Originator.

Test Business - SUBTEST123456 Preview POF
NCCS - Test Business
hj Review & Release
AL RO o < Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewe De >
CLASSIFICATION
Classification of DD Form 254 BO
CLASSIFICATION
UNCLASSIFIED
CLEARANCE, SPECIFICATIONS, AND FOLLOW-ON CONTRACT
i & Prime C: o Follow-0n Contract Bi-B4
FCL LEVEL REQUIRED LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO
COMNFIDENTIAL CONFIDENTIAL
2B. CONTRACT TYPE SUBCONTRACT NUMBER
Subcontract SUBTEST123456
3A. DD FORM 254 TYPE RELEASED DATE
Original
FINAL DD FORM 254 REQUEST DATE FINAL RETENTION PERIOD (DAYS)
. I——

2. Inthe Return to Originator pop-up box, type a reason for returning the form and select Return
to Originator.

NCCS - RETURN TO ORIGINATOR

Submitting this form will send the contract specification back to the ariginater,

B I US ¢ = EE  Hormal 2 SansSerf 3 = T

O
o
=

Resson to return




3. Review the information in Blocks (10-12) (14-15). Industry Certifiers have permissions to edit
these blocks. Select the pencil icon # to begin editing.

ol wecoue Test Business - SUBTEST123456 Preview PDF

Test Business

TR =
N Feer
" Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers Dt >
CONTRACT ACCESS
Contract will require access to B10D In performing this contract, the B11
contractor
SELECTED:
SELECTED:
10a
11b
£
4
Public Access B12
PUBLIC RELEASE OPTIONS
Direct
PUBLIC RELEASE AUTHORITY
Testing Updated
[l LOLLABSE I

4. Make any necessary edits.

5. Select Save.

- | Test Business - SUBTEST123456 everor (S (T

Nees - Test Business
N Review & Release CONTRACT WILL REQUIRE ACCESS TO:
ALL DD Form 2645 M Blocks (1-9 Reviewers De >

a. Communication Security {COMSEC) Information

CONTRACT ACCES

SELECTED:

10a

Cancel

PUBLIC RELEASE OPTIOI

Direct

PUBLIC RELEASE AUTHORITY
Testing Updated

LOLLAPSE
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Pending Certification List- Subcontract DD Form 254 Details (Continued)

1. Review the information in Block 13. Industry Certifiers have permissions to edit the Security
Guidance. Select the pencil icon to begin editing. Make changes, and select Save.

2. Industry Certifiers do not have permissions to edit references. If changes are required in the
references, select Return to Originator.

Test Business - SUBTEST123456 Preview FDF
NEES - Test Business
N
Blocks (1-9) (16-18) Blocks (10-12) {14-15) Blocks (13) Reviewe! De
SECURITY GUIDANCE Freview

Block 13 General

Facility Security Clearance: The Contractor shall possess and maintain a facility clearance granted by the Defense Counterintelligence and Security Agency (DCSA). The
Contractor's employees, performing work in support of this contract {not technicians as stated below) will require security clearance/eligibility determination based on a2
favorably adjudicated TS or TSR with SCI eligibility; be within investigation scope and/or currently enrolled in Continueus Evaluation {CE)/ Continuous Verting (CV] at the time
of contract award and throughout the life of the contract to include all potential option years identified in this PWS. The DD 254 will be housed within the NCCS through the
life of the contract. The Contractor shall be registered within MCCS at time of award to gain access to the DD 254. It is incumbent upon the Contractor to ensure that the
necessary security paperwork is submitted in sufficient time to enable each individual to be cleared prior to beginning work on this contract. In the event that the MCCS is
superseded by another System of Record, the same requirements appl...

Refia I

Ref 10a: The performance of this contract shall require access o Communication Security (COMSEC) and Centrelled Cryptographic ltem (CCI) infermation and Secure
Telephone Equipment necessary for secure communications. Access to COMSEC information, material, and equipment is restricted to U.S. citizens holding FINAL 1.5,
government security clearances/eligibilities. Such information is NOT releasable to personnel holding interim or reciprocal clearances. DoD 5220.22-M, 32 CFR, Mational
Security Agency (NSA) Central Security Service (C55), NSASCSS Policy Manual No. 3-16 “Control of Communications Security (COMSEC) Material," 5 August 2005, applies to this
contract, An approved subcontracting plan and Government Contracting Officer written approval |s required prior to granting COMSEC access to a subcontractor.testing




Reviewers

The reviewer list shows all of the reviewers assigned to the subcontract DD Form 254. You can see
who has already reviewed the form and who will review it after you. The DD Form 254 can have up

to eight reviewers.

1. Select the Reviewers tab at the top of the screen.

=l weicome Test Business - AQ12345678901 Preview Retwirn to Originator
Mees + Test Business
M
Blocks (1-9) (16-18) Blocks (10-12) (14-15) Blocks (13) Reviewers Documents Tagged Agencies »
= Filters o
Statun Ta
1 Finshed ®ick Dutton Worker 0052025 210006 1B08) 54.3959 ot 254_review_| Bdcs gov

The Documents tab allows Industry Certifier to view all the documents uploaded during DD Form
254 creation. Industry Certifier can download these documents for further review

1. Select the Documents tab at the top of the screen.

=l weicome Test Business - LOP0987654321 Preview Retwirn to Originator
Mees + Test Business
M
Blocks (1-9) (16-18) Blocks (10-12) (1415} Blocks (13) Reviewers Documents I Tagged Agencies »
= Fileers Q

Sally O Maliey

& DEMID- Businwss Assessment, (T pdt Business Assessment
& Sally O Maley

DEMC-Campany Docemmtation_[CU.pdl Pabey Informalion

—
o
(@)
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History

The History tab tracks the subcontract DD Form 254s journey from creation to release. It tracks
changes and updates to the document Industry Certifiers and other reviewers have made.

1.

E| ""El':

e

WELCOME

NCCS

Select the History tab at the top of the screen.

2 @

Test Business - SUBTEST123456 Preview PDF

Test Business

< (14-15)

Blocks (13) Reviewers Documents I History I >

Certifier NCC Gov
Workflow State: Pending Gov Certification -= Pending Certification

o
Certifier NCC Gov reviewed a subcontract dd254. Itis now assigned to Industry Certifier for certification,

Reviewed Contract Spec 1273172025 20047:35

Industry Reviewer
Workflow State: Pending Review -= Pending Gov Certification

L
Industry Reviewer reviewed a subcontract dd254. It is now assigned to Certifier NCC Gev for government certification.

Reviewed Contract Spec 12/31/2025 20,4517

Industry Originator
Workflow State: Initial Submission In Progress -= Pending Review

Industry Originator resubmitted a subcontract contract specification, It Is now assigned to Industry Reviewer for review,

Resubmitted Contract Spec 1273172025 20:41:57




Sign
If you are satisfied the review and don't have any suggested changes, proceed to the end of the
process.

7 Note: Once you have signed the subcontract DD Form 254, you cannot recall it, or make any further changes to

the form.

1. Select Sign.

Test Business - SUBTEST123456 Preview PDF
NCCS - Test Business
N Review & Release
ALL DD Form 2545 < (14-15) Blocks (13) Reviewers Documents History >

CLASSIFICATION

Classlfication of DD Form 254 BO

CLASSIFICATION

UNCLASSIFIED

CLEARANCE, SPECIFICATIONS, AND FOLLOW-ON CONTRACT

Cl & Prime C fi Follow-On Contract B1-B4
FCL LEVEL REQUIRED LEVEL OF SAFEGUARDING FOR CLASSIFIED INFO
CONFIDENTIAL CONFIDENTIAL
2B. CONTRACT TYPE SUBCONTRACT NUMBER
Subcontract SUBTEST123456
3A. DD FORM 254 TYPE RELEASED DATE
Original
FINAL DD FORM 254 REQUEST DATE FINAL RETENTION PERIOD [DAYS)

2. Select Sign Form to confirm the signing action.

The subcontract DD Form 254 has now been released to the subcontracting entity.

—
®)
N

SIGNING CONFIRMATION

Signing this form will send the form to the next selected reviewer for evaluation.
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SF328 Industry Tool (SIT)

Workflow I



SF328 Industry Tool (SIT) Workflow

Overview

This information is for training purposes only. This SF328 Workflow example presents an
idealized scenario. The NI2 system dynamically adjusts each page and question based on your
previous responses.

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

Welcome to National Industrial Security System 2

» I Acknowledge

g Inszractions, scarchlsg exks
iz the bunden estimate or

and reviewing

Vpsarters Secvices, at whe. i -ales ssd.mi il be aware that notwithscanding any other provision

¥ pemalty for Eaing to cemply with in n 2 cantral numbar.

ate 2nd menitor

ke

NI2 Welcome Screen

2. Select Login, and choose the appropriate certificate.

Welcome to National Industrial Security System 2

» Login with CAC or Test Cert

—
(]
(@)
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SF328 Submission Workflow

3. From the left navigation menu, select SF328 Submission.

4. Select Create New SF328.

= WELCOME

SF328 SUBMISSION
| sF3zes

Eo W ToGGLE FoCus MODE

& COLLAPSE

SIT - SF3285

4

Total SF328s

-
=% settings |+ Create New§F328 4—‘

Submitted

TH003

Fake Company 001
Fake Company 004
Fake Company 002

Fake Company 003

Under Investigation
Under Investigation
Under Investigation

Monitoring

&

4 Matches




UNCLASSIFIED

5. From the pop up, select CAGE Code from dropdown.

Choose a CAGE code

CAGE CODE:*

| TX003,

n
T
w
N
(00]
S
Q
c
n
—t
)

<
_l
o
o

[%

-
o
=
-
Th
o
=

6. Select Submit.

Choose a CAGE code

CAGE CODE:*

TXOO05 o

59

UNCLASSIFIED
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7. Read the Certificate Pertaining to Foreign Interests, Penalty Notice, and Provisions, then select

Start.

(iml WELCOME

SF328 SUBMISSION g

TOGGLE FOCUS MODE

& COLLAPSE

Fake Company 005

TX005 | 310 Kendra Common Apt. 164 Suite 525 Oxnard, CA 99716-1434 USA

CERTIFICATE PERTAINING TO FOREIGN INTERESTS
PENALTY NOTICE

Failure to answer all questions or any misrepresentation (by omission ar concealment. or by misleading, false, or partial answers) may serve as a basis for

denial or revocation of clearance for access to clas B

rmation or adversely affect your eligibility to be awarded certain contracts by the U.5. govern

n addition, Title 18, United States Code section 1001, makes it a criminal offense to knowingly make false statements or representations te any Department or

Agency of the United States, as to any matter within the jurisdiction of any Department ar Agency of the United States. This includes any statement made

herein which is knowingly incorrect, incomplete, or misleading in any important particular,

PROVISIONS

1. The collection of this information is authorized by the Secret

ary of Defense, as Executive Agent for the National Industrial Security Program, pursuant to
. While

you are not required to respond, your entity’s eligibility determination {e.g.. a facility security clearance) cannot be declded If you do not complete and

Executive Order 12825, further amended by Section &, of Executive Order 13691 to include the Cla ied Critical Infrastructure Protection Progr

update the form, as required. The retention of an entity aligibility determination is cantingent upon compliance with the requirements of 32 C.F.R. Part 117
or equivalent issuance for submission of an accurate initial or revised farm, as appropriate.

This collec

on of informaticn is also authorized by th ry of Defense in order to carry out resp

: ed to the Secretary by section B47
of Public Law 116-92. While you are not required to respond, your ellgibility to be awarded, or continue to perform on, certain contracts by Department of

Defanse cor ts may be adversaly affected If

nplete and update this form, as required

This collection of informat

n Is also authorized by the Secret;
Department of Defense Innovation Initiative in accordance with subsection 951(c) of Public Law 114-328 (10 USC 1564 note).While you are not required to
respond, your eligibility to participate in the DESP cannot be determined if you do not camplete this form accurately. Participation in the DESP

contingent, amang other things, upan your compliance with the requirements of the DESP for submission of an initial or revised form, as appropriate.

ry of Defense for use in connection with the DoD Enhanced Security Program (DESP) for the

This collection of information is also authorized by the Secretary of Defense for use in connection with the DoD Small Business InnovationResearch and
Small Business Technology Transfer programs (S8IR/STTR) in accordance with Section 4, Foreign Risk Management, of Public Law 117-183, 5B8IR and STTR
Extension Act of 2022. While you are not required to respand, your eligib ipate in DoD SBIR/STTR pragrams cannot be determined i

ou do nat

complete this f tely. Participation in D RISTTR programs is centingent, among other things, upon your cempliance with the requirements of

Legal Business
Structure

Q1: Ownership

Q2: Interest

Q3: Management
Roles

Q4: Power, Contro
and/or Autharity

Q5: Agreements
Q6: Debts

Q7: Income/
Revenue

Q8: Foreign

(Management)

Q9: Orher

Dac

ments

Fill out the SF328 Form according to user business circumstances.

Eo Wl TocGLE Focus MODE

Fake Company 005

TX005 | 310 Kendra Comman Apt. 164 Suite 525 Oxnard, CA 95716-1434 USA

ENTITY INFORMATION

. e
Legal Business Structure
Please provide information about your organization or facility

SELECT THE LEGAL BUSINESS STRUCTURE * SELECT THE COUNTRY ORGANIZED UNDER *

) Mo

15 THIS A JOINT VENTURE? *

Start

Legal Busin
Structure

Q1: Ownerst
I
Q2: IMterest

Q3: Manager
Roles

Q4: Power, C}
and/or Auth

QS: Agreems
Q6: Debts

Q7: Income/
Revernue

Q8: Foreign
Emple
(Managemer

yment

Q9: Other

m i
o Document

ET Note: The SF328is designed to be intuitive and tailored to your individual needs and circumstances. Each

question dynamically adjusts the available options based on your previous answers



9. Complete all questions, upload the necessary documents, and then review your submission. If
everything is correct, click Submit.

=] (ECCOME Section Section Completed Total Errors Total Warnings Last Updated
SF328 SUBMISSION - Start
s , Legal Business Structure o 0 10/28/2025
3 Legal Business
Aitig - .
; Question 1 o 0 10/28/2025
Q1: Ownership
Question 2 0 0 10/28/2025 o
e nterest
Question 3 0 0 10/28/2025 Q3: Managemer
Roles
Question 4 0 0 10/28/2025 DT PoeTICr
and/or Authorit
) = ;
Question 5 ] 0 0 10/28/2025 o I
Question & 0 0 10/28/2025 Q6: Debts
Question 7 i 0 10/28/2025
Question & 0 0 10/28/2025 QB: Foreign
b Employment
(Managemeant)
Question 9 o 0 10/28/2025
ESQ  TOGGLE FOCUS MODE Q9: Other
rre o> o
L4 COLLAPSE Documents

10. Read the pop-up notification, check the box and select Submit.
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11. Upon submission of the SF328, you'll find a status bar with related information on the home

screen
e SIT - SF3285
bBmISSION -
ation Documents Total SF328s
icts / Solicitation 3= settings 5 Matches @
Status CAGE Code Business Name SF328 State Last Updated
mm / dd / yyyy B
[ submitted  JERSTHY Fake Campany 001 Under Investigation 072772025
[ submitted RPN Fake Company 004 Under Investigation 0727/2025
[ submitied  [ERETIY] Fake Company 002 Under Investigation 072772025
: [ submitied  JERETNE Fake Campany 003 Manitoring 10/28/2025
.—>l [ submitted  [EERETLE Fake Company 005 Under Investigation 1072842025

FOCUS MODE

|SE

This screen displays a tracker below the Status column, allowing you to monitor the SF328's
progress. For instructions on responding to requests, see the next section




Entity Vetting Request for

Information (RFI) I

—
o
(@]
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Entity Vetting Request for Information (RFI)

Overview

This information is for training purposes only and presents an idealized SF328 Workflow scenario.
After an industry user submits their SF328, it enters an internal government workflow, beginning
with Entity Vetting. In some cases, additional information may be requested. The following outlines
how to complete this request.

Getting Started

1. Review the Consent to Monitor and select Acknowledge to continue.

Welcome to National Industrial Security System 2

» | Acknowledge

‘This 5. edickal 015, G W1 (USG) Indormation System (15] (ot authotize

this 15 o

of law, o persan shall ko

PRIVACY ACT STAT

A with the following Systen of Records o
DCSA ol




NI2 Welcome Screen

2. Select Login, and choose the appropriate certificate.

Welcome to National Industrial Security System 2

Login with CAC or Test Cert

Biedp Desk suppart and contact information will be lacated here once fully irplementsd.

SF328 Submission Workflow

3. Select Go to the Welcome Page.

Submission Received

You have registered, select the button below to be navigated to the Welcome Page

—
(]
(@)
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4. Select SF328 Submission.

5. Select RFlIs.

[ +@




6. To add a comment, select Add Comment.

7. To upload a file or document, select Upload File.

—
(]
(@)

[ <@
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8. Upload the requested file or document, then select Upload.




