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Overview
The Industry User Guide outlines multiple step-by-step processes for effectively utilizing the National 
Industrial Security System Increment II (NI2) system. The purpose of this guide simplifies complex tasks 
into manageable steps to ensure clarity and reduce ambiguity. This structured approach minimizes 
errors and standardizes procedures. The information, images, and figures this guide presents are 
representative content and are for training purposes only.

For NI2 system access, registration, news, and additional training materials, navigate to 
https://www.dcsa.mil/Systems-Applications/NI2-National-Industrial-Security-System-Increment-II

For NI2 system user support, contact dcsa.meade.peo.mbx.ni2@mail.mil
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Acronyms
Acronyms Meaning

AUP Acceptable Use Policy
CAC Common Access Card
CAGE code Commercial and Government Entity code
CAM Contract Account Manager
CSO Cognizant Security Office
CUI Controlled Unclassified Information
DCSA Defense Counterintelligence and Security Agency
DD Form 254 Department of Defense Contract Classification Specification
ECA External Certification Authority
FAR Federal Aquisition Regulation
FCL Facility Security Clearance
GCA Government Contract Activity
KO Contract Officer
NI2 National Industrial Security System Increment II
NCCS National Industrial Security Program Contract Classification System
NISP National Industrial Security Program
NISS National Industrial Security System
PDF Portable Document Format
PIV Personal Identity Verification
PKI Public Key Infrastructure
POC Point of Contact
RFI Request for Information
SIT SF328 Industry Tool
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Acceptable Use Policy (AUP)
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Acceptable Use Policy
Annually you must review and acknowledge the National Security System Increment II (NI2) 
Acceptable Use Policy (AUP).

Use Policy Screen

1.	 Read the Acceptable Use Policy Agreement.

2.	 Select Acknowledge.
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NI2 System Access
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System Access
Access the NI2 system.

Initial Access

1.	 Navigate to https://niss.dcsa.mil.

2.	 Review the Consent to Monitor, and select Acknowledge.

3.	 Use your Common Access Card (CAC), PIV (Personal Identity Verification), or ECA (External 
Certification Authority) certificate to authenticate.

To
C

http://niss.dcsa.mil
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NI2 Industry Registration
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The following provides a step-by-step guide for industry users to register in the NI2 system.

Welcome Screen

1.	 Login to https://niss.dcsa.mil/registration.

2.	 Select Register.

Industry User Registration

3.	 Select Register on Behalf of Industry.

https://niss.dcsa.mil/registration
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4.	 Enter the following information into the corresponding fields:

a.	 First Name

b.	 Last Name

c.	 Title

d.	 Email

e.	 Country Calling Code

f.	 Phone number

5.	 Select Next.
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6.	 Select a role from the drop-down menu.

7.	 Type a role justification.
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8.	 Select Next.

9.	 Select Cyber Challenge, and upload your most recent Cyber Awareness Challenge certificate of 
completion.
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10.	Select the Last Cyber Awareness Completion Date field, then choose the date 
corresponding to the date displayed on your certificate of completion.

11.	Select Next.
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12.	 If you are a contract account manager (CAM) in the appropriate search bar, type in a Commercial 
and Government Entity (CAGE) or temporary CAGE code as applicable, and select it when it 
appears. You may enter and then select multiple CAGE codes. 
Otherwise type the associated CAGE code or name, email address, or phone number of your 
CAM, then select their name when it appears.
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13.	 If you are a CAM, from the Select Prime Work Location drop-down select your work location, 
then select Next. 
Otherwise select the checkbox(es) next to the CAGE code(s) with which you are affiliated. From 
the Select Prime Work Location drop-down select your work location. Then select Next.
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15.	Select Submit. 

14.	Confirm the entity information is correct, then select the checkbox.

 Ñ Note: This page displays business entity information, including the CAGE Code from https://sam.gov as 

applicable.

http://sam.gov
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After submitting, a pending approval page appears. No further action is required unless you are 
notified.
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 Request Additional User Roles
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Requesting Additional User Roles in NI2
       Overview

The following information is a demonstration of a workflow for requesting an additional user role 
within the NI2 system. One additional role may be requested at a time. 

1.	 Log in to your user profile within NI2.

2.	 Select User Settings.

3.	 Select the Role Requests tab.
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4.	 Select Request a new role.

5.	 From the  Role drop-down menu, choose the requested role.

6.	 In the Role Description and Justification fields, type in the role description and justification.

7.	 If available, from the Team Selection drop-down, select your team.

8.	 Select Submit.
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10.	Select Submit.

9.	 Upload addtional documentation for your selected role if required.
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11.	The roles requested will appear as pending on your Role Requests tab dashboard.
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 Contract Account Manager 
(CAM) Approvals
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Contract Account Manager (CAM) Approvals
       Overview

The following information is a demonstration of a workflow for a Contract Account Manager (CAM) 
approval workflow. 

1.	 Log in to your user profile within NI2.

2.	 Select Admin.

3.	 Select Verify User.
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4.	 Double-Select the radio button next to the user listed on the dashboard.

5.	 Confirm all information required has been entered, and required documentation has been 
uploaded.
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6.	 Select Approve Access.
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 Industry Originator
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Industry Originator
Getting Started

1.	 Navigate to https://niss.dcsa.mil.

2.	 Review the Consent to Monitor, and select Acknowledge.

3.	 Use your Common Access Card (CAC), PIV (Personal Identity Verification), or ECA (External 
Certification Authority) certificate to authenticate.

To
C
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1.	 From the left navigation menu, select      next to NCCS to expand the menu.

2.	 Select      next to All DD Form 254s to expand the menu.

3.	 Under All DD Form 254s, select All DD Form 254s.

NI2 Industry Originator Dashboard

4.	 Find the prime (original) DD Form 254 to use as a template for your subcontract. You can scroll 
through or filter the list. All prime DD Form 254s associated with your CAGE Code display here.
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7.	 To create a new subcontract, select Create Subcontract.

5.	 Select    next to the contract number.

6.	 Under the Action column, you may now view the prime DD Form 254 in NI2, view it as a PDF, or 
create a new subcontract.
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8.	 In the overlay, select Create Subcontract.

 Ñ Note: CAGE Codes are five-character alphanumeric identifiers for businesses seeking government contracts. NI2 

verifies the CAGE Code against https://sam.gov. If valid, the business name and address display, and the Cognizant 

Security Office (CSO) information is automatically appears if available.

Classification and Prime Contractor

Subcontractor: (Block 7)

1.	 Input the CAGE code for the subcontractor, then select Verify CAGE Code.
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2.	 Review all information, then select Next. 

Clearance and Safeguarding (Block 1)

For Block 1, select the level of facility security clearance (FCL) required of the entity.

1.	 From the Level of Facility Security Clearance (FCL) Required drop-down menu, select 
Confidential, Secret, or Top Secret.



UNCLASSIFIED

UNCLASSIFIED
 Industry O

riginator

37

ToC

 Ñ Note: Both selections in Block 1 have warnings for selections that exceed designations from the National 

Industrial Security System (NISS).

2.	 From the Level of Safeguarding for Classified Info/Material Required at Facility drop-down menu, 
select Confidential, Secret, Top Secret, or None.

 Ñ Note: The level of safeguarding for classified information and materials cannot exceed the security clearance 

level of the facility. If the entity does not have any authorization to safeguard classified materials for the execution of 

the contract, select None.

An overlay appears with additional information if you select any option other than None.
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Actual Performance

For Block 8, verify the actual performance locations to ensure alignment from the previous steps. 
You may remove the entry by selecting delete if the work will not be performed at that location. If 
additional sites will be used throughout the performance of this contract, you can add them here.

Specifications (Block 2)

For Block 2, the prime contract number prepopulates in the Prime Contract Number field.

1.	 In the Subcontract Number field, type the subcontract number.

2.	 Select Next.
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Add Actual Performance Locations (Block 8)

1.	 Select CAGE Lookup, and verify the CAGE code and performance location.

2.	 Select Save.

3.	 Select Manual Entry to input location details. Type the work location in the given fields.
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Procurement Description

Block 9 automatically populates with the prime contract description. Add, edit, or remove 
information in unclassified terms while ensuring the description remains detailed enough to 
adequately represent the project.

General Unclassified Description of this Procurement (Block 9)

1.	 Type your changes in the given field.

2.	 Select Next.

4.	 Select Next.
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Contract Access

Blocks 10 and 11

For Blocks 10 and 11, you may only deselect options. Access options are selected based on the 
prime contract.
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Public Release: (Block 12)

You may change the public release options in Block 12.

Important: If you change the selection to Through, you must include additional information in step 2.

1.	 From the Public Release Options drop-down menu, select Direct or Through.

2.	 In the Description of Authority field, type a description of your authority.

3.	 Select Next.
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Security

On this screen, the NI2 application generates the Block 13 Security Guidance based on selections in 
Blocks 10 and 11. The cards in this panel make up the Security Guidance.

Security Guidance: (Block 13)

1.	 To edit a card, select Edit     .

2.	 Type your changes in the given field.

3.	 Select Save.
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4.	 Select Next.

Security Requirements and Inspections

Additional Security Requirements: (Block 14), Inspections: (Block 15)

Answers for Blocks 14 and 15 may automatically insert based on your selections in Blocks 10 and 11.

1.	 Choose Yes or No. If you select Yes, it is mandatory to include additional information in the 
Explain and Identify Specific Areas and Government Activity Responsible for Inspections field.

2.	 Select Next.
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Add Security Reviewers

For Block 13, you may select up to eight reviewers to review your DD Form 254. After you submit 
your draft DD Form 254, the NI2 system systematically passes it from one reviewer to the next.

To find a reviewer, you can sort and filter by name, primary organization, secondary organization, 
phone number, or email. If you do not find someone’s name on this grid, it is possible that they are 
not registered in the NI2 system; they must be registered before you can select them as reviewers.

Select Reviewers: (Block 13)

1.	 Choose a reviewer from the list.

2.	 Select Add Reviewer.

3.	 To remove a reviewer, select      the ‘x’ next to their name.

4.	 Select Next.
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Add Government Certifier

For Block 17, a single certifier can be selected if the DD Form 254 contains prescribed information. If 
the DD Form 254 does not contain proscribed information, select Next at the bottom of the screen.

To find a certifier, you can sort and filter by name, primary organization, secondary organization, 
phone number, or email. If you do not find someone’s name on this grid, it is possible that they are 
not registered in the NI2 system; they must be registered before you can select them as certifiers.

Select Certifier: (Block 17)

1.	 Choose a certifier from the list.

2.	 Select Set Certifier.

3.	 To remove a certifier, select      the ‘x’ next to their name.

4.	 Select Next.
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Add Industry Certifier

For Block 17, a single certifier can be selected on DD Form 254.

To find a certifier, you can sort and filter by name, primary organization, secondary organization, 
phone number, or email. If you do not find someone’s name on this grid, it is possible that they are 
not registered in the NI2 system; they must be registered before you can select them as certifiers.

Select Certifier: (Block 17)

1.	 Choose a certifier from the list.

2.	 Select Set Certifier.

3.	 To remove a certifier, select      the ‘x’ next to their name.

4.	 Select Next.
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Government Contracting Activity (Block 16 A,B,C)

You cannot edit this section.

GCA, Point of Contact (POC), and Required Distribution

Point of Contact (Block 16 D,E,F)

You cannot edit this section.
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Required Distribution by the Certifying Official (Block 18)

You may only edit Block 18 by selecting “f. Other as Necessary” in the following steps. Otherwise 
select Next.

1.	 Select f. Other as Necessary.

2.	 Type in the Enter Entities That Will Require Distribution field.

3.	 Select Next. Type in the Enter Entities That Will Require Distribution field.

4.	 Select Next.
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Form Validation

Review and validate your subcontract DD Form 254 before submitting it for the next step in the 
workflow.

Correct any errors or warnings on this screen to ensure your information is accurate. You may 
proceed with warnings present; you are unable to proceed with errors.

1.	 In the Invalid Page list, select an error or warning.

2.	 On the page that appears, correct the information.

3.	 Select Review, and return to step 1 if more errors or warnings exist.

 Ñ Note: Use the navigation bar to easily move between sections of your DD Form 254. The NI2 system 

automatically saves your progress, so you can return to your work at any time.

Review and Submit
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Once errors have been corrected, review the PDF.

4.	 Once you correct errors and warnings as necessary, select View PDF to review your DD 
Form 254. Once errors have been corrected, review the PDF.

5.	 Select      the ‘x’ after you are done reviewing the PDF.

Once you review and correct your form, you are ready to submit your subcontract DD Form 254 to 
the reviewer.

Review and Submit (Continued)
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6.	 Select Submit DD254.

7.	 In the overlay that appears, select Submit DD254 again.
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 Industry Reviewer
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Industry Reviewer
Getting Started

1.	 Navigate to https://niss.dcsa.mil.

2.	 Review the Consent to Monitor, and select Acknowledge.

3.	 Use your Common Access Card (CAC), PIV (Personal Identity Verification), or ECA (External 
Certification Authority) certificate to authenticate.

To
C
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NI2 Industry Reviewer Dashboard

1.	 Select     the ‘plus sign’ next to NCCS.

2.	 Select All DD Form 254s.

Pending Review List - Subcontract DD Form 254

1.	 Review the information in Blocks (1-9) (16-18). You do not have permissions to edit these blocks. 
If there are errors in these blocks for the originator to correct, select Return to Originator.
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3.	 Review the information in Blocks (10-12) (14-15). Industry. Select Edit      to make changes.

2.	 If returning to the originator, in the Return to Originator overlay, type a reason for returning the 
form, and select Return to Originator.
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4.	 Make any necessary edits, then select Save.

1.	 Review the information in Block 13. You can edit the Security Guidance; select Edit    to make 
changes. Type your changes. Then select Save.

2.	 Industry reviewers do not have permissions to edit references. If changes are required in the 
references, select Return to Originator. Review the information in Block 13. You can edit the 
Security Guidance; select Edit  to make changes. Type your changes. Then select Save.

Pending Review List - Subcontract DD Form 254
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Reviewers

The Reviewer tab shows reviewers assigned to the subcontract DD Form 254. You can see who has 
already reviewed the form and who will review it after you. The DD Form 254 can have up to eight 
reviewers.

1.	 Select the Reviewers tab.

Documents

The Documents tab allows you to see all the documents uploaded during DD Form 254 creation.    
You can download these documents for further review and upload new ones.

1.	 Select the Documents tab.
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2.	 To upload a file, select Upload.

3.	 In the Upload Attachment overlay, upload a file.
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4.	 From the drop-down, select a file type.

5.	 Type a description of the file in the given field.

6.	 Select the checkbox if the file contains controlled unclassified information (CUI).

7.	 Select Upload File.

8.	 To download or delete a file, select Download File      or Delete File     as desired.
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History

The History tab tracks the subcontract DD Form 254s from creation to release. It records changes 
and updates to the document that you and other reviewers make.

1.	 Select the History tab.
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       If you do not have any suggested changes, proceed to sign the DD Form 254.

1.	 Select Sign.

2.	 Select Sign Form.

Sign
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 Industry Certifier
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Industry Certifier
Getting Started

1.	 Navigate to https://niss.dcsa.mil.

2.	 Review the Consent to Monitor, and select Acknowledge.

3.	 Use your Common Access Card (CAC), PIV (Personal Identity Verification), or ECA (External 
Certification Authority) certificate to authenticate.

To
C
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NI2 Industry Certifier Dashboard

1.	 Select     next to NCCS.

2.	 Select All DD Form 254s.

Pending Certification List - Subcontract DD Form 254 Details

1.	 Review the information in Blocks (1-9) (16-18). You do not have permissions to edit these blocks. 
If there are errors in these blocks for the originator to correct, select Return to Originator.
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3.	 Review the information in Blocks (10-12) (14-15). Select Edit        to  make changes.

2.	 In the Return to Originator overlay, type a reason for returning the form, and select Return to 
Originator.
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4.	 Make any necessary edits, then select Save.

1.	 Review the information in Block 13. Select Edit     to make changes.

2.	 Type your desired changes, then select Save.

3.	 You do not have permission to edit references. If the Ref10a section needs changes, select 
Return to Originator.

Pending Certification List - Subcontract DD Form 254  Details (Continued)
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Reviewers

The Reviewer tab shows reviewers assigned to the subcontract DD Form 254. You can see who has 
already reviewed the form and who will review it after you. The DD Form 254 can have up to eight 
reviewers.

1.	 Select the Reviewers tab.

Documents

The Documents tab allows you to view all the documents users upload during DD Form 254 
creation. You can download these documents for further review.

1.	 Select the Documents tab.
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2.	 To upload a file, select Upload.

3.	 In the Upload Attachment overlay, upload a file.
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4.	 From the drop-down, select a file type.

5.	 Type a description of the file in the given field.

6.	 Select the checkbox if the file contains controlled unclassified information (CUI).

7.	 Select Upload File.

8.	 To download or delete a file, select Download File       or Delete File     as desired.
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History

The History tab tracks the subcontract DD Form 254s from creation to release. It records changes 
and updates to the document certifiers and reviewers make.

1.	 Select the History tab.



UNCLASSIFIED

UNCLASSIFIED
 In

du
st

ry
 C

er
tifi

er

72

To
C

If you do not have any suggested changes, proceed sign.

1.	 Select Sign.

2.	 In the overlay that appears, select Sign Form.

The subcontract DD Form 254 is released to the subcontracting entity.

Sign

 Ñ Note: Once you sign the subcontract DD Form 254, you cannot recall it or make any further changes to the form.



UNCLASSIFIED

UNCLASSIFIED
 SF328 Industry Tool (SIT) W

orkflow

73

ToC

 SF328 Industry Tool (SIT) 
Workflow
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SF328 Industry Tool (SIT) Workflow

       Getting Started

       Overview
The following information is only for demonstration of the SIT; this SF328 workflow example 
presents an idealized scenario. The NI2 system dynamically adjusts each page and question 
based on your previous responses.

1.	 Navigate to https://niss.dcsa.mil.

2.	 Review the Consent to Monitor, and select Acknowledge.

To
C
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3.	 Use your Common Access Card (CAC), PIV (Personal Identity Verification), or ECA (External 
Certification Authority) certificate to authenticate.

SF328 Submission Workflow

1.	 Select      the ‘plus sign’ next to SF328 Submission.
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4.	 Select a CAGE Code from drop-down.

2.	 Select SF328s.

3.	 Select Create New SF328.
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5.	 Select Submit.

6.	 Read the Certificate Pertaining to Foreign Interests, then select Start.
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8.	 Complete all questions, upload the necessary documents, and then review your submission. 
Then select Submit.

7.	 Fill out the SF328 Form according to user business circumstances.

 Ñ Note: The SF328 is designed to be intuitive and tailored to your individual needs and circumstances. Each 

question dynamically adjusts the available options based on your previous answers.
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9.	 Read notification in the overlay, select the checkbox, then select Submit.

10.	Upon submission of the SF328, a status bar with related information appears on the home 
screen displaying a tracker in the Status column.

 Ñ Note: See the next section, Entity Vetting Request for Information (RFI) on page page 82 about responding to 

requests.
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 Entity Vetting Request for 
Information (RFI)
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Entity Vetting Request for Information (RFI)
       Overview

The following information is only for demonstration of the SF328 Workflow. After an industry user 
submits their SF328, it enters an internal government workflow, beginning with Entity Vetting. In 
some cases, additional information may be requested. The following outlines how to complete this 
request.

       Getting Started

1.	 Navigate to https://niss.dcsa.mil.

2.	 Review the Consent to Monitor, and select Acknowledge.
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      SF328 Submission Workflow

1.	 Select the     ‘plus sign’ next to SF328 Submission or select SF328 Submission.

3.	 Use your Common Access Card (CAC), PIV (Personal Identity Verification), or ECA (External 
Certification Authority) certificate to authenticate.
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3.	 To add a comment, select Add Comment.

2.	 Select RFIs.
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4.	 To upload a file, select Upload File.

5.	 After uploading the file, select Upload.
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