Information Technology Specialist GG-2210-14
Location: Multiple (see below)

Ability to Obtain Clearance: Top Secret/SCI

Pay Range of GG-14: $120,259 - $172,075
Open: September 27, 2023 — October 27, 2023

This is an open call for resumes. We are currently gathering resumes of qualified candidates to create
a pipeline for future vacancies.

The Information Technology (IT) Specialist provides support, guidance and expertise in various
Information Technology (IT) functions. Performs a variety of duties that involve knowledge of a wide
variety of IT applications, systems, and methods. Has the ability to apply IT principles, concepts,
methods and practices for troubleshooting IT system issues to include issues such as network, database,
customer inquiries, and knowledge of IT system security regulations, policies and procedures. Provides
advice and guidance on a wide range and IT issues.

DCSA is looking for Information Technology Specialists in the following specialties:

1C1466 Data Management

Locations: Quantico, VA, Stafford VA Boyers, PA Ft. Meade, MD; Hanover MD; Crystal City, VA;
Summary: Provide expert technical guidance and perform analysis and assessment to implement
agency and enterprise data governance programs as well as providing expertise to the program
designing, implementing, and maintaining governed data architectures, leveraging data sharing and
consumption.

Competencies: Cybersecurity, Network Operation Technical; Information Resource Management;
Operating Systems

1C1313 Information Security

Locations: Quantico, VA, Stafford VA Boyers, PA Ft. Meade, MD; Hanover MD; Crystal City, VA;
Summary: Mastery of Enterprise Security Architecture of networks, information systems, virtual
computing environments (cloud), and cybersecurity disciplines to research, evaluate, formulate
and promote the generation and exchange of new theories, concepts, principles, methods, and
practices to extend the existing parameters of computer engineering. Cybersecurity work involves
the security of and operations in cyberspace and encompasses the full range of threat/vulnerability
reduction.

Competencies: Cybersecurity; Risk Management Framework; System Administration.

1C1143 Application Software

Locations: Quantico, VA, Stafford VA Boyers, PA Ft. Meade, MD; Hanover MD; Crystal City, VA;
Summary: Leads the day-to-day operations of the software applications in an effective and efficient
manner, to include monitoring and reporting on the health of the applications; participate in
troubleshooting as issues arise; the receipt, processing, editing and incorporation of data into
databases; maintenance of current comprehensive directives and documentation; quality control of
reports and extracts created for leadership, mission stakeholder and end-users.

Competencies: Information Resource Management; IT Customer Support; IT Test and Evaluation; IT
Life Cycle Management.




In addition to the technical competencies listed above for each discipline, all individuals must also
have IT-related experience demonstrating each of the four competencies listed below.

1. Attention to Detail: Is thorough when performing work and conscientious about attending
to detail.

2. Customer Service: Works with clients and customer (that is, any individuals who use or
receive the services or products that your work unit produces, including the general public,
individuals who work in the agency, other agencies, or organization outside of the
Government) to assess their needs, provide information or assistance, resolve their
problems, or satisfy their expectations, knows about available products and services; is
committed to providing quality products and services.

3. Oral Communication: Expresses information (for example, ideas or facts) to individuals or
groups effectively taking into account the audience and nature of the information (for
example; technical, sensitive, controversial); makes clear and convincing oral presentations;
listens to others, attends to nonverbal cures and responds appropriately.

4. Problem Solving: g - Identifies problems; determines accuracy and relevance of information;
uses sound judgment to generate and evaluate alternatives, and to make recommendations.

Conditions of Employment:

e The duties of this position may require temporary duty travel (TDY) and/or local travel.

e Incumbent may be required to possess or achieve technical certifications to perform position
functions effectively.

e Depending on specialty, the incumbent may be required to obtain and maintain one or more
appropriate Information Technology/Security certifications. The incumbent must sign a
Statement of Understanding regarding the certification requirement and maintaining the
appropriate certification as a condition of employment.

o Computing Environment (CE) training certification at the IAM Level Il and must obtain all
required IAM Level |l certifications within six months of the date of employment as
defined by Cyberspace Workforce Management Program IAW Department of Defense
Directive 8140.01, August 11, 2015 and Department of Defense Directive 8570.01m,
Change 2, April 20, 2010.

o This position is covered by DD8140/DoD 8570.01-M, 'Information Assurance Workforce
Improvement Program'. Applicant must possess any of the baseline certifications
required for IASAE-Il within six months of the date of employment. The incumbent
must sign a Statement of Understanding regarding the certification requirement and
maintaining the appropriate certification is a condition of employment.

Additional Conditions of Employment
* Must be a US citizen.
* Selective Service Requirement: Males born after 12-31-59 must be registered for Selective
Service. For more information http://www.sss.gov.
* Thisis a Drug Testing designated position.
* Position is a (DCIPS) position in the Excepted Service under U.S.C. 1601.
*  Work Schedule: Full Time
*  Overtime: Occasionally



*  Tour of Duty: Flexible

* PCS (Permanent Change of Station): May Be Authorized

*  Fair Labor Standards Act (FLSA): Exempt

*  Financial Disclosure: May Be Required

* Temporary Duty (TDY) Travel: Occasional

* Telework Eligibility: This position is telework eligible, but is not a full time telework position. The
incumbent will be required to report to the office on a routine basis.

» Ability to obtain and maintain a Special Sensitive clearance (TS) with Sensitive Compartmented
Information (SCI).

How to Submit Your Resume

To submit your resume for future consideration email to: dcsa.recruiting2@mail.mil. In the subject line,
at the top of your resume or in your cover letter, include Information Technology Specialist GG-2210-14
(specialty) (location). All current and former Federal employees must submit a copy of latest SF50
(Notification of Personnel Action). (Please note that this mailbox is specifically designated for this open
call for resumes. Do not forward any additional information or submit inquires to this mailbox after
11:59pm EST, October 25,2023. Resumes must be submitted before the job announcement closing time
and date which is 11:59pm EST, October 25, 2023.




