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1 Introduction

This Quick Reference Guide is provided to assist you in completing the Questionnaire for
National Security Positions Standard Form 86 (SF 86), using the Electronic Questionnaires for
Investigations Processing (e-QIP) system. Please follow this guide step-by-step to ensure that
your questionnaire is completed properly.

e-QIP is a web-based automated system that was designed to facilitate the processing of
standard investigative forms used when conducting background investigations. e-QIP allows
you to electronically enter, update, and transmit your personal investigative data over a secure
internet connection to a requesting agency. The requesting agency will review and approve the
investigative data.

1.1 Whatis the SF 86?

The Standard Form 86, “Questionnaire for National Security Positions” is intended specifically
for use in requesting investigations for persons seeking to occupy positions designated as
National Security “Sensitive.”

The SF 86 is a permanent document that may be used as the basis for future investigations,
eligibility determinations for access to classified information or to hold a sensitive position,
suitability or fitness for Federal employment, fithess for contract employment, or eligibility for
physical and logical access to federally controlled facilities or information systems. Your
responses to this form may be compared with your responses to previous SF 86
questionnaires.

1.2 Whyam Irequired to have a background investigation?

The U.S. Government conducts background investigations to determine if applicants or
employees meet the suitability or fithess requirements for employment, or are eligible for
access to Federal facilities, automated systems, or classified information. All persons must be
properly investigated and favorably adjudicated to hold a position as a Federal employee,
consultant, volunteer, contractor personnel or military personnel. Investigations and favorable
determinations are also a requirement for being issued a credential and access to classified
information.

The scope and type of background investigation varies depending on the duties and access
requirements for the position, as does the amount of time it takes to be completed. The
employing or sponsoring agency, that initiated your investigation, is responsible for
determining the appropriate level of investigation to be conducted based on current rules and
procedures, not NBIB.

1.3 Is completing the form mandatory in order to get a position in the federal
government?

Providing the information requested on the form is voluntary. However, if you do not provide
the information requested, it may adversely affect your ability to gain a national security
position or receive eligibility to access classified information as may be required by the position
for which you are applying.



Be completely honest and forthright when answering all questions on the SF 86. If necessary,
provide clarification or an explanation for how you answered a particular question in the
Optional Comment sections provided in e-QIP.

1.4 How much time do I have to complete the form?

The agency sponsoring you will establish the amount of time you have to complete your form.
Be as timely as possible in completing your investigation request. You should earnestly try to
meet the deadline your agency has established for you to complete this form.

Public burden reporting for this collection of information is estimated to average 150 minutes
per investigation request, including time for reviewing instructions, searching existing data
sources, gathering and maintaining the data needed, and completing and reviewing the
collection of information.
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Protecting Your Privacy

Security is a primary concern when handling personal information. This concern has been
addressed by specific Federal guidelines implemented to safeguard Personally Identifiable
Information (PII). PIl is defined as information that can be used to discern or trace a person’s
identity; and alone, or combined with other information, can be used to compromise the
integrity of records relating to a person by permitting unauthorized access to or unauthorized
disclosure of these records.

Numerous security measures have been built into e-QIP to prevent unauthorized access to
your information to include:

e-QIP applicants can opt into “Two-Factor Authentication,” which is an additional layer of
protection that can be established through the use of an application (app) downloaded
from a Smartphone or a desktop application.

e-QIP uses layered security to stop hackers and limit access to personal data. Transport
Layer Security (TLS) and its predecessor, Secure Socket Layer (SSL), are
cryptographic protocols that provide security for communications over networks such as
the Internet. TLS and SSL encrypt the segments of network connections at the
application layer to ensure secure end-to-end transit at the transport layer. All internet-
based data transmissions are encrypted using encryption provided through common
browser SSL technology.

e-QIP requires that TLS 1.0 be enabled in the user’'s browser. Without this setting,
users receive a “Page Cannot be Displayed” error message.

During the initial log in to e-QIP, each user must first answer a series of unique
questions about basic demographic information they provided to the sponsoring
agency, along with a 14-character Registration Code. After successfully answering
these questions, users must create a unique username and password. Finally, they
must create a set of three challenge questions that they will need to respond to in the
event they need to reset their password. *If users have issues with logging in,
they must contact their sponsoring agency for assistance and not call NBIB
directly.

Only persons with active investigation requests can log in to e-QIP.

e-QIP has been tested through the National Institute of Standards and Technology
(NIST) Certification and Accreditation process and is compliant with all requirements.

It is NBIB policy to ensure that all information technology (IT) systems that collect, maintain, or
disseminate information in an identifiable form have Federally mandated controls in place to
protect and prevent the breach of PII.



3 Before You Begin: What do I need in order to complete the SF 86?

To complete your e-QIP investigation request form you will need access to a computer with an
internet connection and a web browser. For most of the categories listed below, you’ll need
information going back ten years. In most categories the instructions will state that you should
not list information before your 18" birthday unless necessary to provide a minimum of two
years history. Please follow the specific instructions for each question on the SF 86. You
should also gather the following information:

e Proof of citizenship status for yourself and your immediate family, spouse or
cohabitant, if applicable, such as:
o U.S. Passport
Certificate of Citizenship (N560 or N561)
Naturalization Certificate (N550 or N570)
Certification of Report of Birth Abroad (DS1350)
Certification of Birth (FS545)
o Consular Report of Birth Abroad (FS240)
e Or proof of Legal Status within the U.S., please include expiration date of these
documents.
o Permanent Resident Card (Green Card [-551)
o Employment Authorization Card (EAD Card |-766)
o U.S.Visa
o [|-94
0 Unexpired Foreign Passports
Note: Providing a copy of these documents by uploading an electronic or
scanned copy of them into e-QIP during the completion of your form can save you
and your sponsoring agency time. You may be able to obtain assistance with lost
or unknown information at the U.S. Citizenship and Immigration Services website.
e Employment history
o Current and previous work location addresses
o Supervisor names, addresses, and contact information
e Personal residence(s)
o Name, address, and phone number of a person who knew you at each address.
o Note: All contact information must include a physical address. PO Boxes are
unacceptable. APO/FPO is allowed. For assistance in locating address
information refer to: http://maps.google.com
e Three personal references
e Educational Institutions
o Dates of Attendance
o Address
o If attendance was within the last 3 years, you will need a name address and
contact information for a person who knew you at the school (instructor, student,
etc.).
¢ Relatives’ citizenship information (see above for list of applicable documents), aliases,
employers, and foreign activities
e Selective Service ID number, if applicable. If you need your Service Number call 1-847-
688-6888 or visit http://www.sss.gov to obtain it

OOo0O0oOo



http://www.uscis.gov/portal/site/uscis
http://maps.google.com/
http://www.sss.gov/



https://nbib.opm.gov/e-qip-background-investigations/
















5.4 Avoiding Common Data Entry Errors

The latest electronic version of the SF 86 is designed to be intuitive and clear. Nevertheless,
you may find the suggestions below helpful as you complete the form. These suggestions are
based on some of the most frequently asked applicant questions. This guide does not cover
every question within the SF 86, but highlights some of the commonly questioned items. They
are organized by the corresponding section of the SF 86.

5.4.1 Section 4 - Social Security Number

Help | Display | Logout

The SSN that you provide in Section four Defaule

of the form must match the SSN that was

used to initiate your request. If they do not 3/34

match, you must contact your agency R e e

representative with the correct SSN. You el kil er. Mugouceiifgy e el

will not be allowed to continue past © o

Section 4 until the SSNs match. ° | . |

] (] initial only

If you were initiated without an SSN, Piiess ® ‘

select the Not Applicable checkbox. s [ waine
\ |
N N N S e
EniEniEnireiEnis

Provide your place of birth

Is this place in the United States of America?

Yes

Provide your U.S. Social Security Number

] Not Applicable

Add Optional Comment ®
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5.4.2 Section 8 - U.S. Passport Information ) I i D | Lot

Section 8 - U.S. Passport Information

Default

Indicate whether or not you possess a U.S.

Passport.
7/34

Sections Complete .
P Do you possess a U.S. passport (current or expired)?

Select Investigation Request

Welcome

o Click HERE for U.S. State Department passport help.
Form Completion Instructions

Statement of Undey i %
Add Optional Comment @

Sections 1-4 - Identifying Information

/0|0 |0 |0

Section 5 - Other Names Used

Section 8 - U.S. Passport Information
Detail

If you select Yes, you will be asked to enter
additional information about your U.S.
passport.

A link to the U.S. State Department website
is provided in the event that you need
assistance in completing this section.

olo/o/e/oeo0

Provide the expiration date of passport ©

5.4.3 Section 9 - Citizenship ‘ o o

Section 9 - Citizenship
Default

Indicate your citizenship status.
_8/34

ections Complete

d click Save.

If you were born in Palau or Micronesia/
Marshall Islands, please review the
respective document below regarding your -
citizenship status:

Palau: https://save.uscis.gov/web/media/
resourcesContents/CFA_PAL.pdf
Micronesia/Marshall Islands: https://
save.uscis.gov/web/media/ e
resourcesContents/CFA_MIS.pdf =3

Information

I € selectine box that reflects your curren

Provide your current citizenship status

1am a U.S. citizen or national by birth in the U.S. or U.S. territory/commonwealth,

1am a U.S. citizen or national by birth, born to U.S. parent(s), in a foreign country.

13m a derived U.S. citizen.

{ \
l I
{ \
I l

Tam not a U.S. citizen.

00|00 0|0 0|0

Add Optional Comment @

To view and get more information on immigration documents, please select the link below:
https://save.uscis.gov/web/media/resourcesContents/
SAVEGuideCommonlyusedlimmigrationDocs.pdf
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https://save.uscis.gov/web/media/resourcesContents/CFA_PAL.pdf
https://save.uscis.gov/web/media/resourcesContents/CFA_MIS.pdf
https://save.uscis.gov/web/media/resourcesContents/SAVEGuideCommonlyusedImmigrationDocs.pdf



http://maps.google.com/
http://zip4.usps.com/zip4/welcome.jsp
http://www.nanpa.com/area_code_maps/ac_map_static.html






http://maps.google.com/
http://www.sss.gov/

Help | Display | Logout

Section 16 - People Who Know You Well

Detail

5.4.8 Section 16 - People Who Know You Well

Provide three people who know you well RN it e o o
and who preferably live in the U.S.

Select Investigation Request Fromdate | 00 ‘ 0000

Welcome Estimated

People you include should be friends,
peers, colleagues, college roommates,
associates, etc., who are collectively el [
aware of your activities outside of your
workplace, school, or neighborhood, and
whose combined association with you
covers at least the last 10 years.

Month  Year

To date

0 ]

or | Present

[ Estimated

Provide full name

First Name @

[ mitialonly [] NoFirst Name

0|00 0 0|00 0|0

Section 10 - Dual/Multiple Citizenship Middle Name @
Information ‘

<]

Section 11 - Where You Have Lived [ initialonly [ NoMidde Name

Do not list your spouse, former spouse(s),
other relatives, or anyone listed elsewhere e
on this form in this section.

Section 13C - Employment Record

Last Name

Section 14 - Selective Service Record

/0|00 |00 |0

[ n ‘ i % ‘ ‘ v ‘
Other
Section 15 - Military History

Section 16 - People Who Know You Well

Default . Provide rank/title

Detail o
[ Not Applicable
Section 17 - Marital/Relationship Status ‘

Section 18 - Relatives

Section 19 - Foreign Contacts Provide relationship to you (Check all that apply)

Section 20 - Foreign Activities

Aad|
Section 20B - Foreign Business, Professional
Activities, and Foreign Government Contacts

\ »,

Neighbor Friend Work associate

Section 20C - Foreign Travel

Section 21 - Psychological and Emotional ]- ‘ ‘ 9 ‘

Health

Sedlionss - BhilteRecon Schoolmate Other (Provide explanation)

Section 23 - llegal Use of Drugs or Drug

o Explanation
Activity

Section 24 - Use of Alcohol

Section 25 - Investigations and Clearance
Record

Section 26 - Financial Record

Section 27 - Use of Information Technology " :
Systems, Provide telephone number for this person

Section 28 - Non-Criminal Court Actions Hurgbn Siidin Aune

[w o J[m ]

Section 29 - Association Record

[] Check box if International or DSN phone number

Additional Comments

Validate, Review, and Certify

Provide mobile/cell telephone number for this person
Number Extension Time

([ 000 ‘) [ 000 ‘ 0000 ‘

[ check boxif International or DSN phone number

Provide home or work address for this person

This address is

In the United States e ——

Outside of the ‘

Add Optional Comment &

19






Help | Display | Logout

Section 18 - Relatives

5.4.10 Section 18 - Relatives Y Default

1. Select each type of relative 1934
applicable to you, regardless if they Ol e e

Select Investigation Request

are living or deceased.

Form Completion Instructions

An opportunity will be provided to list

Sections 1-4 - Identifying Information

multiple relatives for each type, if
n e Ce Ssa ry A Section 6 - Your Identifying Information

Section 7- Your Contact Information

Check all that apply

Mother Father

Stepmother Stepfather

Foster Parent Child (including adopted foster)
Section 8 U.S. Passport Information

0 0|0/ 00|00 |0 |0

Section 9 - Citizenship

Section 10- Dual/Multple Citizenship Stepchild Brother

Information

<}

Section 11 - Where You Have Lived

Section 12 - Where You Went To School 2lster Stepbrother

Section 134 - Employment Activities

Section 138 - Former Federal Service Stepsister Half-brother

Section 14 - Selective Service Record
Half sister Father-in-law
Section 15 - Military History

o

©

©

©
Section 13C - Employment Record o
]

©
Section 16- People Who Know YouWell @
L

Section 17 - Marital/Relationship Status LGADRELY Guardian

| Section 18 - Relatives

Section 19 - Foreign Contacts Add Optional Comment @

Section 20A - Foreign Activities m
Section 208 - Foreign Business, Professional

Activites, and Foreign Government Contacts

B official wiebaite of the United States government ere s how you know <

Help | Display | Logout

2. Enter the details for each relative.

Section 18 - Relatives

Details

Provide address information, place of
birth including state and country of 19/34

birth, citizenship, contact information, Provide reative type
employer information, and any l l

Welcome ©
contact with foreign government or Provide you relative's ull name
Form Completion Instructions (V]
m Illta ry person nel Statement of Understanding ] First Name ©
Sections 1-4 - Identifying Information (V] l —
(] itialonly ] No First Name
Section 5 - Other Names Used ]
Section 6 - Your Identifying Information ) Middle Name @
Section 7 - Your Contact Information (] l
[ mitialonly ] No Middle Name
Section 8- U.S. Passport Information V]
Section 9 - Citizenship [ LastNamma
Section 10 - Dual/Multiple Citizenship ° l ‘
Information
Suffix
Section 11 - Where You Have Lived o
Jr s 1 n v v
Section 12 - Where You Went To School ©
i vi ‘ i vi ‘ i vil ‘ i X ‘ l X ‘ l Other ‘
Section 13A - Employment Activities o
Section 138 - Former Federal Service o Provide your relative's date of birth @
Section 13C - Employment Record ]
Month  Day Year
Section 14 - Selective Service Record (] 00 00 ‘ 0000
Section 15 - Military History (V] [] Estimated
Section 16 - People Who Know You Well ] X . .
Provide your relative's place of birth
Section 17 - Marital/Relationship Status (V]
Is this place in the United States of America?
Section 18 - Relatives
Yes
Default .
Details Provide your relative's country(ies) of citizenship
Section 19 - Foreign Contacts 1
Country )
Section 20A - Foreign Activities Add

Section 20B - Foreign Business, Professional
Activities, and Foreign Government Contacts

Section 20C - Foreign Travel . .
Add Optional Comment @

Section 21 - Psychological and Emotional

. m

Section 22 - Police Record
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http://www.adobe.com/products/acrobat/readstep2.html
http://www.adobe.com/products/acrobat/readstep2.html
http://www.adobe.com/products/acrobat/readstep2.html
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