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l. Introduction

The Defense Security Service (DSS)
Counterintelligence (Cl) Office presents the

10th annual Technology Collection Trends
in the U.S. Defense Industry - 2006 as a
tool for security professionals. The technol-
ogy collection trends and assessments in
this publication are based upon suspicious
contact reports originating from cleared
defense industry. These contact reports
describe suspicious foreign activity target-
ing U.S. personnel, technologies, classified
information, and expor controlled products
throughout the cleared defense indusiry.

Foreign entities target the U.S. cleared
defense industry because our organizations
research, develop, and manufacture
advanced dual-use (commercial and mili-
tary) technologies and products.
Consequently, the U.S. defense industry is
the most important player when it comes to
safeguarding information critical to our
national security. The National Industrial
Security Program (NISP) exists to ensure
the cleared defense industry protects clas-
sified information while performing work on
bids, contracts, programs, and research
and development projects. Though the
NISP is an effective program for mitigating
the loss of classified technology and infor-
mation, it is essential that all cleared
defense indusiry leaders, supervisors, and
employees recognize the foreign collection
threat. An effective security education and
training program can enhance employees’
knowledge of the foreign collection threat to
the U.S. defense industry. Properly trained,
security conscious employees are our best
defense against foreign collection.

This publication identifies technology col-
lection trends, general information, and
conclusions to assist cleared defense
industry personnel with identifying and

reporling suspicious foreign activity. The
research in this document also provides the
cleared defense industry a tool to imple-
ment responsive, threat specific, and cost-
effective security countermeasures.
Government agencies are encouraged to
use this annual publication to evaluate spe-
cific threats and develop additional security
countermeasures.

Please note that percentages through-
out this document may not total to
exactly 100 percent due to rounding. All
information is based on Fiscal Year 2005
reports from cleared defense industry.



ll. Executive Summary
A. Reporting Trends

This report is based on an analysis of 971
Suspicious Contact Reports (SCR)
received in Fiscal Year 2005 from cleared
defense contractors, DSS Industrial
Security Representatives (ISR) and Field
Counterintelligence Specialists (FCIS). The
total number of SCR in 2005 increased by
almost 43 percent. This significant increase
may reflect greater threat awareness
among employees at cleared facilities. In
2005, 342 cleared defense contractors, or
3 percent of the U.S. cleared defense
industry, reported suspicious foreign con-
tacts to DSS.

B. Country Trends

In 2005, DSS identilied 106 countries asso-
ciated with suspicious activities based on
LJ.5. cleared defense industry reporting, up
from 90 countries in 2004, However, aside
from a few countries that appear in SCR
each year, the identified countries do not
remain stable. Some new countries appear;
others drop out. The top ten collecting
countries in 2005 accounted for 79.9 per-
cent of all suspicious activity. Of these, the
top five collecting countries represented
57.4 percent of all such activity.

C. Technology Interests Trends

Information Systems Technology, due to its
potential for enhancing the efficiency of
command, control, communications, and
intelligence will continue as a prionty tech-
nology target for many countries. The
steady increase in incidents over the past
two years where foreign entities have tar-
geted modeling and simulation technology
is also noteworthy. It may be a reflection of
the growing number of weapons develop-

ment programs in many countries as they
attempt to emulate U.S. technological
advances.

Suspicious Internet Activity against cleared
defense contractors also increased this
year. The potential gain from even one suc-
cessful computer intrusion makes it an
aftractive, relatively low-risk, option for any
country seeking access to sensitive infor-
mation stored on U.S. computer networks.
The risk to sensitive information on U.S.
computer systems will increase as more
countries develop capabilities to exploit
those systems.

D. Most Frequently Reported
Technology Targets

The following technologies generated the
most foreign interest in 2005:

- Information Systems - 21.8%

- Lasers & Optics - 10.7%

- Agronautics - 9.7%

- Sensors - 9.5%

- Armaments & Energetic Materials -
9.2%

= Electronics - 6.6%

- Space Systems - 6.5%

- Marine Systems - 4.8%

- Materials & Processing - 4%

- Signature Control - 3.6%

The top ten targeted technologies identified
above accounted for 86.2 percent. Overall,
a comparison of 2004 and 2005's top ten
targeted technologies revealed minimal
changes. The most targeted technology
remainad Information Systems with 21.8
percent of all SCRs.



E. Most Frequently Reported Foreign
Collection Methods of Operation (MO)

MO are the techniques or tradecraft used
to collect intelligence or information from
cleared defense contractors. In 2005, the
most frequently used MO were:

- Requests for Information - 34.2%

- Acquisition of Controlled Technology

- 32.2%

- Solicitation of Marketing Services -

9.6%

- Exploitation of Relationships - 5.3%

- Suspicious Internet Activity - 5.3%

- Exploitation of a Foreign Visit
(CONUS) - 4.6%

- Other - 3.1%

- Targeting at Conventions,
Expositions, or Seminars - 4.3%

- Cultural Commonality - 0.9%

= Foreign Employees - 0.6%

The top three MO totaled 76 percent of all
foreign collection attempts reported to DSS.
In 2005, there were fewer reported suspi-
cious contacts involving Requests for
Information (RFI) than last year and a
marked increase in Acquisition of
Controlled Technology. In 2004, RFI
accounted for 47.5 percent of reported
MOs, and Acquisition of Controlled
Techneology represented 20 percent. This
year, Acquisition of Controlled Technology
has nearly equaled RFI as the most pre-
ferred technique for targeting cleared
defense contractors.

For a complete listing of foreign collection
MOs and their definitions, please see
Section VI, Appendix 1, on pages 22-27.




lll. World Collection Trends

Table 1: World Collection Trends 1997-2005

Year 1997 | 1998 | 1999 | 2000 | 2001 | 2002 | 2003 | 2004 | 2005
[Number of Countries with
Identified Collection Involvement | 37 | 47 | 56 | 63 | 76 | 84 | 85 | 90 [106

A. Worldwide Breakdown by Region. In
2005, DSS identified 106 countries associ-
ated with suspicious collection activities.
This was an increase of 16 targeting coun-
tries as compared to 2004 data. However,
there were 15 countries with reported col-
lection attempts in 2004 that did not gamer
a suspicious contact report in 2005. In
addition, there were 30 countries identified
with suspicious contact reporting in 2005
that did not appear in 2004 data. While
many of these countries are as technologi-
cally advanced as the United States, others
are developing or underdeveloped coun-
tries who attempt to acquire information
and technologies for diversion to more
technologically advanced nations.

The regions in Figure 1 are organized by
the U.S. Department of State’s six regional
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groupings. These groupings represent
areas of the world that share political, reli-
gious, and cultural similarities among coun-
tries in those pars of the world. In 2005,
the majority of reported targeting originated
from East Asia and the Pacific, which
accounted for 31 percent of all reporting.
The Near East made up 23.1 percent of the
targeling, Eurasia had 19.3 percent of the
targeting, and South Asia had 13.2 percent.
Finally, Africa and the Western Hemisphere
(minus U.S.) accounted for a minority of
targeting with a combined total of 11.5 per-
cent of the repons.

B. Foreign Collectors. DSS identifies
types of collectors after evaluating reported
information, conducting extensive research,
and assessing relationships and represen-
tatives in each incident. Each collection
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Figure 1: The map above reflects the regions where collaction offorts originated or the anticipated end user of the t&
geted tlechnology. The associated percentages indicate the level of collaction reported in 2005, The map does not
imply national-evel support of the collaction activity. Collactors may hiane based their operation in a thind country to
sonceal intentions or identity of the ullimate and-user of collectod technology,




attempt is categorized as originating from a
government entity, government affiliated
entity, commercial firm, individual, or
unknown entity.

Foreign government sponsored targeling,
which includes Ministry of Defense,
Intelligence Officers (including foreign mili-
tary attaches), and other official govemn-
ment enftities accounted for 22.8 percent of
all reported cases in 2005. This represent-
ed a slight increase from 2004 for "tradi-
tional” (direct foreign government) target-
ing.

Government affiliated entities include
research institutes, laboratories, govern-
ment-funded universities, contractors repre-
senting govermnments, and foreign compa-
nies whose work is exclusively or predomi-
nanily in support of foreign government
agencies. Reported targeting by govern-
ment affiliated collectors experienced a
marked increase from 2004. Government
affiliated entities had accounted for 15.3
percent of all targeting, but in 2005 they
accounted for 28.9 percent of targeting.

Collection attempts by foreign commercial
activities indicated a slight decline in target-
ing during 2003. Foreign commercial acliv-
ities are those companies engaged in busi-
ness, whether in the commercial or
defense sectors, whose suspicious activity
is not identified with a foreign government,
Many of these commercial collectors may
be acting in response to foreign govern-
ment issued requests for products and
technology that will be incorporated into
indigenous weapons systems.

Targeting by individual foreign collectors
decreased slightly in 2005, marking a sec-
ond year of declines. Foreign individuals
include those persons for whom DSS has

been unable to identify an affiliation due to
a lack of information, such as where only a
name or e-mail address is known. It is clear
that the majority of these incidents involved
foreign sponsorship or affiliation. A small
percentage in the data was identified as
people seeking personal financial gain.

At least 13 percent of targeting was con-
ducted by entities with no known affiliation.
This group of collection attempts often did
not indicate the name of the requester, an
email address, or any other identifying
information,

C. Methods of Operation. DSS analyzes
each collection attempt to determine the
method of operation (MO) employed by a
collector, which allows for a better under-
standing of the tools and technigues used
to target the U.S, defense industry. The
mast common MO is a direct request for
information. These events are associated
with email, phone, and mail correspon-
dence directed 1o a facility and posing spe-
cific and detailed questions that would
entail the release of sensitive or classified
information if answered. In 2005, 34.2 per-
cent of all reported collection atlempts
involved a request for information. This is
a decrease from 2004 data, which could be
attributable to an increase in attempted
direct acquisitions as a means to collect
technology. This year the use of
Acquisition of Technology as a method
increased, accounting for 32.2 percent of
all reported cases. Often these incidents
initially appear to be legitimate sales oppor-
lunities for contractors. However, as the
transaction proceeds it may eventually
involve the violation of export laws or an
illegal diversion of the purchased technolo-
gy to an unlawful end user. The third most
popular MO in 2005 was Solicitation and
Marketing of Services. It experienced a
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slight decrease and accounted for 9.6 per-
cent of all collection attempts. While solici-
tation decreased, Exploitation of a Foreign
Visit as an MO remained relatively stable
between 2004 and 2005, accounting for
about five percent of all targeting.

The remaining MO combined for less than
15 percent of collection attempts. Although
these MO are not as broadly used as the
previously mentioned methods, it does not
mean that they are not as successful or do
not pose as high a threat. Suspicious
Internet Activity, for example, accounted for
only five percent of the total targeting.
However, the impact of a successtul collec-
tion via this MO can be exponentially more
damaging than that of other methods due
to the potential for collecting massive
amounts of information from just one com-
puter intrusion event.



IV. TECHNOLOGY SECTION

DSS analyzes foreign interest in critical U.S.
defense technology in terms of the 20 categories
found in the Militarily Critical Technologies List
(MCTL), Volume lll. The Depariment of Defense
assesses the technologies in Violume Il as criti-
cal in maintaining superior U.S. military capabiii-
ties. Volume Il serves as the template for DSS
to define categories and subcategories for each
technology.

Of the 971 incidents in 2005 that formed the
basis for this publication, some involved multiple
lechnologies. Therefore, the percentages derived
from those cases are based on the number of
attempls against MCTL categones and not on
the total number of DSS cases.

A. INFORMATION SYSTEMS TECHNOLOGY

Table 2

F¥0% information Systems Technology Sub-Categories

il 1R . i Pereant
Irdarmation Commurations 16.80%
Indormation Exchangs 1.15%
Indormation Processing 4.23%
Indonmaition Secusdy T.31%
Infamrmation M.unaﬂar-'M| ard Conim 3.85%
Indornation Sysleme and Faclltiea 3.08%
Indommation Sensng 0.38%
Infomrmation Visyalkention and Aepmsertation 3.85%
Modebng and Sirmulation 16.892%
Information Technology (Uncategoszed) 42.31%

Overview

Again in 2005, Informalion Systems Technology
was largeted at a rate almost twice that of any

other technology category. This conlinues a trend

seen since 2003. The most frequently targeted
subcategories of Information Systems
Technology were information communications,
and modeling and simulation. Each of these sub-
categories accounted for 17 percent of incidents
related to Information Systems Technology. The
steady increase in incidents targeting modeling
and simulation technology during 2004 and 2005
is noteworthy. This could reflect an upsurge in
weapons development programs in the regions

indicating increased interest in this category:
East Asia and Pacific. and the Near East.

Takbile 3

FY0S Infarm alion Syslems 'I'u-p Ten Methods ol Ope ration

Rank Method of Operation Porcent
1 Fadquiest 1ar il armation LI
2 |Explckation of & focsign visil (DONUS) 2.5
3 |Espicitation of Relatonshps 4235
4 |Acquisition of Controlisd Tehnokogy 23,45
5 |Suspatious intornot Agtivity T.17
6 |Targeting &1 Comventions/Expos tions Seminars TR
7 |Schchaton of Markating Services 14.01%)
8 | Cultural Commonality 1305
9 |Crbear 281%

Perhaps the most notable change in the
Information Systems Technology category this
year is the shift in affiliation of the foreign collec-

tors from commercial to government and govemn-

ment affiliated. Overall affiliations were more
evenly spread among government, govemment
affiliated, and commercial than last year.

Examples of the technologies sought include:
Ka-band satellite communications systems,
electronic warlare simulation systems, software-
based simulation systems, tactical communica-
tion radios, SIGINT/COMINT equipment, and
global positioning systems.




MCTL Vol. Il Technology Categories

Table 2 depicts the collection activity as reported
by U.S. cleared defense contractors in 2005 for
the Information Systems Technology category.
For an explanation of the technologies covered
by each subcategory, please refer to the MCTL,
Volume 111

Collection Attempts by Region

Countries of the East Asia and Pacific region
wera again the most active collectors in this
technology category during 2005, accounting for
34.6 percent of all reported attempts. This is an

Collection Activity by Region

m Easi Aska & Pacific B Scuik Asia
(34.62%) {59.47%)
O Mear East B ‘Weslern Hamisphaes
(29.26%) {7 AlP%)
1 Eunssis 1 Alnca
(17 48%) {1.78%)

eight percent increase over last year, and contin-
ues a trend of increases since 2003. Countries of
the Near East accounted for 29.3 percent of
attempts, a seven percent increase over last
year. Africa and Eurasia indicated a decrease in
collection attempts from last year, to 1.8 percent
and 17.5 percent respectively.

Methods of Operation

On Table 3, Requests For Information (RFI)
accounted for approximately 36.5 percent of inci-
dents related to Information Systems Technology.
This was the most frequently used MO. However,
RFl in 2005 were significantly less than last
vear's 52.5 percent of incidents. Acquisitions of
Controlled Technology indicated a significant
increase this year, from 3.3 percent in 2004 to
23.5 percent. Additionally, increased incidents of
Suspicious Internet Activity, from five to 7.2 per-
cent, is cause for concem. A single compromise

of a cleared defense contractor's unclassified
network could reveal details of multiple weapon
systems in development,

B. LASERS AND OPTICS TECHNOLOGY

Overview

The Lasers and Optics category was the second
most targeted technology this year, moving from
sixth place in 2004. This technology category
saw the greatest amount of change in regional
interest: East Asia and Pacific moved from sec-
ond place to first, with a 12 percent increase
over last year.

Incidents involving government affiliated collec-
tors increased as well. Finally, the most
employed MO was Acquisition of Controlled
Technology, with an increase of nine percent
from last year.

Examples of technology in this category sought
by foreign entities are: Night vision systems, eye-
safe laser range finders, optical processing sys-
tems, light detection and ranging (LIDAR) sys-
tems, adaptive optics systems, stabilized optical
sight syslems, and focal plane arrays.

MCTL Vol. lll Technology Categories

|l'.'q:!l-'l:i Matadiak and Procasses

|Supporting Technologies and Applcations |5.51%
fronics and Phobonics Teghnology 15.51%

Lnsem arkd Optes {Lincategonsnd) 20.92%

Table 4 shows the collection activity as reported
by cleared U.S. defense contractors in 2005 for
the Lasers and Optics Technology category. For
an explanation of the technologies covered by
each subcategory, please refer to the MCTL,
Volurme |11,



Collection Attempts by Region

Industry reports in 2005 indicated a strong for-
gign interest in Lasers and Optics Technology.
This technology category saw the greatest
change in regional interest. A significant increase
in incidents involving the East Asia and Pacific
region, from 22.7 percent to 35 percent, occurred

Collection Activity by Region

B Ensi Asin & Pacic B Eurasi
3. 5% [12.06%)
B Sousth Asia B 'Westem Hemisphare
(21 .00% ) (8.21%]
Mear East 1 Alrca
(21.28%) (1.43%]
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this year. South Asia indicated a slight increase,

from 18.2 percent 1o 22 percent, which moved it
to second place. Incidents involving the Mear
East decreased this year, from 26 percent to
21.3 percent, moving it into third place. Eurasia
indicated a significant decrease in reported activ-
ity in this category, from 24.2 percent to 12.1 per-
cent. Finally, the Wastern Hemisphere stayed
roughly the same as last year, comprising 8.5
percent of incidents in this technology category.

Methods of Operation

Table 5 depicls Acquisition of Controlled
Technology, with 38 percent of incidents, as the
most frequently reported MO in 2005. It
increased nine percent from 2004. RFI
decreased from 45 percent of incidents to 37
percent this year. Finally, Suspicious Internet
Activity increased from 2.9 percent 10 4.4 percent
of industry reports. Although commercial affilia-
tion continued to be the larges! identified seg-
ment at 33 percent, the percentage of govemn-
ment affiliated collectors increased from 19 per-
cent last year to 29 percent in 2005,

Table &
FYDS Lasors & Tan Methods of Operation
= = 7 - = — | Percent

1 Pdguas! [of inlcemabcn i
2 Exploiiation of & foreign visl |COMUE) 257
3 Exploitaion of Falabonships # 3%
4 Acguisiion of Controlad Technokogy 7

5 Suspicious Iniome Activity i T
& T@HMMEM 1. 45%
7 Solcitalion of Mirksting Services B
B Forgign Ernpley/ses |
0 Cthes 2 18]

C. AERONAUTICS TECHNOLOGY
Overview

Aeronautics Technology was the third most tar-
geted lechnology in 2005, continuing a trend that
began last year. East Asian and Pacific regional
entities were most active in targeting this tech-

nology category.
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One significant change in this category was the
dramatic increase in incidents involving govemn-
ment affiliated entities. However, the mos! signifi-
cant change was in MOs: Acquisition of
Controlled Technology increased from 8.7 per-
cenl last year to 31 percent in 2005, RFI, howey-
er, continued to be the most employed MO.



Table &

FY05 Acronsutics Technology Sub-Categories
e e TR e e

ApodhTiamics 3d8%
Anmnauticsl Propulsion 13.04%
Apronautcal Sinciums 10.63%
Aamnautical Vehicls Contml 281%
Aemnautcal Subsysters and Components 17, 30%
Asronautical Design and Systerms infegrfion |5.224%
Asrmnautics (Uncabegonzed) 47 B3%

Examples of technology sought are: Military-
related aircraft engines, tactical unmanned aerial
vehicles (UAV), avionics systems for UAV and
fighter aircraft, missile launch warming systems,
advanced engine technologies, maritime patrol
aircraft avionics and systems, and ground test
equipment.

MCTL Vol. lll Technology Categories

Table 6 depicts the collection activity as reported
by cleared U.S. defense contractors in 2005 for
the Aeronautics Technology category. For an
explanation of the technologies covered by each
subcategory, please refer 1o the MCTL, Volume
il

Collection Activity by Region
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Collection Attempts by Region

Entities from the East Asia and Pacific region
were the most active in 2005 at 31 percent of
industry reports in this technology category.
Incidents involving the Near East increased from
18.1 percent last year to 23.1 percent in 2005,
Eurasia indicated a decrease in incidents, from

Table 7
Y08 Anronsutics Top Ten Bathods of ralson
L | Percent
i i lee indcematon oy
2 | Expiotation of n foragn vt {CONUS] “,%
3 Expietiion of Felaiorshps ]
4 |Acquisiion of Conroled Technology 31,008
5 Siaprious inlirmat Actay | £.147%
6 |Cufiarsd Commoralty
I Tt paviing i Corranfions s pos dions Mamnars ﬁ
B of Marketing Servicas gﬂ
-] Forngn Errpioyeas [
10 [ 270

28.2 percent in 2004 to 15.7 percent this year.
Finally, South Asia and the Western Hemisphere
showed minimal changes from last year.

Methods of Operation

On Table 7, reports of suspicious incidents from
cleared defense contractors in 2005 indicate that
the most used MO to target aeronautics technal-
ogy was RFl. This MO was 35.2 percent of inci-
dents in this category. Acquisition of Controlled
Technology, at 31 percent, increased significantly
from 8.7 percent last year. Government affiliated
enfities were identified in 30.6 percent of inci-
dents, which is a significant increase over last
year's 15.8 percent. Commercial entities
accounted for 29.6 percent of targeting activity in
this category.

D. SENSORS TECHNOLOGY
Overview

Industry reports of incidents in the Sensors
Technology category decreased from 45.7 per-
cent last year to 9.5 percent in 2005. This
changed its relative position among targeted
technology categories from second to fourth.
Most incidents in this category involved East
Asian and Pacific regional enlities, with a 10 per-
cent increase over last year.

RFI represented the primary MO to target
Sensors Technology in 2005. However, a signifi-
cant increase occurred in actual attempts to
acquire the technology through various schemes
to bypass restrictions imposed by the
International Trafficking in Arms Regulation. Such
incidents of Acquisition of Controlled Technology
increased from 13.4 percent in 2004 to 26 per- o
1



cent this year. Incidents that involved foreign
governments remained stable, and commercial
entities’ activity indicated a decline.

Table &

FYD5 Sanscre Te mnniurmr Eun-'.':aninrlu

[Sub-Category Percent
|Acoustic Sensors, Temesirial Padoen  |1.77%
Acousic Sensom, Marine, Actve Sonar  |4.42%
|Acoustc Sensors, Madne, Pidsive Sonar |4 429%
Aomushe Senate WManmna Pialiom 285%
Elacim-pplic Sensom 12.33%
| Radar 19.62%
Largd Ming Counlemuasuns 0.88%
| Sermers (Ui alegoreed) 33 63%

Examples of Sensors Technology sought include:
Missile launch waming systems, 3D radar sys-
tems, electronic warfare systems, sonar systems,
maritime surface search radars, gec-acoustic
and seismic sensors, target tracking systems.

MCTL Vol. Il Technology Categories

Table 8 shows the collection activity as reported
by cleared U.S. defense contractors in 2005 for
the Sensors Technology category. For an expla-
nation of the technologies covered by each sub-
category, please refer to the MCTL, Volume Il

image 3: Radar cparator al work

Collection Activity by Region
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Collection Attempts by Region

East Asia and Pacific entities were the most
active in targeting Sensors Technology in 2005.
Incidents involving this region rose from 20 par-
cent in 2004 to 30.4 percent this year. The Near
East also indicated an increase over last year, to
26.6 percent. Incidents involving Eurasia
accounted for 24.7 percent, or roughly the same
level as in 2004. Africa, South Asia, and Westem
Hemisphere all indicated decreased activity.

Methods of Operation

In the Sensors Technology category, the use of

RFI showed a modest decline this year, from 56
percent in 2004 to 43.9 percent, as depicted on
Table 9. RFI continued to be the most used MO.

Tabls 9
F05 Sansors Top Ten Methads of Operation
Rank ; aof Percent
1 uest lor ndormaion 43 B
2 i&pmnnmd a foreign visit (CONUS) 3605
3 |Esplotaton of Relationshps 4.32%
4 Acquistion of Controlied Tee hnology 5.5
5 Suspicious infarnol Agtinty 5.8
1] Cuitwral Cormmonaliny 0.7
7 !Tu:geu'ng al Con entions/ Exposilions Seminars 6.4 7%
8 |Solcitation of Marketing Sorvices 5 04%
) | Farmign Enploy a5 0.72%
10 |Other 3.60%%
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Acquisition of Controlled Technology indicated a
significant increase, however, from 13.4 percent
last year to 26 percent this year. Finally,
Suspicious Intemnet Activity accounted for 5.8
percent of incidents, a three-fold increase over
last year's 1.2 percent. Government entities
accounted for 26.7 percent of incidents this year,
or roughly the same as last year. Commercial
entities’ activity declined from 34.1 percent in
2004 10 21.9 percent.

E. ARMAMENTS & ENERGETIC MATERIALS
TECHNOLOGY

Overview

Foreign targeting of Armaments and Energetic
Materials Technology was largely unchanged
from last year. Entities in Eurasia accounted for
the greatest number of incidents in this category,
supplanting the East Asia and Pacific region.

Government affiliated entities were identified in
32.4 parcent of raports this year, up from 13.6
percent in 2004. This increase offset incidents
involving foreign governments, which indicated a
decrease from 40.9 percent to 22.9 percent this
year. The most frequently used MO in this cate-
gory was Acquisition of Controlled Technology,
which increased to 29.5 percent of activity.

Examples of Armaments and Energetic Materials
technology sought by foreign entities last year
are: anti-tank guided missiles, air-to-air missiles,
chemical propulsion technologies, explosives
detection systems, fuzing technologies, anti-ship

Table 10

FY05 Armaments & Energetic Materisly Technology Sub-
Categ

Safing, Amming. Fusing and Firng (SAFE] 36T
| Gunis, Arillery, and Cther Launch Systerms 4.50%
Gusdanca snd Comll | [ et
Wisthead Technologies 18.35%
Lathality and Vuineabity {0.92%
Energotic Mazedals lo.ses
[ Msslo Systoms 34 86%

Busvivablity, Armor, and Warhead Mmﬂpm'l_lﬂ.i?ﬂ
Amnarrants & Enesgetic Matedals [Uncategorized) |17.43%

missiles, and vertical launch technologies.

MCTL Vol. lll Technolagy Categories

Table 10 shows the collection activity as reported
by cleared U.S. defense contractors in 2005 for
the Armaments and Energetic Materials
Technology category. For an explanation of the
technologies covered by each subcategory,
please refer to the MCTL, Volume Il1,

Collection Activity by Region
P iy
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Collection Attempts by Region

Eurasia supplanted the East Asia and Pacific
region as the origin of most reported incidents in
2005. Eurasia accounted for 31.7 percent this

year. East Asia and Pacific accounted for 26.8
12



Table 11
FY05 Armamenis Top Ten Meihods of Oparation
| Fguest for indormasion 24 65

i

=g of n forsign visk [DOMUE) T.
3 |Expindninn of Relationships u%
L Agguistion ol Cionirolied Technology a: |
B Suspicicas inlsmal Acaty . 167
f Cutral Comrorakty XL
7 Tt b Dt A & Surrien i, T
a ol taton of Markeieg Services 0P
] |Elr||:r 5 EE

percent of incidents involving Armaments and
Energetic Materials. Incidents originating from
the Western Hemisphere increased from 5.5 per-
cent in 2004 to 10.6 percent this year. Africa also
indicated an increase, from less than ong per
cent to 4.2 percent. The Near East and South
Asia regions accounted for fewer incidents than
last year.

Methods of Operation

Acquisition of Controlled Technology was the
most frequently used MO targeting Armaments
and Energetic Materials. On Table 11, it accounl-
ed for 29.5 percent of incidents, a slight increase
from 2004. RFI decreased from 32.6 percent last
year to 24.7 percent in 2005. The percenlage of
entities directly affiliated with a foreign govern-
ment changed significantly this year, decreasing
from 40.9 percent to 22.9 percent. However, gov-
emment affiliated entities were identified in 32.4
percent of incidents, a significant increase from
last year's 13.6 percent. Other entities, commer-
cial and individuals, changed little from last year.

F. ELECTRONICS TECHNOLOGY
Overview
Electronics Technology indicated a decline in

activity, falling from fourth place last year to sixth
in 2005. The Mear East region had the most

Taible 12

activity in the category. Government affiliated
entiies indicated a significant increase from last
year. Acquisition of Controlled Technology
became the most employed MO in 2005. it was
identified in 40 percent of reported incidents from
cleared defense contractors. 3

Examples of Electronics Technology sought are:
Field Programmable Gate Arrays (FPGA),
microwave waveguide components, digital
switching systems, Automated Test Equipment
(ATE). planar array antennas, signal processing
components, and electro-mechanical systems.
Many of the technologies in the Electronics
Technology category have legitimate dual-use
applications.

MCTL Vol. Il Technology Categories

Table 12 shows the collection activity as reported
by cleared U.S. defense contractors in 2005 for
the Electronics Technology category. For an
axplanation of the technologies covered by each
subcategory, please refer to the MCTL, Volume
.

Collection Attempts by Region

Collection Activity by Region

—f’aw-ﬂ;

® Mear Easi B Souih Asia
{34.81%) {8.73%)
B [Esaf Asia & Pacilic B Weslem Hemisphana
{27 49%) {7 0%
1 Eirnsia 0 Alrica
{18 58%) [2.65%)

Regional activity indicated a shift this year. The
Mear East had the most significant change,
increasing from 22.4 percent of incidents in 2004
to 34.5 percent this year. Countries in the East
Asia and Pacific region were second at 27.4 per-
eent, a modest decrease from last year. Eurasia
13



also indicated a decline from 25.2 percent in
2004 to 18.6 percent this year. South Asia, the
Western Hemisphere, and Africa also had fewer
incidents. Each accounted for less than 10 per-
cent of activity this year.

Methods of Operation

Tabie 13
FYDS Bactronics Tap Ten Mathads ol Operation

[Rank Mathod of Operation | Percent
1 |Fsguesi for iInjomason 2182
2 |Expiotntion of a fonegn vist [COMLE) | 5 45%)
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Acquisition of Controlled Technology indicated a
significant increase, from 29.6 percent in 2004 to
40 percent of incidents in this category this year.
RFI decreased to 21.8 percent as depicted on
Table 13 from 50 percent last year. Events such
as network vulnerability scans, incidenis of hack-
ing, and attempls o exploit known security vul-
nerabilities all comprise Suspicious Internet
Activity. That MO indicated a slight increase this
year, from 5.9 percent to 6.4 percent of aclivity
related to Electronics Technology.

Government affiliated entities accounted for 39.5
percent of incidenis in this category, a significant
increase from last year's 15.3 percent.
Government entities were identified in 22.4 per-
cent of incidents reported by cleared defense
contractors for this category. Finally, commercial
entities were traced to 19.7 percent of incidents.

G SPACE SYSTEMS TECHNOLOGY
Overview

Space Systems moved from tenth position last
year to seventh in 2005 in relative activity among
technology categories. East Asia and Pacific was
the origin of most identified activity related to
apace systems Technology. Government affiliat-
ed entities indicated a sharp increase in activity.
Finally, Acquisition of Controlled Technology

increased to nearly double last year's figure for
the MO category.

Examples of Space Systems Technology target-
ad by foreign entities included: Radiation hard-
ened electronics, ballistic missile simulation sys-
tems, space qualified oplical systems, remote
sensing systems, satellite command and control
software, tracking and data relay satellite system,
and satellite communications ground stations.

Table 14
F¥05 Space Sysiem s Technology Sub-Categories

Sub-Calogory Percant
Electmmcs Lormponenis’ Mo sowave Tulsas 2Tr85%
|Bocioni: Matarials 380%

| Bt tmrins Fashacaton 15.33%
Micmelacioncs 5.0f %
Hanoaocimonics s
|Eetrarics (Unc ategorizod) 51.90%

MCTL Vol. lll Technology Categories

Table 14 shows the collection activity as reported
by cleared U.S. defense contractors in 2005 for
the Space Systems Technology category. For an
explanation of the technologies covered by each
subcateqory, please refer to the MCTL, Volume
I
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Collection Activity by Region
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Countries in the East Asia and Pacific region
were the most active in targeting restricted U.S.
space systems and technologies for the second
straight year. This region, at 44.4 percent of inci-
dents this year, indicated a significant increase
over last year's 30.3 percent. Africa also indical-
ed increased activity, from no identified incidents
last year to 4.4 percent of incidents in 2004. The
other regions all indicated decreased aclivity.

A

?.Ma
1 —

Methods of Operation

On Table 15, reported attempts to acquire Space
Systems Technolagy through direct purchases in
2005 nearly doubled to 46.7 percent of incidents
in this category. Last year Acquisition of
Controlled Technology as an MO amounted to
235 percent. Foreign RF| were less frequent,
declining to 29.4 percent from last year's 50 per-
cent of incidents. Government affiliated entities
were identified in 32.9 percent of reports from
cleared industry. This was a significant increase
from last year's 12.9 percent. Foreign govem-

ments were involved in 26.3 percent of activity
this year. Finally, commercial enlities accounted
for 19.7 percent in 2005, down from 38.7 percent
in 2004,

H. MARINE SYSTEMS TECHNOLOGY
Overview

Marine Systems Technology did not make the
DSS list of top ten technologies in 2004. This
year, however, Marine Systems Technology
amounted to 4.8 percent of incidents reported by
cleared defense contractors.

More incidents were traced to Eurasia than other
regions. AF| was the most employed MO, though
Suspicious Internet Activity was also significant,
Finally, government entities were most often
identified in incidents involving Marine Systems
Technology.

Examples of Marine Systems Technology sought
are: Environmental systems, Littoral Combat
Ship (LCS), maritime traffic control systems, anti-
submarine warfare, advanced submarine tech-
nologies, aircraft carrier design and construction,
and shipboard nuclear power systems.

Table 18
FY05 Marine Systoms Technology Sulb-

MCTL Vol. lll Technology Categories

Table 16 shows the collection aclivity as reported
by cleared U.S. defense contractors in 2005 for
the Marine Systems Technology category. For an
explanation of the lechnologies covered by each
subcategory, please refer to the MCTL, Volume
[

Collection Attempts by Region

Countries of Eurasia were identified most often in

reports from cleared industry, at 35.5 percent of
15



activily in this category. The East Asia and
Pacific region followed with 32.7 percent. The
Near East accounted for 16.4 percent of inci-

Collection Activity by Region

m  Eurasia B Wesiemn Hamisphers
(X5 A5%) {11.83%)
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(3. 7%} (2.73%)

O Mear Enst O Africa
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dents, followed by the Westlern Hemisphere at
11.8 percent. South Asia and Africa had negligi-
ble activity in 2005.

Methods of Operation

Government entities, with 26,8 percent, were
identified in most cases where it was possible to
determine an affiliation. Commercial entities were
identified in 19.6 percent of incidents, DSS was
unable to identify the orginating entity in 32.1
percent. As depicted on Table 17, RFI were
used in 29.2 percent of incidents in this technolo-
gy category, followed by Suspicious Intermnet

Table 17
FYias HlHn-E lams T TI'I1 HllIm:Il ni D

3 Explodiation of Relationships 2 TH
4 __|Acquisiion of Controlled Technology 16.67%
5 |Suspicious intemet Activily 25.00%
6 |Cutural Commonality 1.30%]
7 St AN ol hh'lal.l'li Senvices BT
8 |Polental Espionage ndcators 1.30%
] {Rbsor 2.8

Activity at 25 percent, Acquisition of Controlled
Technology was used in 16.7 percent of inci-
dents.

. MATERIALS & PROCESSING TECHNOLOGY
Overview

Despite an increase from last year, the Materals
and Processing Technology category dropped
one position to ninth place on the DSS list of top
ten technologies. The East Asia and Pacilic
region, and the Near East, each appeared most
often in reported activity. The percentage of inci-
dents where government affilialed entities were
identified indicated a dramatic increase this year.
Acquisition of Controlled Technology was the
most common MO in 2005.

Table 18

FY05 Materials & Process

Elecirical Matesials )
|5=n¢m.¢1 Materials (High Strength and High Tormporatu]

| Special Function Matsdals
Sman Maledals and Struciums
Micromachined Materals and Siniciums

Materials and Processing {Uncategorized)

Examples of technology sought include: MEM
technologies, compaosite armors, nano-fibers,
magnetic smart materals, ballistic protective
materials, bio-safety materials, and
carbon-carbon materials.

B3I
T %
2.58%
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MCTL Vol. Il Technology Categories

Table 18 shows the collection activity as reported
by cleared U.S. defense contractors in 2005 for
the Materials and Processing Technology catego-
ry. For an explanation of the technologies cov-
ered by each subcategory, please refer to the
MCTL, Velume ll1.

Collection Activity by Region

B Eaat Asia & Paciic B South Aais
[P Le e ] 195 M%)

B MNoaw Exdl i Alrca
(2 D0 (A DGT |

1 Exrudss LT T A E
[l e T ] 3R

Collection Attempts by Region

Industry reports during 2005 indicated that East
Asia and Pacific, and the Near East, were most
active in this technology category. Each region
accounted for 24 percent of incidents, increasing
from last year. Eurasia and South Asia indicated
decreased activity this year, accounting for 16
percent each. The percentage of incidents in this
calegory that were traced to Africa increased
from 5.3 percent in 2004 to 10.7 percent this

year.

Table 13
FY0S Matlerials & Processing Top Ten Methods of Op

Request for informmation

1
= Exploation of a foreign visi (CONLS) .45%
3 Acquisition of Confraled Tachnolom 4130
4 Cuural Comronaity 1.72%
B Targating 81 ConventionsExpos Bong/Saminars 345%
] Solcitation of Markeling Services T
7 |Forsign Employees 1.72%
Methods of Operation

Attempts to purchase Materials and Processing
technology from cleared defense contractors

occurred much more often this year, increasing
from 15 percent of activity last year to 41.4 per-

cent this year. RF| declined to 34.5 percent from
last year's 55 percent. The percentage of govemn-
ment affiliated entities identified in incidents relat-
ed to this technology category increased signifi-
cantly, from 7.9 percent in 2004 to 41.3 percent
this year. Commercial entities were identified in
32.2 percent of incidents.

J. SIGNATURE CONTROL TECHNOLOGY
Overview

A modest decline in targeting of Signature
Control Technology occurred in 2005, Cleared
industry reports this year indicated significantly
increased interest from South Asia. RFI and
Acquisition of Controlled Technology were the
most frequent MO, Government affiliated entities
were identified most often.

Examples of targeted Signature Conirol
Technology are: Radar cross-section modeling
software, radar absorbing matenals, signature
reduction methodologies, anti-oplical reflection
coatings, anechoic materials, electromagnaetic
spectrum signatures, and optical camouflage
systems.

MCTL Vol. lll Technology Categories

Collection activity for the Signature Control
Technology category was undefined as reported
by cleared U.S. defense contractors in 2005.

For an explanation of the technologies covered
by each possible subcategory, please refer to the
MCTL, Volume Il

Collection Activity by Region
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Collection Attempts by Region

An apparent surge in interest among South Asian
countries in Signature Control Technology
increased their presence in cleared contractor
reports from 12.5 percent in 2004 to 33.3 percent
this year. Countries in the East Asia and Pacific
region indicated a slight decrease in activity, from
28.8 percent to 27.3 percent this year. The Near
East increased slightly to 19.7 percent of inci-
dents in this technology category. Eurasia indi-
cated a significant decline in activity, from 28.8
percent last year to 12.1 percent in 2005. Africa
and the Western Hemisphere were identified in
slightly fewer incidents this year.

image 7: & B-2 bomber during refusling

[Acquisition of Controlod Tochnaiogy -l?..lﬂ'ﬁ.

4
| 5 [|Solchation of Marketing Services 1.66%)
Methods of Operation

On Table 20, RFI and actual attempts to acquire
controlled technology accounted for 47.5 percent
of incidents in this technology category. These
ware the most employed MOs. Employment of
other MOs occurred in very few incidents.
Government affiliated entities were identified in
58.5 percent of reports from cleared defense
industry, a significant increase from last years
18.4 percent. Commercial entities were identified
in far fewer reports, declining from 44.7 percent
in 2004 to 13.2 percent this year.
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V. FUTURE TRENDS ASSESSMENT

DSS foresees a continuing trend of
increased suspicious contact reports from
cleared delense contractors. The global-
ization of defense business will increase
the threat from strategic compelitors who
will use legitimate business activities as a
venue to illegally transfer U.5. technology.
The number of countries identified in
reports, on a steady increase over the past
five years, likely will level off. However, the
use of third countries to disguise targeting
by major foreign governments/competitors
will ensure that the number of countries in
SCRHs remains high.

Information Systems Technology, due to its
potential for enhancing the efficiency of
command, control, communications, and
intelligence, will continue to be a priority
technology target for many countries. The
steady increase in incidents over the pasl
two years where foreign entities target
modeling and simulation technology is also
noteworthy. It may be a reflection of the
number of weapons development programs
in many countries as they attempt to emu-
late U.S. military advances. The recent shift
in collector affiliations from commercial 1o
government affiliated and government anti-
ties may also be related to the relatively
early stages of these weapons develop-
ment programs. The increase In incidents
of attempted direct purchases of controlled
items appears to be a corollary develop-
ment, consistent with the increase in gov-
ermment and government affiliated efforts.

The apparent across-the-board surge in
activity from East Asia and Pacific countries
will continue in the short term as gaps in
technological capability become apparent in
their weapons development processes.
Lasers and Optics Technology and
Agronautics appear to be priority technolo-

gy targets for this region. Materials and
Processing will continue to experience
strong foreign interest, since some coun-
tries in the East Asia and Pacific region
have designated this area as a leading
industry for future economic growth.

DSS also anticipates an increase in suspi-
cious Internet activity against cleared
defense contractors. The potential gain
from even one successful computer intru-
sion makes it an attractive, relatively low-
risk, option for any country seeking access
to sensitive information stored on U.S.
computer networks. The risk to sensitive
information on U.S. computer systems will
increase as more countries develop capa-
bilities to exploit those systems.

These developments, particularly increased
commercial endeavors with foreign entities,
complicate the security and counterintelli-
gence community's ability to distinguish
between legitimate business and activities
designed to facilitate illegitimate acquisition
of U.5. technology. Foreign entities will like-
ly use ostensibly legitimate business to tar-
get and exploit U.S. firms that develop sen-
sitive technologies. Many countries already
deem it to be in their nalional interest to
acquire any and all U.5. military and dual-
use technology, no matter how insignificant,
in order to assemble a body of technologi-
cal work for domestic industries 1o exploit.
The threat environment is multidimensional:
Countering that threat requires innovative
thinking on the part of U.S. defense securi-

ty professionals.
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VI. HIGHLIGHTS OF SUSPICIOUS CON-
TACT REPORTS

Information Systems Technology

A foreign entity emailed a cleared defense
contractor with a request for a price quote
on 11 different export controlled items used
in electronic and communications intelli-
gence gathering. That cleared defense
contractor has reported six incidents of for-
eign interest in such export controlled prod-
ucts.

Lasers & Optics Technology

A foreign firm sent an unsolicited email
request for a price quote for export con-
trolled dual-use laser technology from a
cleared defense contractor. The firm
claimed that the NDIYAG laser with aiming
beam was for a biomedical physics project.
This item can be used in both commercial
and military applications. Military uses
include range finders and targel designa-
tors. The laser is on the U.5. Department
of Commerce's Commerce Control List,
which identifies items which require validat-
ed export licenses for shipment to all or
specified countries.

Aeronautics Technology

A LS, cleared defense contractor has
been involved in an unclassified contract
with a firm in East Asia to provide software
and hardware interfaces for a UAV ground
control system, which was previously pur-
chased from the cleared defense contrac-
tor. A general manager at the East Asian
firm requested a visit to the U.S. contrac-
tor's facility to follow up some warranty
repairs for the UAV ground system. Shortly
after the request, the East Asian firm
informed the U.S. contractor that it intend-
ed to send two reprasentatives to observe

the repair of the equipment. The U.S. con-
tractor had several subsequent contacts
with the firm's management in an atternpt
to persuade them that the visit was unnec-
essary and would slow down the repair
process due to the security problems that
their on-site presence would cause.
Although the U.S. contractor thought they
had convinced the foreign firm not to send
any representatives, within a week two
engineers from the foreign firm arrived at
the U.S. contractor's classified facility. The
U.S. contractor refused fo allow them
access to the classified facility and provid-
ed updates to the repair process at their
hotel. Both engineers returmned to their
country without visiting the LS. facility.

This aggressive effort to visil the U.S. con-
tractor's facility may have been a veiled
attempt to collect information on other high-
interest UAV programs at the facility. This
was the fourth suspicious contact report
that DSS has recorded regarding the East
Asian firm's interest in the U.5. contractor's
UAV platforms and supporting equipment
since 2003. This foreign firm's aggressive
collection efforts against the U.S. contrac-
tor's UAV technology has occurred in both
the United States and in the Easl Asian
nation, and has targeted non-releasable
items including UAV datalinks, take off and
landing system technology, communication
links, stem design and simulation technolo-
gy, remote video terminal and poriable con-
trol systems

Sensors Technology

An employee of a Near East defense firm,
while working on a joint contract with a
U.S. defense contractor, was able 1o place
one of his firm's computers on the LS.
contractor's classified and controlled test
network. Ostensibly, this was to control the
test of an expendable torpedo decoy
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designed by the Near East firm. However,
the test network was also used for testing a
U.S. designed, classified and export-con-
trolled second generation torpedo defense
suite.

Al the conclusion of the test cycle, a U.S,
employee requested thal the foreign classi-
fied disk and hard drive be placed under
control of the facility security officer. The
Near East firm's -employee refused the
request, stating that the LS. firm was nol
cleared for his country’s classified informa-
tion.

Within months of the employee departing
the U.S. firm with his classified disk and
hard drive, the Near East firm announced
its second generation torpedo defense
suite with similar characteristics and capa-
bilities as the cleared defense contractor's
system. This incident underscores the
inherent risks in joint ventures, where for-
eign collectors have opportunities to exploit
the relationship.
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Vil. Appendix 1: Methods of Operation
(MO} Definitions, Indicators, and
Countermeasures

Request for Information. A Request for
Information (RF) is an unsolicited inquiry
from a known or unknown source concem-
ing classified, sensitive, or export-controlled
information. There are two types of RFI:
direct and indirect. A direct RFl occurs
when a suspicious entity specifically targets

website advertisements, One example of
an unwanted, but indirect RFI, occurs when
a trade journal reviews a cleared defense
contractor's product or technology. After
the publicity, the cleared defense contractor
often receives numerous suspicious, but
“solicited,” reader service inquiries from
embargoed nations.

Acquisition of Technology. This MO
involves foreign altempts o gain access to

Requests for Information (RF1)

Indicators

Countarmeasure

« Technology is ITAR controlled

« Cleared defense coniractor does not normally
conduct business with the foreign requester

« Request originates from an embargoed nation or
represents unidentified thind party

« Request s unsolicited or unwarranibed

* Requester claims io represent an official govern-
ment agency but avoids proper channels 1o make
the request

+ Initial request largets an employes who does not
know the sender and is not in the sales or market-
ing department

+ Requaster is fishing for Information or asking for
highly technical information in a field in which she Is
not conversant

» Requaster is located in a couniry known 1o target
the U.S. clearad defense industry

= Educale employees aboul the threat

= On company websites, include a notice that prod-
ucis and technologies are expor controlled o
screan oul requests from forelgn entities

= Agk who the requester represents and why they
seek the requested information

* |ncorporate security into web design and advertis-
ing and initiate an active moniloring solution web-
site

= Repor the contact to the Facility Security Officer,
Industrial Security Representative, and D3S CI
Office because other cleared defensa contractor
faciliies may have also been targeted for similar

technologies

an individual or organization. An indirect
RF| occurs when a suspicious entity solicits
information by using technical joumnals and

sansitive technologies by purchasing U.S
technology. In some cases, a foreign entity
may atlempt to acquire the company that
develops the sensitive technology.

Acquisition of Technology

Indicators

Countermeasure

+ Forelgn individuals or compelilors seek a position
in the LS. company that affords access to restrict-
ed

« Statemnents that licenses are unnecessary

* Foreign company requests a U.5. company send
information/products to another U.S. based compa-

my for foreign transfer or via email to forsign
addresses

» Raquesier appears to be skiring controls

» Multiple similar requests made over time

» Foreign competitors purchasa U.S. dofense firms

« Perform due diligence on the buyer and the end
usar

« Ask about the end use of the solicited technology
or information

« Scrutinize emplovees hired at the request of a
foreign entity/business pariner

* Reqguest a threat assessment from the Industrial
Sacurity Represeniative or DSS Cl Dffice




Solicitation and Marketing of Services

Indicatons:

Countemeasuns

+ Offers to provide offshore software support for
defense-related projects

+ Invitations for cultural exchanges, individual-to-
individual exchanges, or ambassador programs

= Offers to act as a sales or purchasing agent in
foreign countries

* Internships sponsored by a foreign govemmaent or
foreign business

« Implement a technology control plan

* Reguest a threat assessment from the Industrial
Security Representative or DSS Cl Office

= Scrutinize employees hired at the request of a
foreign entity or business parner

* Report the contact to the Facility Security Officer,
Industrial Security Representative, and DSS CI
Office bacause other cleared defense contractor
tacilities may have been offered similar services

- Be wary of cultural exchanges

eporting indicates the majornty of acquisi-
tion attempts are directed at purchasing
specific components or technologies.

Solicitation of Marketing Services. In this
instance, foreign individuals with technical
backgrounds offer services to research facil-
ities, academic institutions, and cleared
defense contractors. Several incidents
have involved foreign nationals seeking
postdoctoral fellowships at cleared universi-
ties or employment at companies involved

in cutting-edge technologies.

Exploitation of Foreign Visit. A foreign
visitor includes one-time visitors, long-term
visitors (exchange employees, official gov-
emmenlt representatives, students) and fra-
quent visitors (foreign sales representa-
tives). A suspicious contact can occur
before, during, and after a visit. The pri-
mary factor contributing o suspicious for-
eign visits is based upon the extent to which
the foreign visitor requests access to

Exploitation of Foreign \isit

indicators

Countermeasura

* Foreign Liaison Officer or embassy official
attempits to conceal official identity during commer-
cial visits

+ Suspected hidden agendas versus the original
purposa of the visit

+ Last minute and unannounced persons are added
to the visiting party

» Presence of wandering visitors who act offended
when confronted

* Foreign entity attempts a commercial visit or uses
a U.5. based third party to arrange a visit after the
original foreign visit request is denied

« Visitors ask questions outside the scope of the
approved visit 10 receive a courleous or sponia-
NBoUs Bnswer

= Visitors claim business-related interest but lack
experience researching and developing technology
» Visitors ask to meet personnel from their own
countries and attempt to establish continuing con-
tact with them

+ Educate all cleared defense contractor employ-
eas involved with the foreign visit about the threat
* Request a country threat assassment from the
Industrial Security Representative or DSS C| Office
= Ensure personnel (escorts and meeting atten-
dees) understand the scope of the visit and topics
not opan for discussion

= Provide a sufficient number of escorts for the for-
eign visitors 1o limit movements and monitor foreign
visitor conduct

= Conduct frequent checks during foreign visits to
determine if the foreign inlerests are attempting to
circumvent security agreements

« Be aware of gang tackling. when multiple individ-
uals attempt o overwhelm one individual with ques-
tons

+ Do not introduce visitors to personnel from their
own countries; only use such personnel where it
makes business sense (i.e. for translation or
because she is a recognized expeart)




cleared defense contractor facilities or dis-
cusses information outside the scope of the
approved visil. It is important to recognize
long-term visitors often establish personal
relationships with cleared defense contrac-
lor employees in order to elict information
and may do so only gradually or after a
friendship has been established. More
importantly, even discussions of export-
controlled technologies require an export
license,

Targeting at Conventions. Foreign enti-
ties target conventions, seminars, and
exhibits because these functions provide
access to cleared defense contractors, new
technologies, and subject matter experts.
Consequently, the foreign entities will utilize

multiple MOs o solicit classified, sensitive,
and export-restricted information. These
evenls also afford a unique opportunity 1o
study, compare, and pholograph U.S. tech-
nology at one location.

Foreign-hosted conventions, seminars, and
exhibits are more vulnerable to exploitation.
Foreign intelligence services (FIS) employ
technical collection (electronic surveillance)
and execute “entrapment” ploys such as
placing the targeted individual in a compro-
mising situation. It is interesting to note
that foreign scientists and foreign technical
experts often pose a greater technology
collection risk than foreign intelligence offi-
cers. This is because international semi-
nars are normally comprised of leading sci-

Targeting at Exhibits, Conventions, and Seminars

Indicators

Countermeasura

+ Conversations involve classified, sensitive, or
export-controfled technologies or products

= The foreign country oF organization hosting the
avent unsuccessfully attempted to visit faclities in
the past

* Recaive an all expanses paid invitation 1o lectura
in & foreign nation

= Entities want a summary of the requested presan-
lation or brief 6-12 months prior 1o the lectura date
+ Excessive or suspicious pholography and filming
of technology and products

+ Foreign attendees wear false name tags

» Casual conversations during and after the event
hinting at future contacts or relations

* Foreign attendees business cards do not match
stated affiliations

= Implement a technology controd plan for products
and proprietary information taken to foreign coun-
iries

= Monitor any follow-up requests for information
because they are often collection atlempts

= Report suspicious contacts to the Facility Security
Dfficer, Industrial Security Represantative, and DSS
Cl Office

= Determine what type of information is potentially
susceptible 1o exploitation (who, what, whens,
when, wiy)

* Brief convention attendees about the threat and
discuss methods of mitigating elictation techniques
« Display mock-up products instead of real equip-
mant

« Request a convention and country threat assess-
mant from the Industrial Security Representative or
DSS ClI Office

* Restrict revealing information to what is only nec-
essary for arranging travel accommodations

+ Datermine if equipment or software can be ade-
quately protected

« Beware of gang tackling; if two or more people
ask simultaneous questions, do not speak without
thinking; get two colleagues to halp you or tell one
parson you will get back to him
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entists and foreign technical experts who
tailor questions on specific technical areas
perinent to their own work. Past
Suspicious Contact Reports (SCR) also
reveal overt and subtle methods of solicit-
ing information. For example, one tech-
nique known as “gang tackling” occurs
when multiple individuals approach an indi-
vidual with general questions. The individ-
ual becomes overwhelmed with the number
of questions and when one collector strate-
gically asks the “real” question, the individ-
ual accidentally reveals the answer.
Additionally, foreign entities will surrepti-
tiously target cleared defense contractor
employees by sitting next to them and
casually initiating conversations. This initial
contact establishes a point of reference and
relationship that may lead to exploitation at

business or academic relationships often
place foreign entities alongside U.S. per-
sonnel and technology, thus facilitating
access fo protected programs. One grow-
ing security concern is the increased use of
foreign research facilities and software
development companies based overseas
for commercial projects related to proteclted
programs. Technology is more susceptible
to foreign exploitation when a company
relinquishes direct control of its processes
or products to another company. Moreover,
outsourcing to foreign firms often place for-
eign workers in close proximity to protected
programs. Though high technology pro-
grams received the greatest public atten-
tion, low technology programs such as fab-
rics for the military Battle Dress Uniform
(BDU), are equally susceptible to foreign
exploitation.

Exploitation: Relationships

Indicators

Countermeasurs

* Foreign representatives mail or fax documents
witten in @ foreign language to a foreign embassy
or forelgn country

= Forelgn entities repealedly request access 1o the
LAN, want unrestricted facility access, and target
company personnel for information

= Foreign entities request detalled technical data
during bidding process and then cancel the confract
= Potential technology-sharing agreements during
the joint venture favors foreign entity

= Forelgn organization provides more forelgn repre-
sentatives than is necessary for the project

= Mew employees hired from the foreign parent
company of its foreign partners ask 1o access clas-
sified or export-controlled data

* Implement a technology control plan for products
and proprietary information taken o foreign coun-
tries or have a delalled Standard Practice and
Procedures

* Review and translate foreign language come-
spondence

« Provide forelgn representalives with stand-alone

computers

« Share minimum amount of information appropri-
ale to the scope of the joint venture/research

* Train employees on the scope of the project and
how to deal with and report elicitation attempls

* Refuse to accept unnecessary foreign represen-
tatives into the facility

a later date. Finally, cleared defense con-
tractors must recognize FIS officers will
likely debrief their own scientists and
employees who attended these conven-
tions, seminars, and exhibits.

Exploitation of Joint Venture/Research
Relationships. Joint Ventures and R&D
partnerships provide significant collection
opportunities for foreign interests, These

Suspicious Internet Activity. The explo-
sive growth of the Internet and abundance
of free email accounts has resulted in
increased cases involving Suspicious
Internet Activity. Internet hacking is includ-
ed in this technigue because the majority of
hacking attempts are correlated with prob-
ing efforts to exploit computer network
weaknesses for future exploitation. One
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Suspicious Intemet Activity

Indicators

Countermeasure

« Compuler probes and emails with attachmenis
known 1o cary viruses and other computer exploits
= Matwork altacks orginate from foreign IP address
or 1SPs

« Aftacks last more than a day

= Multiple intrusion attempts are used with multiple
passwords and scripts

+ Use a firewall monitoring software that logs intru-
sion attemnpts and malicious activity

* Have appropriate level of protection in place to
repel such an attack

« When a probe is noted, increase network security
alert status

reported Internet probe targeted a defense
contractor's unclassified network and lasted
over 24 hours, Though the onginal source
of the attack was likely masked, the probes
were traced to IP addresses allocated o a
“girl's school” in an East Asian country. The
suspicious entity very likely concealed the
true identity in order to deter network secu-
rity administrators. Probing a network sys-

tem is not a cnme, but once a port is
breached by an unauthorized entity it
becomes a crime.,

Targeting of U.S. Personnel Abroad.
This MO involves targeting U.S. delense
contractor employees traveling overseas.
Targeting can occur at airports and past
technigues include luggage searches,

g.gﬂuumm private and professional sub-

« Hotel room and personal ilems appear o have
been searched or accessed

= Foreign officials confiscale computers or media
m&ﬂmmﬁ?hﬁhuﬁﬁlm

« Employee is assigned to the same general hotel
area (room or floar) during multiple visits

* Hotel provides copiers, shredders, computers and
other business equipment

+ Business equipment (computers, cell phones,
PDAs) are *lost” or confiscated

Targeting of U.S, Personnel Abroad
Indicators Countermeasurs
« Suspicious or unknown individuals ask specific « Complete a pre-travel sacurily briefing and do not
publicize travel plans

» Maintain control of all sensitive ilems

= Lock hotel room doors and remember room
arrangement prior to depariure

» Limit sensitive discussions

« Avoid using computers or fax equipment at for-
eign hotels or business centers for sensitive matters
* Ignore or deflect intrusive or suspicious conversa-
tions and questions regarding personal and profes-
sional information

* Retain unwanted (no longer needed) sensitive
material until it can be securely disposed of

« Do not use unsecured coplers or shradders for
classified or sensitive docurments

« Do not bring classified or sensitive materials
unless necessary and specifically authorized to do
50

= When traveling, remove hard drives, floppies, and
CDs from computars to camy saparataly, so they
won't be Sost * or confiscaled
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unauthorized use of laptop computers, and
extensive questioning beyond normal secu-
rity measures. Other travelers have
received excessively “helpful” service by
host government representatives and hotel
staff. It is important to recognize copiers
and shredders can contain built-in scanners
to copy the data. |Industry reporting also
indicates foreign entities use traditional FIS
collection methods such as placing listen-
ing devices in rooms, searching hotel
rooms, inspecting electronic equipment,
and positioning people to eavesdrop on
conversations.
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Vill. Appendix 2: Recent Cases

Following a failed hacking attempt by a for-
eign IP on a contractor's web page, the
contractor's computer audit revealed the
same foreign IP address had conducted an
identical attack across the entire network. It
is assumed that the contractor’s five sub-
sidiary networks were infiltrated.

A U.S. resident foreign national, recently
indicted on espionage charges, was linked
o a series of hacking attempts that
occurred at facilities he visited. A week
prior to his delegation’s visit to a cleared
defense contractor, the suspect began to
log hacking attempts from his country of
origin. The attacks stopped upon comple-
tion of his visil.

A female foreign national seduced an
American male translator to give her his
password in order to log on o his unclassi-
fied network. Upon discovery of this securi-
ty breach, a computer audit revealed for-
gign intelligence service viruses throughout
the system.

A cleared defense contractor's employee
was observed recording classified briefings
using a voice-recording pen. When con-
fronted by security officials, she denied
having such a device. A search of her
belongings uncovered the recorder. She
changed her story, stating that her boss
had approved the use of the recorder
because of her medical condition (carpal
tunnel syndrome). Her boss denied knowl-
edge.

A film processing company contacted the
FBI after it developed film from a cleared
contractor that contained classified images
of satellites and their blueprints. From the
photos it was determined that the pictures
were {aken from an adjacent office’s win-
dow.

On at least three separate occasions
between October 2005 and January 2006,
cleared defense contraclors’ employees
traveling through Canada have discovered
radio frequency transmitters embedded in
Canadian coins placed on their persons.

A mid-level manager working for a cleared
defense contractor developing the Army
Future Combat System was caught misus-
ing sensitive test equipment she was not
authorized to use. She purposefully missed
a DSS interview about the incident, and
then made sure her subordinate was away
on business when DSS came to inlerview
him. Subsequent to her termination, she
attempted to remove a classified hard drive
from the facility
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2006 Technology Collection Trends in the U.S. Defense Industry
Feedback Form

DSSCI welcomes feedback from the U.S. cleared defense industry. Please provide your comments
and feedback below and notify your DSS Field Office or mail this form o DSSCI, 1340 Braddock
Place, Alexandria, VA 22314,

Cleared Defense Contractor Name:

CAGE Code:

Paint of Contact:
Address:
Email/Phone:

[ssue:

Discussion:

Recommendation:




