Classify According to Appropriate Classification Guide



Special Access Program 
Temporary Secure Work Area

(SAPTSWA)

Checklist 

 [Insert Org Name]
               [Insert Facility/BLDG Name]
            [Insert Room #(s)]
[Date]

[Address]

SAPTSWA Checklist
Purpose:  To provide information necessary to develop SOP for operation of the SAPTSWA, and/or for the AO to determine whether the SOP, combined with the facility characteristics, provides required protections for desired SAP activities.

--------------------------------------------------------------------------------------------------------------------
Checklist Contents

Section A:
General Security
Section B:
Peripheral Security
Section C:
SAPTSWA Security

Section D:
Doors

Section E:
Telecommunication Systems and Equipment Baseline

Section F:
Acoustical Protection

List of Attachments


-- Diagram of TSWA physical location
-- Report of any TSCM inspections.
	Section A:  General Security

	1.
	SAPTSWA Data

	
	Organization/Company Name
	

	
	SAPTSWA Identification Number (if applicable)
	

	
	Organization subordinate to (if applicable)
	

	
	Contract Number & Expiration Date (if applicable)
	

	
	Host FCL (if applicable)
	

	
	Host Cage Code (if applicable)
	

	
	Cognizant Security Authority (CSA)
	

	2.
	SAPTSWA Location

	
	Street Address
	

	
	Building Name/#
	
	Floor(s)
	

	
	Suite(s)
	
	Room(s) #
	

	
	City
	
	Base/Post
	

	
	State/Country
	
	Zip Code
	

	3.
	Responsible SAPTSWA Security Personnel


	PRIMARY
	ALTERNATE

	
	Name
	
	

	
	Title
	
	

	
	Commercial Phone 
	
	

	
	Secure Phone
	
	

	
	Email
	
	

	
	Secure Fax
	
	

	
	SAP Accrediting Official (SAO)

	
	Name
	
	

	
	Organization/Title
	
	

	
	Commercial Phone
	
	

	
	Other Phone
	
	

	4.
	Accreditation Data  

	
	a.  Indicate storage requirement: None

	
	b.  Indicate the facility type

	
	 FORMCHECKBOX 
  Permanent 
	 FORMCHECKBOX 
  Temporary

	
	c.  Co-Use Agreements
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If yes, provide sponsor:

	
	d.  SAPTSWA Duty Hours
	Hours to Hours:
	Days Per Week:

	
	e. Has or will CSA requested any waivers?


	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	
	If yes, attach a copy of approved waiver


	5.
	Risk Analysis
	
	
	
	

	
	Have any mitigations been applied to ICD 705 technical specifications


	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	
	If yes, provide copy of mitigation and risk analysis.

	6.
	Construction/Modification

	
	Is construction or modification complete?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A
	If no, enter the expected date of completion


	7.
	Inspections  

	
	a.  TSCM Service completed by
	
	On: 

	
	Were deficiencies corrected?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A
	If no, explain


	
	b.  Last physical security inspection by
	
	On:


	
	Were deficiencies corrected?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
 N/A
	If no, explain


	8.
	REMARKS:




	Section B:  Peripheral Security

	1.
	Describe Building Security (Please provide legible general floor plan of the SAPTSWA perimeter)

	
	Is the SAPTSWA located in a controlled building with separate access controls, alarms, elevator controls, stairwell control, etc. required to gain access to building or elevator?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If yes, is SAPTSWA controlled by bldg owners?

	If controlled by SAPTSWA owners, is alarm activation reported to SAPTSWA owners by agreement?

	
	
	
	
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	b.  Construction Type
	

	
	c.  Windows
	

	
	d.  Doors
	

	
	e.  Describe Bldg
     Access Controls
	 FORMCHECKBOX 
  Continuous
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If no, during what hours?

	
	· Clearance level of guards (if applicable)
	Any SAPTSWA duties?  If yes, describe duties?
	During what hours/days?

	
	
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	

	2.
	Describe Building Interior Security

	
	Are office areas adjacent to the SAPTSWA controlled and alarmed?  If yes, describe adjacent areas and types of alarm systems.

	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	Controlled by SAPTSWA Owner?

	If controlled by Bldg owner, alarm activation reported to SAPTSWA owner by agreement?

	
	
	
	
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No


	Section C:  SAPTSWA Security

	1.
	How is access to the SAPTSWA controlled?

	
	a.  By Guard Force
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If yes, what is their minimum security clearance level?

	
	b. Is Guard Force Armed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	c. By assigned personnel?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If yes, do personnel have visual control of SAPTSWA entrance door?

	
	d. By access control device?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If yes, what kind?

	
	Describe control process: 



	2.
	Does the SAPTSWA have windows?

	
	a. Are they acoustically
      protected?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A
	If yes, how?  Please explain


	
	b. Are they secured
      against forced entry?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A
	If yes, how?  Please explain


	
	c. Are they protected
      against visual
      surveillance?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A
	If yes, how?  Please explain


	3.
	Do ventilation ducts penetrate the SAPTSWA perimeter? 
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	c. Do all ventilation ducts 
     penetrating the perimeter
     meet acoustical requirements?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	(NOTE:  All ducts and vents, regardless of size may require acoustical protection)

	
	· If yes, how are they protected?

	
	 FORMCHECKBOX 
  Metal Baffles
	 FORMCHECKBOX 
  Noise Generator
	 FORMCHECKBOX 
  Z-Duct
	 FORMCHECKBOX 
  Other (Describe)

	
	Describe the method of ventilation and duct work protection (if applicable)

	4.
	Construction 

	
	a.  Describe Perimeter Wall Construction:


	
	b. True ceiling (material and thickness)?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	c. False ceiling?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If yes, what is the type of ceiling material?
	

	
	· What is the distance between false and true ceiling?
	

	
	d. True floor (material and thickness)?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	e. False floor?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If yes, what is the type of false flooring?
	

	
	· What is the distance between false and true floor?
	

	5.
	REMARKS:




	Section D:  Doors

	1.
	Describe SAPTSWA primary entrance door construction;

	
	a. Does the door and doorframe meet sound attenuation 
     requirements?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If no, have acoustical countermeasures been employed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	b. Describe SAPTSWA perimeter doors to include thickness and type of door.


	
	c. Is an automatic door closer installed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If no, please explain


	
	d. Is a door sweep/thresholds installed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If no, please explain


	
	e. Is an acoustical/astragal strip installed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	If no, please explain


	2.
	Describe number and type of doors used for SAPTSWA emergency exits and other perimeter doors including day access:




	
	a. Do the doors and doorframes meet sound attenuation requirements?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If no, have acoustical countermeasures been employed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	b. Has exterior hardware been removed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	c. Has local enunciator been installed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· Describe how the door hinges exterior to the SAPTSWA are secured against removal (if in an uncontrolled area).
  

	3.
	Locking Devices

	
	a. How is the primary entrance door secured?



	
	b. How are emergency exits and other perimeter doors:  Describe (locks, metal strip/bar, deadbolts, local annunciation, and panic hardware).




	
	c. Where is the lock keys/combination(s) stored/filed?  



	4.
	REMARKS:




	Section E:  Telecommunication Systems and Equipment Baseline

	1.
	Does the facility have any unclassified telephones that are connected to the commercial public switch telephone network (PSTN)?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· What is the method of on-hook protection?

	
	1)  CNSSI 5006 (TSG-6) approved telephone or instrument
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	Manufacturer

	Model Number
	TSG Number (if applicable)

	
	2)  CNSSI 5006 (TSG-6) approved disconnect device?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	a. Line disconnect?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	b. Ringer protection?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	Manufacturer

	Model Number
	TSG Number (if applicable)

	
	3)  CNSSI 5002 (TSG-2) configured computerized telephone system (CTS)?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	Manufacturer

	Model

	
	a.   If yes, please provide specific location of the CTS.

	
	b.   How is the facility protecting the CTS physically controlled?  

	
	c. Does the CTS have the capability to force or hold a telephone station off-hook?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	4)  Is it a Voice over Internet Protocol (VOIP) phone system (IPS) (Ref CNSSI 5000)?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	Manufacturer

	Model Number
	IPS Location

	
	a. Do all unclassified telephones within the facility have a hold, mute and/or push-to-talk [handset] capability, (for off-hook audio protection)?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	· If no, please explain?

	
	b. Is access to the facility housing the IPS physically controlled?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	c. If yes, what is the clearance level (if any) of facility or area where the switch is located and how is the area controlled?

	
	d. Are all cables, signal lines and intermediate wiring frames between the SAPTSWA telephones and the IPS physically protected or contained within a physically controlled space?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If no, please explain?

	2.
	Automatic telephone call answering

	
	a. Are there any automatic call answering devices for the telephones 
      in the SAPTSWA?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	1)  If yes, please identify the type

	
	· Voicemail/unified message service?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· Standalone telephone answering device (TAD)?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	Manufacturer

	Model

	
	a. Are speakerphones/microphones enabled?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If yes, has the remote room monitoring capability been disabled?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· Has this been approved for use by the SAO?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
	· If applicable, is the voice mail or unified messaging services configured to prevent unauthorized access from remote diagnostic ports or internal dial tone?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	3.
	Are there any video teleconference (VTC) systems installed?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If yes, what level(s) of information is the VTC system processing?


	4.
	REMARKS:




	Section F:  Acoustical Protection

	1.
	Do all areas of the SAPTSWA meet AO required acoustical protection standards”?  (Ref: Chapter 9A)
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If no, describe additional measures taken to provide conforming acoustical protection (e.g., added sound insulation, door and windows coverings, no discussion areas, sound masking, etc.)

	2.
	Are there any amplified audio systems used for classified information?  (Example VTC, PA systems, etc.)
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If yes, are the walls/ceilings/floor of the room where the amplified audio system resides acoustically treated to meet a Sound Group 4 or STC 50?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	3.
	Is there a public address or music system entirely contained within the SAPTSWA?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
	· If yes, provide a separate annotated floor plan for each system

	4.
	Is the SAPTSWA equipped with a public address, emergency/fire announcement or music system originating outside the SAPTSWA?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	5. 
	REMARKS:
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