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1 Introduction

The Defense Counterintelligence Security Agency (DCSA) National Industrial Security Program (NISP) Central Access
Information Security System (NCAISS) program provides identity and access related functionality across DCSA’s
Information Technology (IT) infrastructure. NCAISS provides DCSA applications with Public Key Infrastructure (PKI)-
based authentication services using the Common Access Card (CAC) or other Department of Defense (DoD)-
approved PKI certificates, enhanced user account administration, and provisioning and de-provisioning capabilities.
The DCSA NCAISS solution is also configured to provide various workflow and reporting services to support the
DCSA System Access Request (SAR) process. The goals and objectives of the DCSA NCAISS Program were developed
to support several core business needs, including:

=  Provide a centralized authentication mechanism that addresses DoD and Federal Government PKI
usage requirements

= Increase mission efficiency by providing a centralized SAR process
=  |mprove user provisioning and de-provisioning
= Increase control over user roles, rights, and access

= Decrease Knowledge Center calls for account password resets with the implementation of the account
self-help capabilities

The benefits provided by addressing these business needs and meeting their corresponding requirements through
the DCSA NCAISS Program include compliance with applicable DoD?! and Federal Government? requirements,
reduced security risks, increased ease of use, improved efficiency, centralized control, and improved auditing
capabilities.

1.1 Purpose

The purpose of this document is to provide step-by-step instructions to enable NCAISS Users to use the system.
This guide covers the following capabilities:

= Enrolling (self-registering) for a new NCAISS User account

= Registering a PKI certificate with a user’s account

= Accessing the NCAISS using a PKI credential

= Navigating NCAISS

= Requesting additional NCAISS roles and Application Access

= Securing logging out of NCAISS

= Approving and rejecting work items (account/access requests)

= Delegating work items to another user

! DoD requirements for PKI-based authentication are outlined in: CYBERCOM CTO 07-15, DoDI 8520.02, and DoDI 8520.03.

2 Federal Government requirements for PKI-based authentication are outlined in: the FICAM Roadmap and Implementation Guidance, OMB M-
11-11, and the FY2011 OMB Budget Passback Reminder.
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1.2 Getting Started

NCAISS is web-based and does not require an application to be installed; however, before you begin using NCAISS,
verify that Microsoft Internet Explorer (v8.0 or greater) is installed on your computer.

Once the user account is created and the user logs into NCAISS, the user will be able to request access to
integrated applications/resources and access those applications/resources to which they are authorized.

HS0021-15-F-0111 Page 9
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2 NCAISS

2.1 Accessing NCAISS

Access NCAISS by copying and pasting this link (https://ncaiss.dss.mil) into a web browser. The NCAISS Notice and
Consent to Monitoring page is displayed, as shown in Figure 1. The user must accept the NCAISS Notice and
Consent to Monitoring in order to access the login page.

Defense Security Service Portal

NationalIndustrial Security Program (NISP) Central Access Information Security System (NG

FOR OFFICIAL USE ONLY'

Copyright © 2014 - Defense Security Service | All Rights Reserved.

Figure 1: NCAISS Notice and Consent to Monitoring

2.2 NCAISS Login Page

As depicted in Figure 2, the NCAISS Login page contains the following components:
= Login to DCSA Portal
= Register CAC/ECA
= Self-Enrollment
=  Threat Advisory
= Links - DCSA Applications
= FAQs
= Page footer - Contact DCSA link and other DoD links

HS0021-15-F-0111 Page 10
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Defense Security Service Portal

MNationalIndustrial Security Program (NISP) Central Access Information Security System{Nes

‘ 0 Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What s the Single Sign-on?

How do | create an NCAISS account?

CAC/ECA Login

f Read more
L R
Register Certificate i

‘ How do | reset my password?

How do | associate CAC/ECA with my account?

From where do | get an ECA certificate?

How do | log into NCAISS using my CAC/ECA?

# Additional NCAISS Information HowemlndndoZ
4 DoD Approved PKls

Register for an account + DSS Application Status Information

S22 2 RS 2RSSR

CAC error message "Page cannot be displayed™?
See ALL FAQs

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
FOR OFFICIAL USE ONLY
Copyright © 2014 - Defense Security Service | All Rights Reserved.

Figure 2: NCAISS Login Page

Use of the “Login to DCSA Portal,” “Register CAC/ECA,” and “Self Enrollment” features are addressed in detail in
Sections 5, 4, and 3, respectively. The following subsections address the Frequently Asked Questions (FAQs),
contacting the Knowledge Center, public information on the applications integrated into the NCAISS Solution, and
common errors when logging into the system.

2.2.1 Frequently Asked Questions

To view the FAQs page, click on the “FAQs” link at the bottom of the page (part of the page footer) or click on one
of the questions in the FAQ box in the right column. Figure 3 illustrates where the FAQ links, on the NCAISS Login
Page, are located.

National Industrial Security Program (NISP) Central Access Information Security System)

Defense Security Service Portal @

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NGAISS not loading in Firefox?

What is the NCAISS?

What is the Single Sign-on?

How do | creale an NCAISS account?

CACI/ECA Login

T I |
Read more
mmﬂmﬂmmmmﬂmlﬂmﬂmﬂmﬂﬂmﬂm

How do | reset my password?
How do | associate CAG/ECA with my account?
From where do | get af certificate?

How do | log into NCAISS my CAG/ECA?
How can | find help?

CAC error message "Page cannol be displayed"?
See ALL FAQs

SRR S 2RSS RS

Register for an account

Figure 3: Location of FAQs

If the user clicks on one of the questions on the login page, the user will be redirected to the answer on the FAQ
page. On the FAQ page, the user may scroll up and down the page to read the different questions and their
corresponding answers, as shown in Figure 4.
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4 Home » Frequently Asked Questions (FAQs)

Figure 4: FAQ Responses

2.2.2 Contact DCSA

To obtain contact information for the DCSA Knowledge Center, click the “Contact DCSA” link at the bottom of the
page. Figure 5 shows where this link is located.

Defense Security Service Portal

National Industrial Security Program (NISP) Central Access Information Security System{! ICAI

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

ing up Firefox to work with Card readers?
S nol loading in Firefox?

+ What is the NCAI

4 What is the Sing n?

4 How do | create an N account?

CAC/ECA Login

4 How do | reset my password?

How do | associal A with my account?
4 From where do | get certificate?

How do | log into NCAISS using my CAC/ECA?

information ! n | hel

Register for n account + DSS Applical fus Information

Contact DSS FAQs | Accessibility | USA.gov | Security and

Privacy Notice | No Fear Act| FOIA | Terms of Use
E ONLY

Figure 5: Contact DCSA Location

The information required to Contact DCSA is displayed, as shown in Figure 6.
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Defense Security Service Portal

ational Industrial Securify Program (NISP) Central Access Information Security System °".

Contact DSS |FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
OFFICIAL USE ONLY

Figure 6: DCSA Knowledge Center Contact Information

2.2.3 Links

The Links section is located in the lower center column of the login page, as depicted in Figure 7. This section
provides links to relevant external information sites. Note: These links are updated frequently; as such, the links
shown in Figure 7 are representative and may not reflect current Production status.

National Industrial Security Program (NISP) Central Access Information Security System|{ ﬂ;

Defense Security Service Portal @

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

ting up Firefox o work with Card readers?
S5 ot loading in Firefox?
What is the NCAISS?

CAC/ECA Login
NO ACTIVE ALERT:
Read more

How do | reset my pass:

How do | associate CA with my account?

From where do | get an

How da | log into NC

+ Addilonal NCAISS Information How con| it hely?
4 DoD Approved PKis

Regster for an account + DSS Application Stalus Information See ALL FAGs

CAC eror message "Page cannol b displayed™?

L O O O O

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
FOR OF 5

Figure 7: Links Location
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3 Self-Enrollment

To gain access to NCAISS, a user must first register for an NCAISS User account (i.e., self-enroll). The self-
enrollment module enables the user to complete a registration request and create a new user account. Note: If
you are acting on behalf of an organization when utilizing NCAISS, you must use your organization assigned email
address (e.g. dss.mil) when registering for an NCAISS account.

3.1 Request an NCAISS User Account

The following steps outline the process for self-enrolling for an NCAISS User account:

1. Access NCAISS by copying and pasting this link (https://ncaiss.dss.mil) into your web browser.

2. Click “l Accept” on the DCSA Portal Notice and Consent to Monitoring, as shown in Figure 1.

3. Onthe NCAISS Login page, click “Register for an account” under the “Self Enroliment” section of the bottom
left corner, as shown in Figure 8.

~
Defense Security Service Portal |
National Indusiffal Security Program (NISP) Central Access Information Security Symn'g \3. u
o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.
e
I
]I T AT NO ACTIVE ALERTS

Read more

Satting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What is the Single Sign-on?

How do | create an NCAISS account?

How do | reset my password?

How do | associate CAC/ECA with my account?
From where do | get an ECA cerlificate?

How do | log into NCAISS using my CAC/ECA?

How can | find help?
CAC erfor message "Page cannot be displayed"?
See ALL FAQs

# Additional NCAISS Information
+ DoD Approved PKls
Register for an account 4 DSS Application Status Information

LA O

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 8: Register for an Account Link

uxn

4. Complete the required fields (noted with an “*”), as shown in Figure 9.
5. If you are a DCSA Internal User (i.e., DCSA employee or DCSA contractor), check the “DCSA Internal User’
checkbox.
6. Answer three (3) security questions. Note: When contacting the Knowledge Center for support, the
Knowledge Center Agent may ask you these questions to verify your identity.
7. Perform one of the following actions:
a. Click “Cancel” button to cancel the enrollment request. Note: Information that you provided will be
deleted.
b. Click “Next” button to proceed with the self-enrollment process. Note: If required information is not
complete, NCAISS will not allow the user to continue with self-enroliment. Note: The password set at this
stage must meet established DoD password complexity criteria.

g
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NCAISS Account Request

New User Registration
Please complete the following form to create your DSS NCAISS account.
Enter Your Name
* First Name
Middle Name
* Last Name

Enter Your Email
When registering you must use the email address assigned by the organization on whose behalf you are accessing NCAISS (e.g. dss.mil).

* Email
* Confirm Email

DSS Internal User
DSS Internal User [ By checking this box, I confirm that I am a DSS internal user (i.e., DSS employee or contractor).

Enter a Password
* Password @

* Confirm Password

Select Challenge Questions and Answers

* Question 1 |-—Select Challenge Question--- E
* Answer 1

* Question 2 -—-Select Challenge Question--- v
* Answer 2

* Question 3 —-Select Challenge Question--- EJ
= Answer 3

Next | Cancel

Figure 9: NCAISS Account Request Form

8. Review the information and perform one of the following actions, as shown in Figure 10:
a. Click “Edit” to modify your information.
b. Click “Cancel” to cancel the enrollment request. Note: Information that you provided will be deleted.
c. Ifthe information is complete and accurate, then select the checkbox confirming you have read and agree
to the Privacy Act Statement and click “Confirm” to submit the form.
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Confirm Registration Details

Please review your néw account information and accept the privacy policy to register,

User Account Details

First Name create
Middle Name
Last Mame test
Email create.test@mail.mil
Confirm Email create.test@mail.mil
D55 Internal User

Fassword ======

CET T

Confirm Password

Challenge Questions

10.

Challenge Question 1 What is your Favorite Color?
Challenge &nswer 1 color

Challenge Question 2 What is your Favorite Movie?
Challenge Answer 2 mowvie

Challenge Question 3 What is your Favorite Vacation Location?
Challenge Answer 3 location

Privacy Act Statement

AUTHORITY:
Executive Order 10450, 9397; and Public Law 99-474, the Computer Fraud and Abuse Act,

PURPOSE:
To record names, and Sodal Security Mumbers for the purpose of validating the trustworthiness of individuals requesting access to
Department of Defernse (Dol systems and information. NOTE: Records may be maintained in both electronic andjor paper form.

ROUTINE USES:

In addition to those disdosures generally permitted under 5 U.5.C. 552a(b) of the Privacy Act, these records or information contained
therein may specifically be disdosed outside DoD as a routine use pursuant to 5 U.5.C, 552a(b)(3) as follows: To a Federal, State, or local
law enforcement agency when your agency becomes aware of a violation or possible violation of civil or criminal law; to the Department of
Justice for purposes of representing the DoD in pending and potential itigation to which the record is pertinent; to the Marit Systems
Protection Board for the purpose of litigation or investigation of alleged or possible prohibited personnel practices; to a Federal agency
when conducting an investigation or inquiry for security or audit reasons; or the General Services Administration in connection with its
responsibilities for records management,

DISCLOSURE:

Disclosure of this information (to indude social security numbers) is voluntary; however, failure to provide the requested information will
impede, delay or prevent further processing of this request.

= I have read and understand the terms of the privacy policy. |

Confim | Edit | Cancel |

Figure 10: NCAISS Account Request Review

Upon clicking “Confirm” the request will be submitted and NCAISS will display a confirmation page, as shown
in Figure 11. The confirmation page will display the user’s NCAISS Account ID.

Click “OK” to return to the DCSA login page, or click “Register Certificate” to proceed directly to registering a
DoD-approved PKI certificate. Note: You will receive an email from DoNotReply@dss.mil confirming your
account creation.

NCAISS Account Request

NCAISS Account Registration Completed Successfully!

Your NCAISS User ID is:
create.test

You will also receive an email confirmation message containing your User ID. Please retain this information as it will be needed to

complete the certificate registration process. You may immediately register your DoD-approved PKI certificate by dicking the button
below.

Register Certificate

Figure 11: NCAISS Account Request Confirmation
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3.2 New Accounts — Email Notifications

After a user submits NCAISS account request form and NCAISS creates the new user account, an email notification
is sent to the user indicating account creation, as shown in Figure 12. Note: Your new account name (Account ID) is
provided in this email (as well as on the Account Request Confirmation page, shown in Figure 11). You created
your password during the self-enrollment process. Note: Emails from the NCAISS system will be sent from the

DoNotReply@dss.mil email address. Please make sure your email inbox settings are configured to allow messages

from DoNotReply@dss.mil as spam/junk-mail.
£ NCAISS Account Registration Complete - Unicode (UTF-8)

AEE
] Fie Edt Wew Toos Message Help |i,'
3 A
y 9 8 2 x @ O W)
Reply  ReplyAl Forward | Print  Delete | Previous  Next | Addresses

From:  donatreply@oracle.com

Date:  Thursday, July 03, 2014 9:25 AM

To: ncaiss test@dsamil

Subject:  NCAISS Accourt Registration Camplete

Please be advised that your request for an NCAISS account has been processed and your account has been created. Your NCAISS usemame s NCAISS TEST and your password is the one set by you duning sef-registration. Your

userinformationis privileged and must not be shared. Youmay now access NCAISS to register your CAC or other DoD-approved PKI Certificate. In order to enroll your PK] Certificate, select the "Register Certificate” link available
onthe NCAISS Login page.

Ifyou require assistance accessing orusing NCAISS please refer 1o the FAQS (located at hitns:Jiss0.dss milionenssoidss certfac isp) or contact the DoD Secunity Senvices (Call) Center at 1-888-282-7682 or email to
Call Center(@dsshelp org

Regards,
DSS NCAISS Team

Figure 12: NCAISS Account Created Email
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4 Register Certificate

NCAISS is a CAC/PKl-enforced system. To log into the system, users must use their CAC or DoD-approved
certificate and enter their Personal Identification Number (PIN). Prior to accessing NCAISS, new users must
register their certificate (i.e., associate their certificate to their NCAISS Account ID). This process takes place after a
user’s request for an account is approved and a user Account ID is created.

Note: Your new Account ID is provided on the account creation confirmation page and in the “account created”
notification email as shown in Figure 12.

Note: You already created your password when completing the “self-enroliment” form.

1. Access NCAISS by copy and pasting this link (https://ncaiss.dss.mil) into your web browser.

2. Accept the NCAISS Notice and Consent to Monitoring, as shown in Figure 1.

3. On the NCAISS Login page, click “Register Certificate” under the “Register CAC/ECA” section located in the
middle of the left column. Refer to Figure 13.

~
Defense SeGurity Service Portal , .
MNationalIndusfrial Security Program (NISP) Central Access Information Security SysteRmiNg

Q Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What is the Single Sign.on?

How da | create an NCAISS accoun!?

|

CACIECA Login

Read more
R O TR T T TR R How do | reset my password?
How do | assaciate CAG/ECA with my account?
From where do | get an E ficate?
How do | log into NCAISS using my CAC/ECA?
How can | find help?
CAC error message "Page cannot be displayed™?
See ALL FAQs

55 Information

FRE R

4 DoD Approv
Register for an account + DSS Application Status Information

Figure 13: Register Certificate Location

4. Enter your Account ID (provided immediately following account creation and in the account creation
notification email).

5. Enter the password that you set during the self-enrollment process.

6. Click “Submit” as shown in Figure 14.
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# Home » CAC/ECA Register

CAC/ECATogin Enter your Account ID and Password and click Submit to associate your CAC/ECA certificate with your
account You must have an account in order to register your CAC/ECA certificate.

Register for an account

Q Forgot your password?

Submit

A

al notloading in Fire

How do | log into
How can 1 find helpS

Figure 14: Register Certificate Screen

7. Upon clicking submit, a pop-up box containing a list of digital certificates will appear. Select your certificate, as
shown in Figure 15. Note: If the window displays more than one certificate, scroll through the list and select
the appropriate one.

Select a Certificate

SAMPLEUSER
Issuer, DOD EMALL CA-30

Valid From: 9/11/2013 to 8/11/2014
SAMPLEUSER

Issuer: DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

Figure 15: Certificate Selection

8. Enter your PIN, as shown in Figure 16.
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Microsoft Smart Card Provider
Please enter your PIN,

Figure 16: Certificate PIN Entry

9. If successful, a confirmation message will be displayed informing you that your certificate was registered
successfully, as shown in Figure 17. You may now login to NCAISS.

#% Home » CAC/ECA Register

Your CAC/ECA certificate has been registered successfully. You may now Login with your newly registered
CAC/ECA ceriificate. Note: You will not be prompted for PIN and/or Certificate.

CAC/ECA Login

Register for an account
& How do | regi
How to re:

How do

Figure 17: Successful Certificate Registration

4.1 Common Certificate Registration Errors

This section addresses the following errors that may occur during the PKI certificate registration process:
= Incorrect Account ID or Password
= Submitting without entering an Account ID or Password
= C(Clicking “Cancel” button or no certificate is inserted (if using a CAC)
= (Certificate already in use

= Receiving an “Error Page Cannot Be Displayed” message

HS0021-15-F-0111
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4.1.1 Incorrect Account ID or Password

An error message, as shown in Figure 18, is displayed when the user enters an incorrect Account ID or Password
when attempting to register a certificate.

) Home » CAC/ECA Reqister

CAC/ECA Login | Invalid Account ID and/or Password. [T you have forgotten your password, please reset it via Forgot Your i
Password feature i

Figure 18: Invalid Account ID or Password During Certificate Registration

To resolve this problem:
= Make sure your Account ID and Password are correct:
o If either the Account ID or Password are incorrect, contact the DCSA Knowledge Center for Account ID

retrieval and/or Password reset

4.1.2 Missing Account ID or Password

One of the following two messages, as shown in Figure 19 and Figure 20, will be displayed when a user clicks
“Submit” without entering an Account ID or password.

Windows Internet Explorer x| |

: ' ': Pleagze enter your Account 1D,

Figure 19: Missing Account ID

Windows Internet Explorer x| |

: ' ': Please enter your Pazsword.

Figure 20: Missing Password

To resolve this problem:
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= Enter the Account ID that was provided immediately after account creation in the account creation
notification email and the password that you created during self-enroliment.

4.1.3 Click “Cancel” or No Certificate Inserted (if Using a Hardware Token [e.g., CAC])

An error message is displayed when the user selects “Cancel” or when no hardware-based PKI token (e.g., CAC) is
inserted into the computer. CAC is inserted into the computer, as shown in Figure 21.

W v o CACHECH Raiates

EAEREER Lo -
. o o Mo cenficale Seincted ¥ you e using CAC, pleass nsert I and Select a valil certfic ale when
provrnbed

Fiseginier fine am necomant

o Forgot your password?

Figure 21: No Certificate Selected Error
To resolve this problem:
= Please select the appropriate certificate; or

= |Insert your certificate (CAC) into the computer or smartcard reader

4.1.4 Certificate Already in Use

A certificate may only be registered to a single NCAISS User account. If you have already registered your certificate
to your account, then the system will display the following error message:

CACIECA Logn o Fadai 8 rogister CACECA because yoor CACECA cenfcale s alneady regisbensd wilh analher account

Hegistor for on accourst

Saibairat

Figure 22: Certificate Already In-Use Error

To resolve this problem:

= Select “CAC/ECA Login” and log into the system using the certificate and PIN. Refer to Section 5, for more
details on how to login.
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4.1.5 Receiving an “Error Page Cannot Be Displayed” Message

If you receive an “Error Page Cannot Be Displayed” message during the certificate registration process contact the

your local IT helpdesk to investigate potential browser or network settings that may be causing the error prior to
contacting the DCSA Knowledge Center.
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5 Login to NCAISS

Once a user’s NCAISS User account has been created and a certificate is registered to the account, the user may log
into NCAISS.

1. Access NCAISS by copy and pasting this link (https://ncaiss.dss.mil) into the web browser.

2. Accept the NCAISS Notice and Consent to Monitoring, as shown in Figure 1.

3. Onthe NCAISS Login page, click “CAC/ECA Login” under the “Login to DSS Portal” section in the top left
column. Refer to Figure 23.

Defense Security Service Portal

National Industrial Security Program (NISP) Central Access Information Security System NGAE

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

CACIECA Login

+ What s the Single Sign-on?
Read more How do | ¢reate an NCAISS account?
‘ 1 e How do | reset my password?
Regsler Certificate + How do | associale CAC/ECA with my account?

‘l | + Fromwheredolgetan ECA certificale?

+ Additonal NCAISS Information I How do| log into NCAISS using my CAC/ECA?

+ DoD Approved PKls How can | find help?

CAC emor message "Page cannot be displayed™?

Register for an account See ALL FADs

Contact DS$ | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

F AL Ly

Figure 23: CAC/ECA Login Location

4. A window will pop up displaying one or more certificates on your system. Select your certificate. Note: Make
sure you select the certificate that you registered to your Account ID. Note: If you click “Cancel” without
selecting a certificate, you will receive a “This Page Cannot Be Displayed” page. To access NCAISS, close all
windows of your browser and return to step 1 above.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

lick here to vi

SAMPLEUSER

Issuer, DOD CA-30
Valid From: 9/11/2013 to 8/11/2014
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Figure 24: Login to NCAISS - Certificate Selection

5. Enter your PIN. Note: If you click “Cancel” without entering your PIN, you will receive a “This Page Cannot Be
Displayed” page. To access NCAISS, close all windows of your browser and return to step 1 above.

Microsoft Smart Card Provider
Please enter your PIN,

Figure 25: Login to NCAISS - Certificate PIN Entry

6. You have logged in and will be directed to the NCAISS Home Page, as shown in Figure 26.

_bob.ncaiss1 w Help Last Login : Sun Aug 26 15:38:27 CDT 2018
Defense Security.Service Portal <
National Industriak-Security Program (NISP) Central Access Information Security System (NCAISS) Self Service W~ MLLULEL

Home

My Information My Applications Request/Modify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending requests

questions

Pending Approvals

Take action on requests
assigned to you fo:r[ approvals

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 26: NCAISS Home Page

Note: If you are prompted to select your PKI certificate, enter your PIN, and receive an “Internet Explorer Cannot
Display the Page” message, then refer to Section 4.1.5. This issue may be related to browser or network settings
and may affect system login as well.

5.1 Common Log-In Errors

When logging into NCAISS, there are a number of common errors that a user may encounter. This section
addresses the following errors that may occur during NCAISS login:
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= No Certificate Registered

= Receiving an “Error Page Cannot Be Displayed” message

5.1.1 No Certificate Registered or Disabled Account

The user will see the error shown at the top of the login page (depicted in Figure 27) when he/she tries to log into
their NCAISS account before registering their certificate (i.e., CAC or DoD-approved PKI certificate), or after his/her
account has been disabled.

CAC/ECA Authentication Failed
There was a problem with this browser accessing your CAC/ECA certificate for authentication. Please verify that you selected the certificate that has been
registered to your NCAISS account and try again.
| You may have pressed the "Cancel" button in your browser's certificate selection prompt.
If you're trying to authenticate with your CAC/ECA certificate, please clear your SSL sessions. In Internet Explorer, go to the Tools = Internet Options. Select the
||| Content tab and press the Clear SSL State button.
If the problem persists, you may need to contact your local IT help desk for additional support.
| Additionally, your NCAISS account may have been disabled. If the above fixes did not resolve your problem please contact the DSS (Knowledge) Center.

Figure 27: Certificate Not Registered Error Message
To resolve this problem:

= [f you have not registered your CAC or DoD-approved PKI certificate, then follow the instructions to do so in
Section 4.

= If you have registered your CAC or DoD-approved PKI certificate, then:
o Make sure that you selected the correct certificate during the certificate selection process; and/or
o Re-register your certificate; and/or

o Contact the DCSA Knowledge Center to verify if your account has been disabled.

5.1.2 Receiving an “Error Page Cannot Be Displayed” Message

If you receive an “Error Page Cannot Be Displayed” message during the certificate registration process contact the
your local IT helpdesk to investigate potential browser or network settings that may be causing the error prior to
contacting the DCSA Knowledge Center.

HS0021-15-F-0111 Page 26



Defense Counterintelligence Security Agency NCAISS User Guide

6 Navigating the NCAISS Home Page

The NCAISS Home Page enables users to access the systems/applications/resources for which they have been
authorized. As depicted in Figure 28, the home page tiles provide access to various capabilities within NCAISS. All
NCAISS users have access to a standard set of tiles that allow them to perform basic functions within the NCAISS
Solution, including:

= Pending Approvals — allows users to view/manage access requests for which they serve as a Sponsor or
Approver (see Section 9)

= My Information — allows a user to view/manage their user information, change a user’s challenge questions,
change a user’s password, and create delegations (see Sections 7 and 10)

= Request/Modify Access — directs users to a NCAISS page where they can request NCAISS roles, and access to
integrated applications

= My Applications — this section displays links to all the integrated applications that the user has access to
= Track Requests — allows users to see the status of their access requests

Depending on the user’s privileges, additional tiles are displayed on the left hand side of the home page
representing additional NCAISS components that the user can access, including:

= Reports — allows a DCSA information security official (Information Assurance [IA] User access to various
reports and auditing capabilities

bob.ncaiss1 w Help Last Login : Sun Aug 26 15:38:27 CDT 2018
Defense Security.Service Portal E
; o
National Industrial-Security Program (NISP) Central Access Information Security System (NCAISS) S bl &, Manage U

Home

My Information My Applications Request/Modify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending requests

questions

Pending Approvals
Take action on requests
assigned to you fo:r[appmvals

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 28: NCAISS Home Page Tiles
Note: NCAISS uses tabbed browsing, similar to Internet Explorer (v8.0 or newer).

The remainder of this section provides overview information for locating and using the different
components/applications on the NCAISS Home Page.

HS0021-15-F-0111 Page 27



> Defense Counterintelligence Security Agency NCAISS User Guide

6.1 DCSA Login Information

The DCSA Login Information lists the last time the user was logged into NCAISS. This function is located at the top
right corner of the NCAISS Home Page. Figure 29 highlights the “DCSA Login Information” on the home page.

bob.ncaiss1 w Helpj Last Login : Sun Aug 26 15:38:27 CDT 2018 -
Defense Security.Service Portal - @
National IndustriakSecurity Program (NISP) Central Access Information Security System (NCAISS) e, Manage U
Home
My Information My Applications Request/Modify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending reguests

questions

Pending Approvals

Take action on requests
assigned to you lo:r[approvals

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 29: NCAISS Home Page Login Information

6.2 Session Expiration

A user’s NCAISS session will timeout when it sits idle for more than thirty (30) minutes. If you wish to terminate
your session, you may do so by:

= (Clicking on the drop-down next to the NCAISS ID in the top right corner of the NCAISS Home Page, and clicking
“Sign Out” from the drop-down;

= Allowing the session to timeout/expire; or

= Exiting (closing) the web browser.

6.3 Banner Links

While using NCAISS, a user can access several links that are located in the NCAISS banner as shown in Figure 30.

S " Ibob:’lcawsﬂ ¥ Help Last Logn : SunAu926153827CDT20TI
Defense Security. Service Portal

National Industriéd-Security Program (NISP) Central Access Information Security System (NCAISS) SE" Service w° Manage

Figure 30: NCAISS Banner Links
A user can use the NCAISS banner links to perform the following actions:

= Accessibility — allows users to enable accessibility functions such as the use of a screen reader, high contrast
colors, and large fonts.

= Sign Out — allows users to sign out/log out of NCAISS. See Section 11 for details on logging out of NCAISS.
= Help — provides users with a list of NCAISS help pages to address commonly used system features.
To enable accessibility functions, take the following steps:

1. Click the drop-down arrow in the banner as shown in Figure 31.
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bob.ncaiss1 w  Help Last Login : Sun Aug 26 15:38:27 CDT 2018 ===

Defense Security Service Portal

National IndustriakSecurity Program (NISP) Central Access Information Security System (NCAISS) w i‘g Manage
Click Here

Figure 31: NCAISS Banner - Drop-Down

2. Select “Accessibility” from drop-down as shown in Figure 32.

- h - Help Last Login : Mon Aug 27 15:02:39 CDT 2018 ===
Defense Security Service Portal B

= =2 Accessibility
National Industriék-Security Program (NISP) Central Access Information Security System (NCAISS) m "ﬁ Manage
Screen Width: 1024 »

Honé Inbox.

Sign Out
-~ N . B R

Figure 32: NCAISS Banner - Drop-Down

3. Select the check boxes for the desired options as shown in Figure 33. Click the “OK” button.

Accessibility

i "% luse a screen reader

7] I use high conirast colors
["] I use large fonts

OK  Cancel

Figure 33: NCAISS Banner — Accessibility Functions
To access NCAISS help pages, take the following steps:

1. Click the “Help” link in the banner as shown in Figure 30. Note: Clicking the “Help” link opens the main NCAISS
Help page in a new Internet browser tab.

2. Click the help page title link to view the desire page as shown in Figure 34. Note: Help pages are not context
sensitive (i.e., the same list of help options will be available throughout the system).

Defense Security. Services Portal
National Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

NCAISS Help

Please chocse from the following help sections.

User Home Page
user Profile Updates
Access Requests

Work Items (Approvals)

Call Center

NOTE: Please close this tab ta retum to your NCAISS home.

Figure 34: NCAISS Banner — NCAISS Help
3. Click the “NCAISS Help” button to return to the main NCAISS Help page as shown in Figure 35.
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Defense Security,Services Portal

National Industrial $ecurity Program (NISP) Central Access Information Security System (NCAISS)

INCAISS Help: User Home Page

Welcome Lo the NCAISS User Interface. The use of some listed features may be imited to DSS Officials and System Administrators.

The NCAISS Home Page facilitates timely management of your work items and allows you to request additional NCAISS roles as well as access
to applications that are integrated with the NCAISS solution. NCAISS uses tabbed browsing, similar to most Intemet Browsrs; application
links (e.g., Work Items, My Information) will open within a new application tab. You may navigate between tabs by selecting the desired tab
near the top of the application window; unused tabs may be dosed.

Menage Approvals To view snd manage spprovls click the cick the Work Items link. NOTE: The Work ltems page contains 2 separate
help

To delegate work items to another NCAISS user, or ch My link, and the Delegation expand
arrow. NOTE: The My Information page contains a separate help memmspedﬂcmfmmm on delegating work items.

NCAISS Role or lication A

1f you require an NCAISS role or Application Access click the Create/ Modify Requests link, and you will be taken to the Role/Application
Request page where you can complete your request. NOTE: Role,‘wplnbon Request page contains a separate help file with specific
information on requesting NCAISS Roles and Application

Accessing Applications Links to the Applications for which a user has access are found in the My Applications section of the user’s
NCAISS Home Page. To access an application click the appropriate link.

NOTE: Please close this tab to retum to your NCAISS home.

Figure 35: NCAISS Banner — Return to Main NCAISS Help Page
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7 Update Profile Data

The “My Information” tile on the NCAISS Home Page allows users to view and update their profile information.
The user profile information is accessed via the “My Information” tile on the left side of the NCAISS Home Page, as
depicted in Figure 36.

bob.ncaiss1 w Help Last Login : Sun Aug 26 15:38:27 CDT 2018 ===
Defense Security. Service Portal
-
. National Industriaa-Security Program (NISP) Central Access Information Security System (NCAISS) g, Manage

Home

My Information My Applications Request/Modify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending requests

questions

Pending Approvals

Take action on requests
assigned to you for approvals

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | Al Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 36: NCAISS Home Page My Information Link
The “My Information” tab includes four (4) sections, as shown in Figure 37.
= Basic User Information (Name, Contact Information, etc.)
= Change Password
= Challenge Questions
= Delegation

The Basic User Information, Change Password, and Challenge Questions sections are covered in greater detail in
the sub-sections that follow, while Delegation is discussed in detail in Section 10. Note: The Basic User Information
in the “My Information” page is displayed in read-only format; users must click the “Edit” link, as described in
Section 7.1 to modify their Basic User Information.
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ﬁ My Information CIJ
gordon ncaiss * Required fiekds
! Basic User Information
Edit

Profile Content

me  gordon

aiss

ORDON.NCALSS
| gordon.ncatss@dss.mil
Contact Information

Gordh
Gordon
Hawaii

nn

jon

*/Change Password

;If-ithallenqe Questions
*| Delegation

Figure 37: My Information

7.1 Basic User Information

Within the “Basic User Information” area, a user is able to view relevant information about the user’s account. A
user can update profile data by taking the following steps:

1. Click “Edit” to access the “Update My Information” page, shown in Figure 38.
& My Information ]
gordon ncaiss * Required fiekds

Click “Edit” —»

v/ Basic User Information

Profile Content

Title

lame: gardon

E-mail gordon.ncaiss@dss.mil

Contact Information

3 Change Password

> Challenge Questions
2/ Delegation
Figure 38: My Information — Basic User Information

2. Onthe “Update My Information” page, enter the applicable changes in the appropriate fields and click
“Update” as shown in Figure 39. Note: Users cannot change their first or last name. If you need to change your
first or last name, contact the DCSA Knowledge Center. Note: Clicking cancel returns you to the NCAISS Home
Page. Note: If the email address domain is being updated, NCAISS will remove the user’s existing OBMS access
and internal NCAISS roles.
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Update My Information

Please complete all information requested below and dick "Submit’ when complete, or dick "Cancel’ to return to account management.

Title
First Name

Middle Name
Last Name

Suffix
User ID

Email

DSS Internal User
Phone
Organization Name
Street Address
City

State

Zip Code

Country

[[upcatc] I_mrnﬂ

3.

gordon

ncaiss

GORDON.NCAISS1

Please note: email address domain name changes will result in all NISS and OBMS-related accounts and
access privileges and all NCAISS roles being revoked.

gordon.ncaiss@dss.mil

i By checking this box, T confirm that T am a DSS internal user (i.e., DSS employes or contractor).
123-123-1234

fest

testtest

City Changed 1.1 Test
Alabama [v]
11111

Click Update

Figure 39: My Information — Update Profile Data

Upon submission, a confirmation page will display as shown in Figure 40. Click “Return to DCSA Portal” to

return to the NCAISS Home Page. Note: Upon completion of profile data updates, the user can view any
applied changes by accessing the “My Information” link from the NCAISS Home Page.

Update My Information

Request Completed Successfully!

Your user information was updated with the following attributes.

Title

First Name
Middle Name
Last Name
Suffix

User ID

Email

Phone
Organization Name
Street Address
City

State

Zip Code
Country

gordon
ncaiss

GORDON.NCAISS
gordon.ncaiss@dss.mil
222-222-2222 (&

dss

123 Gordon

Gordon

Hawaii

22222

<«——— Click Here

Figure 40: My Information — Update Profile Data Confirmation

HS0021-15-F-0111

Page 33

NCAISS User Guide



Defense Counterintelligence Security Agency NCAISS User Guide

7.2 Reset Password

Within the “Reset Password” area, users are able to change the password used for registering a certificate and set
during self-registration. To reset the password, click the arrow next to “Change Password” to expand the Change
password area; enter the old password, and the new password, then click “Apply,” shown in Figure 41. Note: the
password set at this stage must meet established DoD password complexity criteria.

& My Information

gordon ncaiss * Required fields

~IBasic User Information
Edit
Profile Content

Title

First Name
Middle Name
*Last Name
Suffix

User Login
E-mail

gordon
ncaiss

GORDON.NCAISS
gordon.ncaiss@dss.mil

Contact Information
Telephone 222-222-2222 (&
Street 123 Gordon
City Gordon
State
Postal Code 11112
Country

LIVfC nge Password

. * Indicates Required Fieldd  Apply Cancel
Click “Apply” —>

* Old Password
* New Password J)

* Confirm New Password

Figure 41: My Information — Reset Password

7.3 Challenge Questions

Within the “Challenge Questions” area, users are able to change the challenge questions they set during self-
registration. To reset the challenge questions, click the arrow next to “Challenge Questions” to expand the
challenge question area; select three challenge questions, and provide the corresponding answers, then click
“Apply,” shown in Figure 42. Note: Previously entered challenge questions will not be displayed for security
reasons and will be overwritten by the newly set questions/responses.
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& My Information
gordon ncaiss

~|Basic User Information

Title

First Name
Middle Name
*Last Name
Suffix

User Login
E-mail

Telephone
Street

City

State

Postal Code
Country

2|Change Password

Profile Content
gordon
ncaiss

GORDON.NCAISS
gordon.ncaiss@dss.mil
Contact Information
222-222-22%

123 Gordon

Gordon

11112

~IChallenge Questions
You and answers are already set. However, you can use the below form to set them new.

* Required fields

Click “Apply” r.ﬁ..

* Questionl l] * Answerl
* Question2 ﬂ * Answer2
* Question3 v * Answer3
Figure 42: My Information - Challenge Questions
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8 Requesting NCAISS Roles

A user may request an additional NCAISS Role from the NCAISS Home Page by taking the following steps:
1. Click the “Request/Modify Access” tile.

bob.ncaiss1 w Help Last Login : Sun Aug 26 15:38:27 CDT 2018 ===

Seif Service [T

Defense Security.Service Portal

National Industrié-Security Program (NISP) Central Access Information Security System (NCAISS)

Home

My Information My Applications

Request/Modify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending requests
questions

Pending Approvals

Take action on requests
assigned to you lo:r[ approvals

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 43: Requesting Roles/Access from the NCAISS Home Page

2. The Role and Application Access Request page is displayed. Click “Request an NCAISS Role.” Note: Additional

application request links will display on the Application Access Request Page as new applications/resources
are integrated with the NCAISS Solution.
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NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

| Request an NCAISS Role | €——— Click Here

NISS Requests

Request/Manage NISS Access

OBMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 44: Requesting an NCAISS Role from the Application Access Request Page

3. The Request NCAISS Role form is displayed, as shown in Figure 45.
4. Select the appropriate role from the “Role Name” drop-down, depending on the needed access.

5. Complete the NCAISS Role request form by providing your Sponsor’s email address Note: When requesting an
NCAISS Role, your Sponsor must be a DCSA Internal User.

JOENCAISSL  Help

Defense Security.Service Portal
National Industrial Seauity Program (NTSP) Central Access Information Security System (NCAISS)

NCAISS Role Request

Select Role
Please fill out the following information for your role request.

User ID JOE.NCAISS1
First Name joe
Middie Name
Last Name ncaiss
Email joe.ncaiss@mail.mil

*Role Name | —SelectRoe— ||

* Sponsor Email

Figure 45: NCAISS Role Request Form

6. Click “Cancel” to cancel the request. Note: Data entered will be cleared once you hit “Cancel.”
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7. Click “Next” to proceed.

8. A confirmation page will be displayed, as shown in Figure 46. Review the accuracy of the information
presented.

9. Click “Cancel” to cancel the request. Note: Data entered will be cleared once you click “Cancel.”

10. Click “Edit” to edit the information displayed.

11. Click “Confirm” to submit your role request for review.

Defense Security.Service Portal

RetumtoDSSPortal - Sign Out  JOENCAISS!  Help

National Industrial Seurity Program (NISP) Central Access Information Security System (NCAISS)

8

NCAISS Role Request

Confirm Request
Please confirm your role request information.

User ID JOE.NCAISS1
First Name joe
Middiename Name
Last Name: ncaiss
Email joe.ncaiss@mail.mil
Role Account_Administrator
Sponsor Email - rudy.ncaiss@dss.mil

Figure 46: NCAISS Role Request Confirmation

12. Upon form submission, a Request Successful page will be displayed. Click “Ok” to return to the NCAISS Home
Page.

NCAISS Role Request

Request Completed Successfully!
The following role request was successfully submitted for approval with Request ID: 882.

Request For NCAISS1.TEST1
Requested Role Validating_Official

Figure 47: NCAISS Role Request Successful Page

Note: Your submitted request will be sent to your Sponsor’s inbox for approval and they will be notified via email.
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9 Approving/Rejecting Account Requests

When NCAISS users submit requests for additional roles and/or access to integrated applications, these requests
are posted in the Sponsors’/Approvers’ inboxes. As depicted in Figure 48 new requests that require review and
approval can be viewed by clicking the “Pending Approvals” tile on the NCAISS Home Page.

Note: The number of approval steps and the approvers involved are determined based on the type of role or
application access that is requested; however, the basic approval process remains unchanged from the process
documented below.

- bob.ncaiss1 v Help Last Login : Sun Aug 26 15:38:27 CDT 2018 ==~
Defense Security. Se e Portal

-
National Industriak-Security Program ) Central Access Information Security System (NCAISS) ng, Manage

Home

My Information My Applications Request/Modify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending requests
questions

Pending Approvals

Take action on requests
assigned to you for approvals

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 48: NCAISS Home Page — Accessing Approval Iltems

Clicking the “Pending Approvals” tile allows a user to see a list of requests awaiting their review and approval, as
depicted in Figure 49.

|
emily.ncaiss v H\élp Last Login : Fri Aug 24 11:29:04 CDT 2018 ===
Defense Security.Service Portal . @
National Industrigk-Security Program (NISP) Central Access Information Security System (NCAISS) W, Manage U
Home Pending Approvals x
Actions v O\ v Assigned E ;’: Ew L)
Title Assignees State Created Expires
|:| NCAISS Role Approval Request for bob ncaisst emily.ncaiss Assigned  Aug 24,2018 11:35... Aug 24, 2018 12:35...

FOR OFFICIAL USE ONLY | Copyright @ 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 49: Work Items

9.1 Approving NCAISS Role Requests

Once a user’s NCAISS account is established, he/she may request additional roles in NCAISS, to include Account
Administrator, Validating Official, and IA User. The submitted requests are posted in the appropriate Sponsor’s
Work Items list. If the a User requests the role of Validating Official, then a “Validating Official” must review the
request once it has been approved by the user’s Sponsor. Once the Validating Official verifies the security level for
the requester, they may approve or reject the request. If the requestor has selected an “Account Administrator”
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account type, the workflow includes an Account Administrator review of the request, following approval by both
the Sponsor and Validating Official. Note: Request rejections are addressed in Section 9.2.

1. Loginto NCAISS.

2. The NCAISS Home Page is displayed, as shown in Figure 26.

3. Click on the “Pending Approvals” tile.

4. The “Pending Approvals” tab is displayed with a list of requests awaiting approval, as shown in Figure 50.

L
emily.ncaiss w Help Last Login: Fri Aug 24 11:29:04 CDT 2018 ===
vy Manage @
¥y

Defense Security Service Portal
" National Industrial-Security Program (NISP) Central Access Information Security System (NCAISS)

Home Pending Approvals x ’3
Actions v q v Assigned j _}_ (B 9
Title Assignees State Created Expires
D NCAISS Role Approval Request for bob ncaiss1 h emily.ncaiss Assigned  Aug 24,2018 11:35... Aug 24,2018 12.35...

FOR OFFICIAL USE ONLY | Copyright ® 2014 - Defense Security Service | All Rights Resarved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 50: NCAISS Role Requests Awaiting Approval

5. Click on the request you wish to review and approve to launch the Account Request Approval detail view.

6. The Account Request Approval detail view is displayed, as shown in Figure 51. Here you can view the account
details and the account type the user is requesting.

7. Review the request and click “Approve.” Note: If you are a Validating Official or a Knowledge Center user you
will first have to click the “Claim” button on the request detail to claim the item before being able to approve
or reject the item. Note: After the Sponsor approves the request, the request is forwarded to other NCAISS

role holders for subsequent approvals (i.e., Validating Official for Validating Official and IA User access

requests and Validating Official and Account Administrator for Account Administrator access requests).

emily.ncaiss w Help LastLogin : Fri Aug 24 11:29:04 CDT 2018 ===

Defense Security Service Portal

, National Industefak-Security Program (NISP) Central Access Information Security System (NCAISS) m ay, Manage
4
Home Pending Approvals x NCAISS Role Approval Requ... x E;]
NCAISS Role Approval Request for bob ncaiss1 Click Here————> Reject
FirstName bob
I
Middle Name

Last Name ncaiss1
Login BOB.NCAISS1
Email bob.ncaiss1@mail.mil
Existing Role(s) None
Requested Role  Account_Administrator

A Comments Click here to enter comments [§

No data to display

Figure 51: NCAISS Role Request Approval
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9.2 Rejecting a Request

NCAISS Users that receive an access request Work Item have the capability to review the request and either
approve or reject it. NCAISS users follow the same process to reject a request. Note: Work Items that are rejected
require the user to enter a custom comment to indicate the justification for rejection.

1. Click on the request you wish to view, as shown in Figure 50.

2. The Account Request detail view is displayed, as shown in Figure 52. Here you can view the account details
and the account type the user is requesting.

3. Ifthe request is not valid, select “Reject,” and the Solution notifies the Access Requestor that request is
denied. Note: Comments must be entered to reject a request. Click the comment icon above the comment
box to enter comments.

Defense Security Service Portal

emily.ncaiss w Help LastLogin : Fri Aug 24 11:29:04 CDT 2018 ===

|, National Industria-Security Program (NISP) Central Access Information Security System (NCAISS)* m M, Manage
Ay
Home Pending Approvals x = NCAISS Role Approval Requ... x 5
NCAISS Role Approval Request for bob ncaiss1 Click Here —*D“"
First Name bob
I~
be
Middle Name
Last Name ncaiss1
Login BOB.NCAISS1

Email

Existing Role(s)

Requested Role

bob.ncaiss1@mail mil
None

Account_Administrator

4 Comments Cick here o enter comments [ €&——  Click comment icon

No data to display

to enter comments

Figure 52: NCAISS Role Request Rejection

4. Therequest is rejected and an email is sent to the user with the reason it was rejected.
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10 Delegating Work Items

NCAISS users that receive Work Items (e.g., access approval requests) may delegate his/her Work Items to another
user for a specified period of time. Work Item delegation can help determine that access requests are processed
promptly and efficiently during prolonged absences. When delegating Work Items, it is the responsibility of the
Delegator to determine that the Delegate is fully capable of completing the assigned work tasks. The process for
delegating Work Items is the same for NCAISS users and follows the process outlined below. Note: Only one
delegation may be set for a specified period of time. If you have set up a delegation for a specific period of time,
the system will not allow you to set up another delegation that over laps with the time period set in the existing
delegation.

1. From the NCAISS Home Page, click the “My Information,” tile as shown in Figure 36.
2. On the “My Information” tab click the arrow next to “Delegation” to expand the “Delegation” area, as shown
in Figure 53.
§ My Information

» Change Password

» Challenge Questions

:-'Defegal'l]n
Curre
Actions + Vews | JER dpadd  JRemove  [)Refresh ${Remover | PfiDetach

Pow Proxy Name Start Date End Date Relationship |Last Lipdated Status
Mo data to display

Past

Brefresh | Efivetach
Row|Proxy Name |Start Date |End Date: [Relationship |Last Updated |Status
Mo data to display

Figure 53: Delegating Work Items from the My Information Tile

w

The Delegation area displays active or ended delegations and allows the user to begin a new Delegation.
4. Click “+Add” to initiate a new Delegation.
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Adiors + Vew | JER Al HRerowe  RRefeh X el | Hjoetah

Rowrosy e endoate Relsinso Lot ipdoed _[stas
b datato display

| Qe | Foesh

Rowlprocy ame [tatoate [endDate Relshershp [Lestupdaed stas
Ho data bo display

Figure 54: Begin New Delegation

5. A pop-up box will appear with fields for the delegate, delegation start date, and delegation end date. Click the

magnifying glass icon next to the delegate field.

Figure 55: Delegation Detail Criteria

6. Locate the desired user by selecting and entering search criteria.
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Figure 56: Delegation User Search

7. Click on the user you wish to set as the delegate, and click “Select.”

Columns Hidden 66

Click “Select” —ﬂ%

Figure 57: Delegation User Selection

8. Once you’ve found the appropriate user you will be directed back to a pop-up window. Enter the Start Date
and End Date for the period in which you would like to delegate your Work Items, and click “Apply.”

Figure 58: Set Delegation Parameters
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9. The delegation task will be created and you will be returned to the My Information tab. Here you will see the
new delegation task in the Current delegation box.
| Sl
§ My Information
*/Change Password

¥ Challenge Questions

~Delegation
Current
Adicns » Viewv | JEdt dpudd  JERemove  [Refresh $QRemovend | BfiDetach
0w Procqy Baime: ket Dot [End Dete Relationship llostUpdsted  [Status
1 ncaissZ test? a2 iafats Cther 7fraj2014 InProgress

Past
fRefresh | (i Detach
Row|Proy Name: |Start Date [Endpate [Relationsh LostUpdeted  [Status

o data to dephay

Figure 59: Completed Delegation Summary
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11 Logging Out

Users may log out of NCAISS using the “Sign Out” link or by closing their web browser. The process and screen
shots below demonstrate logging out of NCAISS using the “Sign Out” link.

1. From each screen within NCAISS, click on the “Sign Out” link.
2. Click the drop-down arrow in the banner as shown in Figure 31.

3. Select “Sign Out” from drop-down as shown in Figure 60.
- Help LastLogin: Mon Aug 27 15:02:39 CDT 2018 ===

Defense Security.Service Portal .
tv Accessibility "'b i

National Industriak-Security Program (NISP) Central Access Information Security System (NCAISS)

Screen Width: 1024

Home Inbox
I I ﬂeri Sign.Out
a ™

Figure 60: NCAISS Banner — Sign Out

4. Once logged out, the NCAISS Login Page is displayed. Note: You must close your web browser to fully
terminate the session.
Defense Security Service Portal

NationalIndustrial Security Program (NISP) Central Access Information Security System (NG

n Thank you for using the DSS Portal. You have been logged out of the system. It is recommended that you close all open browser windows to
terminate your session. Your CAC/ECA information remains in the browser until it has been closed.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What s the Single Sign-on?

How do | create an NCAISS account?

How do | reset my password?

How do | associate CAC/ECA with my account?
From where do | get an ECA cerfificate?

How do | log into NCAISS using my CAC/ECA?
How can I find help?

CAC error message "Page cannot be displayed"?
See ALL FAQs

CAC/ECA Login

i
I Read more il

| lIIIIiilIII!HHII]IiIﬂ[ilﬂmllllliillllimlll]IiI|1[iIHHSIIIiIiiIIII!HHII]IBIH[HHHSIIIIw

# Additional NCAISS Information
4 DoD Approved PKls
Register for an account # DSS Application Status Information

A2 2R 22 R 2R SR,

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
FOR OFFICIAL USE ONLY
Copyright © 2014 - Defense Security Service | All Rights Reserved.

Figure 61: Successful Logout
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12 OBMS Application NCAISS User Guide

This section describes the step-by-step processes for requesting access to, accessing, and managing users for the
OBMS application using the NCAISS Solution. Note: This portion of the User Guide focuses exclusively on use of the
NCAISS Solution as it relates to the OBMS application. Actions that a user may take within the OBMS application,
following authentication, are out of scope for this User Guide. This section assumes that an OBMS access requestor
already has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-
by-step instructions for NCAISS self-enrollment.

12.1 Accessing OBMS

CAC/PKI authentication is the process through which OBMS users, regardless of role, will access the OBMS
application using the CAC or a DoD-approved PKI certificate. For convenience, there are two ways in which a user
may authenticate to OBMS, including:

= Navigate to the public-facing OBMS home page and click “Login” (CAC/PKI Authentication from OBMS)
= Access OBMS from the NCAISS (CAC/PKI Authentication from NCAISS)

The following sections provide step-by-step instructions for accessing OBMS using the two methods described
above. Note: This section assumes that the User already possesses valid NCAISS and OBMS application accounts.

12.1.1 CAC/PKI Authentication from OBMS

The steps below describe the process for accessing OBMS via NCAISS from the OBMS homepage through the use of
a CAC or DoD-approved PKI certificate.

1. Navigate to the OBMS unauthenticated homepage (www.obms.dss.mil).
2. Accept the Disclaimer

DEFENSE SECURITY SERVICE
OFFICE OF THE DESIGNATED APPROVING AUTHORITY (ODAA)
BUSINESS MANAGEMENT SYSTEM

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized
use only. By using this IS (which includes any device attached to this IS), you consent to the following
conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not
limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to protect USG interests—
not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative
searching or monitoring of the content of privileged communications, or work product, related to
personal representation or services by attorneys, psychotherapists, or clergy, and their assistants, Such
communications and work product are private and confidential. See User Agreement for details.

Accept Decline

Figure 62: Unauthenticated OBMS Home Page

Itl

3. You are redirected to the NCAISS Notice and Consent to Monitoring page, as shown in Figure 63. Select
Accept” to proceed.
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Defense Security Service Portal

NationalIndustrial Security Program (NISP) Central Access Information Security System (NC!

FOR OFFICIAL USE ONLY'

114 - Defense Security Service | All Rights Reserved

Figure 63: NCAISS Notice and Consent to Monitoring
4. The unauthenticated NCAISS page is displayed, as shown in Figure 64. Select “CAC/ECA Login” to proceed.

Defense Security Service Portal

Bationalindustrial Security Program (NISP) Central Access Information Security System

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

‘What is tha NCAISS?

‘What is the Single Sign-on?

How do | create an NC account?

CAC/ECA Login

Read more
T e O A i
i I

How do | reset my password?
! How do | associate CAG/ECA with my account?

I From where do | get an ECA certificate?

How do | log into NCAISS using my CAG/ECA?
How can | find help?

CAC efror message "Page cannot be displayed*?

# Additional NCAISS Information
4 DoD Approved PK
Register for an account 4 DSS Application Stalus Information See ALL FAQs

-
-
-
5

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

USE ONL
All Rights o v

Figure 64: Unauthenticated NCAISS Home Page

5. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.
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Select a Certificate

SAMPLEUSER

Issuer, DOD EMALL CA-30
Valid From: 9/11/2013 to 8/11/2014

Click here to view certificate proge...

SAMPLEUSER

Issuer: 00D CA-30
Valid From: 9/11/2013 to 8/11/2014

Figure 65: Certificate Selection

6. Enter your PIN.

Microsoft Smart Card Provider
Please enter your PIN.

Figure 66: PIN Entry

7. The NCAISS Solution authenticates you, and directs you to OBMS. The OBMS user’s homepage is displayed, as
shown in Figure 67.
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i - Welcome obms.north
DEFENSE SECURITY SERVICE

OFFICE OF THE DESIGNATED APPROVING/AUTHORITY (ODAA) e (L
BUSINESS MANAGEMENT SYSTEM

i Home Certification and Accreditation Module = ISA(MOUA) Module » ReportModule  Helpw

OBMS Home Page - Contractor Submitter

Notifications

= < [2]s][al[s][e][z][s][s][10] [ | ]

_F Subject ¥ Sender ¥
l:‘ 2013-10-28 Accreditation package 77777-20130913-00005-00010 Version 1.0 has been submitted for review with CAGE Code 6784 listed as a Child Node. userl, odaa
l:‘ 2013-10-11 Accreditation package 77777-20131011-00001-00002 Version 1.0 has been submitted for review with CAGE Code 66784 listed as a Child Node. userl, odaa
|:| 2013-10-03 AValidation Visit has been scheduled for 66784-20130912-00010-00001 Version 1.0 User, OBMS
|:| 2013-10-03 | A Validation Visit has been scheduled for 86784-20130912-00008-00001 Version 1.0. User, 0BMS

o M2sllallsllellzlelels0] -] =]

® Open Notification

For Official Use Only
Release Version: OBMS 2.0.0 (10 October 2013)

Figure 67: OBMS User Home Page

Note: OBMS users with multiple OBMS roles will be prompted by OBMS to select the role that they would like to
use during a given session, as shown in Figure 68. If applicable, select the desired role from the drop down menu
and click “Submit.”

OBMS

JEFENSE SECURITY SERVICE

lease select a role

Select -

Submit

For Official Use Only

Release Version: OBMS 5.0 (3 May 2012)

Figure 68: Multiple OBMS Role Selection

12.1.2 CAC/PKI Authentication (to OBMS) from NCAISS

The steps below describe the process for accessing the OBMS application from NCAISS through the use of a CAC or
DoD-approved PKI certificate.

1. Navigate to the NCAISS (https://ncaiss.dss.mil) in your web browser.
2. Authenticate to NCAISS, as described in Section 5.

3. Upon authentication, the NCAISS Home Page is displayed.

4. Click the “My Application” tile as shown in Figure 69
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Figure 69: NCAISS - My Applications

5. Click the “OBMS Application” link, as shown in Figure 70.
6. OBMS allows User application access.

> : bob.ncaiss1 w Help LastLogin : Mon Aug 27 15:02:39 CDT 2018 ===
Defense Security. Service Portal

National IndustriakSecurity Program (NISP) Central Access Information Security System (NCAISS) ﬁ, Manage

My Information o CEISARIETE Request/Modify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending requests
questions

Pending Approvals

Take action on requests
assigned to you fo:r[approvals
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Figure 70: Accessing OBMS from the NCAISS Home Page
7. NCAISS will direct you to OBMS and the OBMS user home page is displayed, as shown in Figure 67.
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Note: OBMS users with multiple OBMS roles will be prompted by OBMS to select the role that they would like to
use during a given session, as shown in Figure 68. If applicable, select the desired role from the drop down menu
and click “Submit.”

12.2 Requesting Access to OBMS

In order to gain access to OBMS, an NCAISS user must request access using the OBMS access request form from
within the NCAISS. Based upon the user’s affiliation with DCSA, NCAISS will display the appropriate OBMS access
request form. OBMS Internal Users, either DCSA employees or contractors — who checked the “DCSA Internal
User” checkbox during NCAISS account registration — will complete the Internal OBMS access request form, as
described in Section 12.2.1. OBMS External Government Users, individuals from the industrial security community,
representing a Federal Government organization, that have a .mil or .gov (non-DCSA) email address — who did not
check the “DCSA Internal User” checkbox during NCAISS account registration — will complete the External
Government Submitter OBMS access request form, as described in Section 12.2.2. OBMS External Contractor
Submitter Users, industry users with an email address other than .gov or .mil (e.g., .com, .org, etc.), will complete
the External OBMS Contractor Submitter access request form, as described in Section 12.2.3. The following
sections provide step-by-step instructions for requesting access to OBMS, based upon your affiliation with DCSA.

12.2.1 OBMS Internal User Account Request

This process allows an Internal OBMS Access Requestor (i.e., DCSA employee or contractor) to request access to
the OBMS application. Note: This process assumes that the Access Requestor has checked the “DCSA Internal
User” checkbox during NCAISS account registration and has already logged into his/her valid NCAISS account, as
described in Section 5.

1. Once logged into NCAISS, click the “Request/Modify Access” tile, as shown in Figure 71.

bob.ncaiss! w  Help Last Login : Sun Aug 26 15:38:27 CDT 2018 ===

Defense Security. Service Portal

National Industriak-Security Program (NISP) Central Access Information Security System (NCAISS)

Home

My Information My Applications Request/Modify Access Track Requests
Manage your profile, Access your applications RequestiModify access to Track the status of your
passwords and challenge applications pending requests

questions

Pending Approvals

Take action on requests
assigned to you fu:r[ approvals

Figure 71: Create/Modify Requests
2. Click the “Request/Manage OBMS Access” link as shown in Figure 72.
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NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

OBMS Requests

Request/Manage OBMS Access | € Click Here

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 72: Requesting Access to OBMS

3. NCAISS will determine that you are an Internal Requestor because your NCAISS account includes the “DCSA
Internal User” attribute, and will display the Internal OBMS Access Request Form.

4. Complete the form, selecting “User OBMS Title” and “User OBMS Region” from the drop-down lists, adding
“Role” assignment(s), and providing your Sponsor’s (current DCSA Supervisor) email address, as shown in
Figure 73. Note: As an Internal OBMS User, your Sponsor must also be an Internal DCSA User. Note: If you
have previously completed the User Information data fields (e.g., Name, Address, Organization, Phone
Number, etc.) the data will be pre-populated and locked for editing; should you need to revise your previously
entered information you may do so on the My Information page (see Section 7 for additional guidance on
editing the user profile). Note: If you have previously requested OBMS access in a separate request, no new
request submissions will be allowed until the previous request has been completed.

5. Click “Next”

HS0021-15-F-0111 Page 53



Defense Counterintelligence Security Agency NCAISS User Guide

OBMS User Access
Ploase complets all information requested below and click "Subeit when complete, or dck "Cancel’ 13 netum 12 account management.

OBMS User

«<——Provide Information

Provide your Sponsor’s

Email Address l
B = |e——— Select Title and Region
— T T SR Tl oo a—
Select Role(s) ———» e Angrindii

FRaranewer

plcaton AdmeeTgor
Approver

User Adminiserator - Regional
D55 NorODAR

FRagional Contert Administrator
User Admarestration - Natonal

&

Click Next ——— [ ]

Figure 73: Internal OBMS Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 74. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.

0BMS User Access

Plaase review your raquast informasion befow, Clck Corfirm’ b process your raquest, or ik ‘B b make changes, or Cancal b retum
1o acxount management.

D55 Non-00WA

Click Confirm —> [ o

Figure 74: OBMS Internal Access Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.
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12.2.2 OBMS External Government (non-DCSA) Submitter User Access Request

This process allows an External OBMS Government Submitter Access Requestor (i.e. non-DCSA Internal User) to
request access to the OBMS application. Note: This process assumes that the Access Requestor has not checked
the “DCSA Internal User” checkbox during NCAISS account registration, has a .gov or .mil email address, and has
already logged into his/her valid NCAISS account, as described in Section 5.

1.
2.
3.

Once logged into NCAISS, click the “Request/Modify Access” tile, as shown in Figure 71.

Click the “Request/Manage OBMS Access” link, as shown in Figure 72.

NCAISS will determine that you are an External Government Submitter Requestor because your account does
not include the “DCSA Internal User” attribute and a .gov or .mil (non-DCSA.mil) email address is affiliated with
your NCAISS account. NCAISS will display the External OBMS Access Request Form for Government Submitter
users.

Complete the form, selecting “OBMS User Title” from the drop-down list, adding the “Role” assignment,
providing your Sponsor’s (your current supervisor within your government organization) email address, as
shown in Figure 75. Note: Your Sponsor must have an NCAISS account in order to approve your access to
OBMS —you will not be able to submit your OBMS access request until your Sponsor creates an NCAISS
account. Note: If you have previously completed the User Information data fields (e.g., Name, Address,
Organization, Phone Number, etc.) the data will be pre-populated and locked for editing; should you need to
revise your previously entered information you may do so on the My Information page (see Section 7 for
additional guidance on editing the user profile). Note: If you have previously requested OBMS access in a
separate request, no new request submissions will be allowed until the previous request has been completed.
Click “Next.”

6.
7.
8.

OBMS User Access

Plaace complete all information requested below and cick "Submit’ when complete, or dick ‘Cancel tn netum b acoount management.

OEMS jpeer

<«— Provide Information

(DBMS Access Request

Provide Sponsor’s ——
Email Address

Select Title

2N

e Select Role

Click Next c

Figure 75: OBMS Government Submitter Access Request Form

A confirmation screen will be displayed, as shown in Figure 76. Confirm the accuracy of the information.
Click “Cancel” to cancel the request if changes are needed.
Click “Confirm” to submit the request for review.
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OBMS User Access

Please review your request information below. dick ‘Confirm’ to process your request, or dlick "Edit’ to make changes, or 'Cancel’ to retum
to account management.
OBMS User
NILESH.GOV
e nilesh

€ gov

nilesh.gov@va.gov
VA

Strest Address 123 VA
City VA
State Virginia
Zip Code 11111
Phone 111-111-1111(‘0

Phone Ext

0BMS Access Request
User OBMS Title Designated Approving Authority (DAA)
Selected D55 OBMS
Application
Requested OBMS | Requested OBMS Roles

Brdon
ROowes
Government Submitter

Click —> [confim]] edit] conce
Confirm

9.

Figure 76: OBMS Government Submitter Access Request Confirmation

Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

12.2.3 OBMS External Contractor (Industry) Submitter User Access Request

This process allows an External OBMS Contractor Submitter Access Requestor with a non-.gov or non-.mil email
address to request access to the OBMS application. Note: This process assumes that the Access Requestor has not
checked the “DCSA Internal User” checkbox during NCAISS account registration and has already logged into his/her
valid NCAISS account, as described in Section 5.

1.
2.
3.

Once logged into NCAISS, click the “Request/Modify Access” link, as shown in Figure 71.

Click on “Request/Manage OBMS Access” link as shown in Figure 72.

NCAISS will determine that you are an External Requestor because your account does not include the “DCSA
Internal User” attribute and a non-.gov or non-.mil email address is affiliated with your NCAISS account.
NCAISS will display the External OBMS Access Request Form.

Complete the form, selecting “OBMS User Title” from the drop-down list, adding the “Role” assignment, and
providing Commercial and Government Entity (CAGE) Code and Key Management Personnel (KMP) email
address, as shown in Figure 76. Note: You may add additional CAGE Codes by clicking the “Add CAGE Code”
button. You must provide a KMP email address for each CAGE Code that you're requesting. Each KMP must
have a valid NCAISS account in order to approve access to the respective CAGE Code. Note: If you have
previously completed the User Information data fields (e.g., Name, Address, Organization, Phone Number,
etc.) the data will be pre-populated and locked for editing; should you need to revise your previously entered
information you may do so on the My Information page (see Section 7 for additional guidance on editing the
user profile).

Click “Next.”
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Figure 77: External OBMS Access Request Form

i3

A confirmation screen will be displayed, as shown in Figure 78. Confirm the accuracy of the information.
Click “Cancel” to cancel the request if changes are needed.

Click “Confirm” to submit the request for review.

HS0021-15-F-0111

Page 57



" Defense Counterintelligence Security Agency NCAISS User Guide

OBMS User Access

& Corfirm’ &2 process your nequest, of chck &Y i make changes, or Cancel b retumn

Click Confirm =
Figure 78: External OBMS Account Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

12.3 Reviewing and Approving/Rejecting OBMS Access Requests

When an OBMS Access Requestor submits a request to access the OBMS application, a Work Item is added in the
appropriate Sponsor’s queue. Note: Internal OBMS Access Requestors specify their current DCSA Supervisor as
their Sponsor, External Government Submitter Access Requestors specify their current government organization
supervisor as their Sponsor, and External Contractor (Industry) Submitter Access Requestors specify the KMP for
each requested CAGE Code as their Sponsor(s). Once approved by the Sponsor, accounts for Internal and External
Government Submitter OBMS Access Requests are created by NCAISS and the user is notified. External Contractor
Submitter OBMS Account Requests must be reviewed approved by the DCSA Knowledge Center, in addition to the
Requestor’s Sponsor(s), prior to account creation. This subsections that follow outline the process for reviewing
and approving or rejecting OBMS access requests at the Sponsor-level. Note: If a Sponsor has an OBMS access
request from an internal or external government OBMS Access Requestor in queue, that requestor will not be able
to submit any new requests until the previous request in queue has been completed (i.e., approved or rejected).
Note: Refer to the Account Administrator User Guide for guidance on DCSA Knowledge Center processing of OBMS
External Contractor Submitter Access Requests.

12.3.1 Sponsor Approval for OBMS Internal Access Requests

The following steps outline the process for reviewing and approving access to OBMS Internal users as the Sponsor
(DCSA Supervisor).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Pending Approvals” tile.
3. The “Pending Approvals” page is displayed with a list of requests awaiting approval, as shown in Figure 79.
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Figure 79: OBMS Internal Access Request Work Item

4. Review the details of the OBMS Internal Access Request.
5. Ifthe OBMS request is valid, select “Approve.” NCAISS creates the OBMS account and the Solution notifies the
User that access is granted.

Home Pending Approvals x = OBMS Sponsorship Request ... x i
Click Here——> et

OBMS Sponsorship Request for joe ncaissps3dev
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Figure 80: OBMS Internal Access Request Review - Approval

Selected OBMS Role(s)
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6. Ifthe OBMS request is not valid, select “Reject” and the solution will notify the user that access is denied.
Note: Comments must be entered to reject a request. Click the comment icon above the comment box to

enter comments.
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Figure 81: OBMS Internal Access Request Review - Rejection

12.3.2 Sponsor Approval for OBMS External Government Submitter Access Requests

The following steps outline the process for reviewing and approving access to OBMS External Government
Submitter users as the Sponsor (Government Organization Supervisor).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Pending Approvals” tile.
3. The “Pending Approvals” page is displayed with a list of requests awaiting approval, as shown in Figure 82.
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Figure 82: OBMS External Government Submitter Access Request Work Item

4. Review the details of the OBMS External Government Access Request.
5. Ifthe OBMS request is valid, select “Approve.” NCAISS creates the OBMS account and the Solution notifies the
User that access is granted.
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Figure 83: OBMS External Government Submitter Access Request Review - Approval
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6. Ifthe OBMS request is not valid, select “Reject” and the solution will notify the user that access is denied.
Note: Comments must be entered to reject a request. Click the comment icon above the comment box to
enter comments.
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Zip Code 12312
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Phone Ext[.
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OBMS Role(s) Verification . .ilable OBMS Roles Selected OBMS Rale(s)

4 Comments cic nere 0 enercommen (¢ === Click comment icon
lo s 10 iy to enter comments

Figure 84: OBMS External Government Submitter Access Request Review - Rejection

12.3.3 Sponsor Approval for OBMS External Contractor Submitter Access Requests

The following steps outline the process for reviewing and approving access to OBMS External Contractor Submitter
users as the Sponsor (KMP for specified CAGE Code). Note: OBMS Contractor Submitters may request access to
multiple CAGE Codes; a KMP must be specified for each CAGE Code requested. Accordingly, there may be multiple
Sponsor-level approvals required for a single OBMS Contractor Submitter access request; access to each CAGE
Code must be approved or rejected by the specified KMP before the access request can be processed by the DCSA
Knowledge Center. Failure to approve or reject an OBMS Contractor Submitter access request as the Sponsor
within seven (7) days will result in automatic rejection of access to the specified CAGE Code(s).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Pending Approvals” tile.
3. The “Pending Approvals” tab is displayed with a list of requests awaiting approval, as shown in Figure 85.
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Figure 85: OBMS Contractor Submitter Work Item

Review the details of the OBMS External Contractor Submitter Access Request.
If the OBMS request is valid, select “Approve.”

- SIS YR IUEY YIS LA oG T AUy S T GO 2D
“Defense Security,Service Portal
'_ 2 ity Program (NISP) Central Access Information Security System (NCAISS) w l.rﬂ, Manage U
Home Pending Approvals x = OBMS Sponsorship Request .. x =
OBMS Sponsorship Request for joe industryps3dev Click Here > E‘mct

6.

OBMS ID  joe.industryps3dev
First Name joe
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Email joe.industryps3dev@test.com
Organization  test
Street Address 123 test
City test
State District of Columbia
Zip Code 11111
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User OBMS Title  Information System Security Manager (ISSM)

Note CAGE Code being
Requested CAGE Code req u ested
OBMS Role(s) Verification

Available OBMS Roles Selected OBMS Role(s)

4 Comments Click here to enter comments [

No data to display

Figure 86: OBMS External Contractor Submitter Access Request Review - Approval

NCAISS notifies the Knowledge Center of the pending OBMS account request. Note: Any requests for
individual CAGE Codes that have not been processed by the Sponsor after seven days are automatically
terminated.
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7. Ifthe OBMS request is not valid, select “Reject,” and the Solution will notify the Access Requestor that the
request is denied. Note: Comments must be entered to reject a request. Click the comment icon above the
comment box to enter comments.
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Figure 87: OBMS External Contractor Submitter Access Request Review - Rejection

OBMS External Contractor Submitter account requests must be reviewed and approved by a DCSA Knowledge
Center Agent, in addition to the Access Requestor’s Sponsor(s) (Organization KMP) for the requested CAGE
Code(s). Note: Refer to the Account Administrator User Guide for guidance on DCSA Knowledge Center processing
of OBMS External Contractor Submitter Access Requests.

12.4 Managing OBMS User Accounts

This section provides step-by-step instructions related to the process that allows an OBMS User Administrator to
modify an OBMS user’s assigned OBMS role(s) (i.e., add or remove roles) and modify a user’s OBMS profile (i.e.,
change region code or CAGE code) within the NCAISS Solution.

12.4.1 Managing OBMS Internal and External Government Submitter User Accounts

1. Loginto OBMS, as described in Section 12.1.
2. Select the “Edit User” tab.
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Home Edit Users Facilities ~ Reports Logout

Select “Edit Users”

Welcome

Please choose a renu option to continue,

Felease Version: OBNS 5.0-beta (8 Feb 2012)

Figure 88: OBMS User Administrator Interface

3. OBMS re-directs you to NCAISS and the NCAISS displays the Request page. Click “Manage OBMS User Access”
as shown in Figure 89.
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NCAISS Access Request

Please choose one of the following request options.
NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

Manage NISS User Access

OBMS Requests

Request/Manage OBMS Access

| Manage 0BMS User Access | Click Here

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 89: OBMS Request Page

4. NCAISS starts the User Management workflow. Search for the desired OBMS user by inputting search
parameters and clicking “Search” as shown in Figure 90. Note: You may search for a user by entering
combinations of: OBMS user ID, First Name, Last Name, or Email Address.

HS0021-15-F-0111 Page 66



Defense Counterintelligence Security Agency NCAISS User Guide

Defense Security.Services Portal |
onal Indu eduiy Program (NISP) Central Access Information Security System (NCAISS) U
Manage User Access
Please Search for a User
Please note that you can use * for wikd cands. For examgle you could use oh™ or ohn' to get John',
b <«—— Input Search Parameters
First Name
Last Kame
Ernail Address
Lo F—— click search

Ueer 1 [retome  Jisthome  [mal

Figure 90: Search for an OBMS User

5. NCAISS will display the results of the OBMS user search. Click the desired user, as shown in Figure 91.

Manage User Access

Please Search for a User
Please not= that you can use ™ for wikd cards. For example you could use ‘joh™ or chn' to gt John',

Usar I
First Name
Last Name | ncaiss
Email Address
User 18 [Fest ame Lt Nome [emai
RUDY.NCAISS rudy ncaiss rudy.ncaissBdss.mil
NILESHNCAISS  Niksh NCAISS nilesh.ncaiss@dss.mil
KYLENCAISS ke s yle.ncaiss@dss.mi
JOENCAISS jor neaiss joencaiss@dss.mil
JESSENCAISS jesse. eass jesse.ncaiss@dss.mil
GORDON.NCAISS  gordon nass gordon.ncaiss@dss.mi

\ Click on Desired User

Figure 91: OBMS User Search Results

6. NCAISS displays the desired user’s record, as shown in Figure 91. Modify the user’s account, as required. Note:
To disable a user’s access to OBMS, remove all OBMS roles from the user’s account.

7. Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard changes that have been made to the user’s account.
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0BMS User Access

Please complete all information requested below and dlick "Submit’ when complete, or dlick 'Cancel’ to retum to account management.

0BMS User
User I GORDON.NCAISS
First Name gordon
Last Name ncaiss
Suffx
Email gordon.ncaissdss.mil
Ongenization Name dss
Street Address 123 des
Gty quantico
State. Rhode Isand
Zip Code 22222
Phore 111-111-1111 @
Fhone Ext

OBMS Access Request

® Uiser OBMS Region | Northern Region []
Selected DSS Apphication OBMS

Active OBMS Rokes | active 0BMS Rokes

DSS Non-ODAA

Approver
Staffing Coordinator

New OBMS Role Selaction Available OBMS Roles
HQ Content Administrator
Reviewer
Application Admiristrator
User Administrator - Regional
Regional Content Administrator
User Administretor - National

* Liser OBMS Titke | Director of Industrial Security Program (ISF) =]

Selected 0BMS Role(s)
Staffing Coordinator

DSS Non-0DAA

Bl @

Click Next — o I

Figure 92: Manage OBMS User Profile

8.

Defense-Security.Services Portal

Natiomal Industrial Gedurity Program (NISP) Central Access Information Security System (NCAISS)

0BMS User Access

Click “Confirm” to confirm the changes, as shown in Figure 93.

-—

Please review your request information below. Click "Confirm’ to process your request, or dick 'Edit’ to make changes, or ‘Cancel' to retum

o acoount management.

0BMS User
User 10 GORDON.NCAISS
First Name gocdon
Last Name ncaiss
Suffix
Email gordon.ncaiss@dss.mil

Organization dss
Name

Street Address 123dss
Gty quantico
State Rhode Island
Tip Code 22222
Fhone 111-111-111L 40
Phone Ext

0BMS Access Request
User OBMS Titke Director of Industrial Security Pragram {15P)
User OBMS Region Northem Region
Selacted 055 0BMS
Application
Requasted OEMS. Raquectad OBMS Roles

Staffing Coordinator
Reviewer

Click Confirm el

Figure 93: Confirm OBMS Changes

9. NCAISS saves the changes to its repository.
10. NCAISS writes the changes to OBMS.

Modify access,
as needed
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11. Changes are committed to the OBMS database.

12.4.2 Managing OBMS External Contractor Submitter User Accounts

1. Loginto OBMS, as described in Section 12.1.

2. Select User Management Module item within the OBMS User Administrator interface, as shown in Figure 89.

3. OBMS re-directs you to NCAISS and the NCAISS Solution starts the User Management workflow. Search for the
desired OBMS user by inputting search parameters and clicking “Search.” Note: You may search for a user by
entering combinations of: OBMS user ID, First Name, Last Name, or Email Address

4. NCAISS will display the results of the OBMS user search. Click the desired user, as shown in Figure 91.

5. NCAISS displays the desired user’s record, as shown in Figure 94. Modify the user’s account, as required. Note:
To disable a user’s access to OBMS, remove all OBMS roles from the user’s account. Note: To reinstate a
disabled user’s access to OBMS, add a role to the user’s account.

6. Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard changes that have been made to the user’s account.

OBMS User Access
Please complete all information requested below and dlick "Next’ when complete, or click ‘Cancel’ to return to account management.

OBMS User
User ID

First Name

KOURTNELINDUSTRY
Kourtnei

Last Name Industry
Suffix

Email kourtnei.industry@test.com

Organization Name
Strest Address
City

State

Zip Code

Phone

Phone Ext

OBMS Access Request

test

test

test

Rhode Island
11111
111-111-1111¢8

* User OBMS Title
Selected DSS Application
Active OBMS Ro!

Facility Security Officer (FSO)
OBMS

Active OBMS Roles
Contractor Submitter

New OBMS Role Selection Available OBMS Roles

Selected OBMS Role(s)
Contractor Submitter

e— Modify Access, as
needed

S

<«

New OBMS Cage Codes

Click “Next”

Cage Code
G1000
G2000

Sponsor Email

lauren.industry@test.com
tim.industry@test.com

Add or Remove
—— CAGE Codes, as
needed

Cancel

I Add Cage Code ||Remove Selected Cage Codes| I<—
1

1

Figure 94: Manage OBMS Contractor Submitter User

7. Click “Confirm” to confirm the changes, as shown in Figure 95.
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OBMS User Access

Please review your request information below. Click 'Confirm’ to process your request, or click "Edit’ to make changes, or 'Cancel' to retumn
to account management.

OBMS User
User ID
First Name
Last Name
Suffix
Email

Organization
Name

Strest Address
City

State

Zip Code
Phone

Phone Ext

KOURTNELINDUSTRY
Kourtnei
Industry

kourtnei.industry@test.com
test

test

test

Rhode Island
11111
111-111-1111 ¢

0BMS Access Request

Usar OBMS Title
Selected DSS
Application
Requested OBMS
Roles

Click “Confirm”

N

Requested OBMS
Cage Codes

Information System Security Manager (ISSM)
OBMS

[Requested OBMS Roles |

Contractor Submitter

Cage Code | Sponsor Email |
G1000 lauren.industry@test.com

Confirm | Edit| cancel

Figure 95: Confirm OBMS Changes — External Contractor Submitter

8. NCAISS saves the changes to its repository.
9. NCAISS writes the changes to OBMS.
10. Changes are committed to the OBMS database.

12.5 Producing OBMS User Reports

This section provides step-by-step instructions related to the process that allows an OBMS User Administrator to
run and produce a report that lists OBMS users and their assigned OBMS role(s) using the NCAISS Solution.

1. Loginto OBMS, as described in Section 12.1.

2. Click the “Reports” link within the OBMS User Administrator interface, as shown in Figure 96.
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DEFENSE SECURITY SERVICE

Home Edit Users Facilities Reports Logout

Select “Reports”

Welcome

Please choose a menu option to contine,

Release Version: OBMS 5.0-beta (2 Feb 2012)

Figure 96: OBMS User Administrator Interface - Reports
3. OBMS re-directs you to the NCAISS Reports interface; click on “DCSA Reports” as shown in Figure 97 .

Home | Catalog | [ Mewv | B Openv  Signed InAs rajiv.ncaiss v
B S8 8 08 | o ke ], o]
| & Folders |
@) My Folders
B shared Fokders

<«— Click Here

Figure 97: OBMS User Administrator NCAISS Reports Interface

4. User Administrator clicks on “Open” under the desired report, as shown in Figure 98.

Catalog Home | Catalog [ Mewv i Openv | Signed InAs rajiv.ncaiss v
(v 208 B 00| toton jshred rodegDssnatRepons B G
B Folders | [i]  OBMS User Report | LastModfied /515 1007 A | Cresed By webleg idm

= 4 | Report
80 WyFolders il o0 tistry | More
B8 Shered Folders

& [ DataModel

# [] DSSReports

Click Here

Figure 98: OBMS User Administrator Running a Report

5. NCAISS displays the report.
6. User Administrator clicks on the Actions button, as shown in Figure 99.
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Home | Catalog [ Newv | i Openv | SignedInAs rajiv.ncaiss v
OB User Report Click Here
L
OBMS User Report - FOR OFFICIAL USE ONLY - &l i i
This report was generated: Mar 5, 2015 11:24 AM
Lists all users and associated resource accounts Share Repart Lk »
[ Weaiss userip First Name [ Last Name Emai OBMS User ID | 0BMS Assigned Role
SEDOYNCAISS ey e redcy.raisBksmi REDOYNCALSS Safing Coordirator
reddy s reddy.ncaiss@dss.mil REDDY.NCAISS Reviewsr
B0BNCALSS bob ncziss bobreaiss@dssimi BOB.NCAISS Revevs
) [reaiss | bebrcasgdssnd [ Boa s [ apgrover
LAURENNCAISS uren s burencass s mil LAURENACAISS User &eviistratoe - Natonal
ren resss lsurenrcsss s ml LARENNCAISS D5 Norr 004
buen s burenncassdssl LARENNCAISS Kogrover
NLESHNCAISS Niesh NCAISS rikshcaissdssmil NLESHNCAISS 055 Norr 00 :
™ [ hoss rikeh ress Bz | NLESHNCAISS [ pprover
GORDONNCAISS gordon s gordonncaiss@dss.mil (GORDON.NCAISS Saffing Coordinator
gorden e gortonresiseoss GORDONNCAISS Reviewer
TEGOV joe o jegod@vagor JEGN Govemment Submitter
FESSENCASS s et jesencstdsm JESSENCAISS User Aimiristrtor - Regiorel
[jese s | sencstdsn [ essencaiss [ Redever |
s reass st rcassBdssmi ESSENCAISS Safing Coordiratce
REDOY.TEST Reddy Test redoy tetBdsscom REDOV,TEST Cortracor Submitter
JEFFINDUSTRY o industry jeffindustryBtest.com JEFFINDUSTRY Contrachor Submitter

Figure 99: OBMS User Administrator Export Report

7. User Administrator clicks the “Export” selection to choose the desired export format (PFD or CSV), as shown in
Figure 100.

Home | Catzlog

v SignedIn A rejiv.ncaiss v

0BMS User Report Aler=/@
| aditoMy Favrts
B o :
OBMS User Report - FOR OFFICIAL USE ONLY - Select file format (PDF B [
s e 0 or CSV) to export ———» 4o et
[ Nealss UseriD First Name | LastMame | Email 0BMS User [0 OBMS Assigned Role
REDDYNCALSS ey s ety ncaiss@dssi REDDNCAISS Stffing Coordinator
reddy NCaiss reddy.ncaiss@dssmi REDDY.NCAISS Redewer
BOBNCALSS bob reiss bebacasBos i BOBNCAISS Raiae
beb s bobncaissaes.mil BOBNCAISS Approves
LAURENNCAISS lauren ncass lauren.reais ks LAURENNCALSS User Adrinisrator - National Click Here
laren ncass lrenaisbdssmi LARENNGASS D55 Norr 0D
lauren ncaiss lauren.neaiss @dss.mil LAURENNCAISS Approver
NILESHNCAISS Nilesh NCAISS rilash.ncaiss Edssmil NILESHNCAISS D55 Non-0DRA- ]
Nilesh NCAISS nileshuncaiss@dss.mil NILESHMNCAISS Hpprover
GORDONNGASS girdon s gordencass@des i GORDDNNGAISS Stffing Coordinator
gurdon s gurdon.ncass@dss.ni GORDONNCAISS Reviewar
EGV o o JrgwBvagov XEGW Govemment Sbmittsr

Figure 100: OBMS User Administrator Export Report File Selection

AWarning: When attempting to print in CSV format, you must manually stamp “For Official Use Only” on the
printout if it is not in the Report title. PDF format will have “For Official Use Only” displayed in the Header and
Footer of the Report.

An OBMS User Administrator may also choose to access the NCAISS Reports interface from the NCAISS Homepage.
From the NCAISS Home Page, click the “Reports” tile to be directed to the NCAISS Reports interface, as shown in
Figure 101. Then proceed from Step 3 above.
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bob.ncaiss1 v Help LastLogin : Sun Aug 26 15:38:27 CDT 2018 ===
Defense Security.Service Portal

.
National Industriék-Security Program (NISP) Central Access Information Security System (NCAISS) g Manage

My Information My Applications Request/Modify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending requests
questions

Reports Pending Approvals
Run Reports Take action on requests
assigned to you for approvals

Figure 101: OBMS Report via NCAISS Home Page
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13 Security Training, Education and Professionalization Portal
(STEPP) Application NCAISS User Guide

This section describes the step-by-step processes for requesting access to and accessing the STEPP application
using the NCAISS Solution. Note: This portion of the User Guide focuses exclusively on use of the NCAISS Solution
as it relates to the STEPP application. Actions that a user may take within the STEPP application, following
authentication, are out of scope for this User Guide. This section assumes that a STEPP access requestor already
has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-by-step
instructions for NCAISS self-enrollment.

13.1 Accessing STEPP

Following STEPP’s integration with NCAISS, STEPP users are able to use their existing CAC/PKI credentials to gain
access to the STEPP application. Note: Use of CAC/PKI credentials for access to STEPP is optional; STEPP users may
continue to access the application using their existing username/password.

For convenience, there are three ways in which a user may authenticate to STEPP, including:

= Navigate to the public-facing STEPP home page and click “CAC | PKI Login” (CAC/PKI Authentication from the
STEPP Homepage)

= Access STEPP from NCAISS (CAC/PKI Authentication from NCAISS)

= Login to STEPP using existing username/password authentication process (STEPP Username/Password
Authentication)

The following sections provide step-by-step instructions for accessing STEPP using the three methods described
above. Note: This section assumes that the User already possesses valid NCAISS and STEPP application accounts.

13.1.1 CAC/PKI Authentication from the STEPP Homepage

The steps below describe the process for accessing STEPP via NCAISS from the STEPP homepage through the use of
a CAC or DoD-approved PKI certificate.

1. Navigate to the unauthenticated STEPP homepage (http://www.cdse.edu/stepp/index.html).
2. Select the “CAC | PIV Login” button, as shown in Figure 102.
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Site Map | A-ZIndex | Facebook | Twitter
- || search

3. You are redirected to the NCAISS Notice and Consent to Monitoring page, as shown in Figure 103. Select

CDSE Home « COSE + STEPP
About Us T
Registrar STEPP secu
- STEPP Overview Professionalizat
- Create an account We refer to our learning management system as the STEPP
Login system. This is where we maintain the list of courses that we
- Your homepage provide and where your student information and your course
- ? P ipts are The online courses that we provide
- Browsesearch for tratning are also part of this system. Please be advised that CDSE courses
- Register for traning are intended for use by Department of Defense and other U.S.
e Government personnel and contractors within the National
- Launch your training Industrial Security Program.
- Cancel your training STEPP News & Announcements
- View your progress
- View/print your certificate There are no announcements at this time.
- View your transcript
- Update your profile
- Help/FAQs
Education
Training
Certification
Resources & Job Aids
Request Services
Contact CDSE

CAC | PIV Login

STEPP Configuration Check
JSavaScript is enabled on your browser.
Cookdes are enabled.

Pop-up blocker is disabled.

Flash is version B or above.

Some course content requires Adobe Reader.

Click Here

STEPP LOGIN
1 have 2 DoD Common Access Card
Feceo ity VedificatigaPTT

or st step instructions. view the CAC/PIV
1 want to login with my usermame !/ password.

Have a guestion or need help using
STEPR?

Figure 102: CAC/PKI Login from STEPP Home Page

Accept” to proceed.

Il|

nse Security Service Portal

alIndustrial Security Program (NISP) Central Access Information Security Systemy :_/

FOR OFFICIAL USE ONLY

Copyright © 2014 - Defense Security Service | All Rights Reserved.

Figure 103: NCAISS Notice and Consent to Monitoring

4. The unauthenticated NCAISS page is displayed, as shown in Figure 104. Select “CAC/ECA Login” to proceed.
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National Industrial Security Program (NISP) Central Access Information Security System (M

Defense Security Service Portal Q

work with Card readers?

CAC/ECA Login ing in Firefox?

account?
w do | reset my password?
Register Certficate | w do | associat ECA with my account?
4 From where do | get an ECA certfic

I |
lﬂllllllllllltllﬂllltlllllllﬂllllllllllﬂlllllﬂllﬂllﬂllll Ll & How do | log into NCAISS using my

+  Additional NC.
DoD Approy
Register for an account + DSS Application Status Information

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
OF INL

Figure 104: Unauthenticated NCAISS Home Page

5. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

SAMPLEUSER

Issuer. DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

Coc ) (oms |

Figure 105: Certificate Selection

6. Enter your PIN.
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Microsoft Smart Card Provider
Please enter your PIN,

Figure 106: PIN Entry

The NCAISS Solution authenticates you and determines if you have multiple STEPP accounts correlated with
NCAISS. Note: If you have only a single STEPP account correlated with NCAISS, then proceed to Step 9.

If multiple STEPP accounts have been correlated with NCAISS, then the NCAISS Solution will prompt you to
select which account you wish to use, as shown in Figure 107. Select the desired account and click “Continue.”

n Welcome STEPP user

Select the account that you wish to use

Figure 107: Multiple STEPP Account Selection

9. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 108.
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ST@PP ‘, | SAMPLE USER - o3 =T

= = Center for Development of Security Excellence
Advanced Search | Search Tips Register to take your next course at the CDSE,
and put the power of security in your hands. 5N

7 Messeges . &

1l o g oo + Quality Training & Education E] N9
Y » Knowledgeable Instructors N {

" « Security Technology Professionals
(7] Catandar

- J———

actiites for which yu are an
e aiing ist r perging.
apraval.

tctivities related 1o your training

Display: i Traiming. -
r— e . par——— — .
) 550 TVFORMATION ASSURANCE AWSREESS oz s 8- pr—
@ s7E0 vnen TuTomue p—yn e D pre— preee
e
DoD TION E ‘View Details Other dctions =
oy e e e -

Figure 108: STEPP User Homepage

13.1.2 CAC/PKI Authentication (to STEPP) from NCAISS

The steps below describe the process for accessing STEPP via NCAISS from NCAISS through the use of a CAC or
DoD-approved PKI certificate.

1. Navigate to NCAISS (https://ncaiss.dss.mil) in your web browser.
2. Authenticate to NCAISS, as described in Section 5.

3. Upon authentication, the NCAISS Home Page is displayed.

4. Click the “My Applications” tile, as shown in Figure 109.

bob.ncaiss1 w Help Last Login : Sun Aug 26 15:38:27 CDT 2018 === 1
Defense Security. Service Portal <
National IndustriakSecurity Program (NISP) Central Access Information Security System (NCAISS) m mgy Manage

@

Home

My Information My Applications tModify Access Track Requests
Manage your profile, Access your applications Request/Modify access to Track the status of your
passwords and challenge applications pending requests
questions

Pending Approvals

Take action on requests
assigned to you fo:r[approvals

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 109: NCAISS - My Applications
5. Click the “STEPP” application link as shown in Figure 110
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bob.ncaisst w Help Last Login : Mon Aug 27 15:18:48 CDT 2018
Defense Security Service Portal } &
National Industrial-Security Program (NISP) Central Access Information Security System (NCAISS) m Wy Manage u

Home

My Information OBMS ApeScaidn Request/Modify Access Track Requests
Manage your profile, ——  STEPPApplicaion 15 Request/Modify access to Track the status of your
passwords and challenge applications pending requests
questions

Pending Approvals

Take action on requests
assigned to you for approvals

FOR OFFICIAL USE ONLY | Copyright @ 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 110: Access STEPP from the NCAISS Home Page

6. The NCAISS Solution authenticates you and determines if you have multiple STEPP accounts correlated with
NCAISS. Note: If you have only a single STEPP account correlated with NCAISS, then proceed to Step 8.

7. If multiple STEPP accounts have been correlated with NCAISS, then the NCAISS Solution will prompt you to
select which account you wish to use, as shown in Figure 107. Select the desired account and click “Continue.”

8. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 108.

13.1.3 Username/Password Authentication (to STEPP)

STEPP users that wish to continue to use STEPP username and password credentials to access STEPP may do so
without the need to login to NCAISS. For step-by-step instructions for logging into STEPP with username and
password, refer to the STEPP FAQs (http://www.cdse.edu/stepp/help.html).
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1. Navigate to the unauthenticated STEPP homepage (http://www.cdse.edu/stepp/index.html).

Departn

DEFENSE SECURITY SERVICE

e Map | AZIndex | Facebook |

search

CDSE
About Us
Registrar STEPP Configuration Check
- STEPP Overview ‘ JInvaSeript is enabled on your brovser.
- Create an account We refer to our learning management system as the STEPP
P a . i Cookdes are enabled.
-Login system. This is where we maintain the list of courses that we
- Your homepage provide and where your student information and your course Pop-up blocker is disabled.
- Establish pour preferences transcripts are maintained. The online courses that we provide Plash is version 8 or above
g i e e are also part of this system. Please be advised that CDSE courses ¢ = s,
- Register for training are intended for use by Department of Defense and other U.5. c I | ck H ere
ey e Government personnel and contractors within the National STEPP LOGIN
- Launch your training Industrial Security Program. | have & DoD Comman Access Card (CAC) or

Personal Identity Verification (PIV) Certificate.

CAC | PIV Login

~Oocel 3w freielay STEPP News & Announcements

- View your progress

 View,print your certificate There are no announcements at this time.

- View your transcript
- Update your profile
- Help/FAQs
Education = : N .
Training Have a guestion or need help using
Certification @
Resources & Job Aids

Request Services
Contact CDSE

Figure 111: Username/Password Login from STEPP Homepage

2. Input STEPP username and password and select “Log On” to authenticate.

ST@PP

Log On

Input STEPP Username

Please enter your usemname and password.

Input STEPP Password

You are encouraged to review and update your personal profile information in STEPP. To access the
Profile page within STEPP, click on the word “Profile” in the upper right comer in the blue task bar.

Ereate your new STEPP user account

n System (I5) that is provided for USG-authorized use only.

ou are accessing a U.5. Government (USG) Inform,
5), you consent 1o the following conditans:

By using this 15 (which inciudes any device amached

<iidng. vt

v are subiec bn routoe menitong
dizdiosed or used for any USE authorzed purp
.+ authentication and access controls) to procect AT —

gative
ad e parsanal
h

apreses v ergy.
sl e ebratn ad Comfiduaia, 4% umﬁcww ent for &

Privacy Act Statement

{USE), Section 301; Exacutive Order 10430, "Sacurity Requiremants for
ring Sysam for Fadaral Azcounts Ralating to Tndividual
Fermation within [dustey:” 3nd DD Diractive

r for Developmen: of Security
jents, course completions:

(2) Purposer The purpose and use of the requested information
Excellence (CDSE) to establish and retain 3 perm
cartfications, and academic crediy/transcrigns.

[3) Routine Uses: In sddit

nrough, 5
maly e,

Numbar re 1o provide the

impede, delay, or prevent furth

her dath i voha

(4] Disclosure: Furnis #
processing of the requ

requested informasion

Figure 112: STEPP Username/Password Input Page
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3. If successfully authenticated, the STEPP homepage is displayed as seen in Figure 108.

13.2 Correlating STEPP Accounts

All STEPP users that wish to use their CAC/PKI credentials to access STEPP will be required to link (correlate) their
STEPP account with their NCAISS account using the one-time process (per account) described in this section. Users
with multiple STEPP accounts (e.g., users that have both STEPP user and administrator accounts) will need to
correlate each account that they wish to use their CAC/PKI credentials to access.

1. Loginto NCAISS, as described in Section 5. From the NCAISS Home Page, select the “Request/Modify Access”
link, as shown in Figure 43.
2. Onthe requests page select the “Register an Existing STEPP Account” link, as shown in Figure 113 below.

NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

OBMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account &= C lick Here
Create a STEPP Account

Return to DSS Portal

Figure 113: Correlate STEPP Account

3. Enter your STEPP username and password for the account that you wish to correlate, when prompted. Click
“Finish” to proceed, as shown in Figure 114. Note: If you have forgotten your password you may use the
STEPP password reset capability by clicking the link.
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STEPP Account Registration Request

Please eniter your xisting STEPP account Lsemame and Password

<«— Enter your STEPP Username and
Password

Forgok your STEPF password? Cick here

 assistance or require additional information regarding STEPP accoutns, please contact the STEPP Call Center &t
)

=& Click Finish

Figure 114: STEPP Username/Password Entry

4. NCAISS will validate your username and password with STEPP and, if successful, notify you that your account
has been correlated with NCAISS, as shown in Figure 115. Click the “Go to STEPP” button to proceed to STEPP.

STEPP Account Registration Request

Request Completed Successfully!

The STEPP Actourt request was successully submited,

RAJIV.INOUSTRY

EPP Account stepp.testd

Plaase dick the 'Go To STEPY' button below to be taken to tha STEPP system, If you wish to retum bo your NCAISS homepage, dick 0K,

Go To STEPH Ok

Figure 115: STEPP Account Correlation Successful

5. Once you have correlated multiple STEPP accounts, NCAISS will prompt you to select the account that you

wish to use during a given session, prior to directing you to STEPP, as shown in Figure 107. Select the desired
account and click “Continue.”

6. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 108.
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14 National Industrial Security System (NISS) Application
NCAISS User Guide

This section describes the step-by-step processes for requesting access to, accessing, and managing users for the
NISS application using the NCAISS Solution. Note: This portion of the User Guide focuses exclusively on use of the
NCAISS Solution as it relates to the NISS application. Actions that a user may take within the NISS application,
following authentication, are out of scope for this User Guide. This section assumes that a NISS access requestor
already has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-
by-step instructions for NCAISS self-enrollment.

14.1 Accessing NISS

CAC/PKI authentication is the process through which NISS users, regardless of role, will access the NISS application
using the CAC or a DoD-approved PKI certificate. NISS can be accessed through NCAISS using CAC/PKI
Authentication from NCAISS.

The following sections provide step-by-step instructions for accessing NISS through NCAISS. Note: This section
assumes that the User already possesses valid NCAISS and NISS application accounts.

14.1.1 CAC/PKI Authentication (to NISS) from NCAISS

The steps below describe the process for accessing the NISS application from NCAISS through the use of a CAC or
DoD-approved PKI certificate.

Navigate to the NCAISS (https://ncaiss.dss.mil) in your web browser.
Authenticate to NCAISS, as described in Section 5.

Upon authentication, the NCAISS Home Page is displayed.

Click “My Applications” tile, as shown in Figure 69.

Click the “NISS Application” link, as shown in Figure 116.

NISS allows User application access.
Defense Security.Service Portal i es e TEE

National Industri:*Security Program (NISP) Central Access Information Security System (NCAISS) w I.l'q Manage

o vk wN e

Home

OBMS Application

My Information Request/Modify Access Track Requests
Manage your profile, 'STEPP Application 1s Request/Modify access to Track the status of your
passwords and challenge applications pending requests
questions ———3  NISS Application

Pending Approvals

Take action on requests
assigned to you for approvals

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

Figure 116: Accessing NISS from the NCAISS Home Page
7. NCAISS will then direct you to NISS and the NISS user home page will be displayed.
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14.2 Requesting Access to NISS

In order to gain access to NISS, an NCAISS user must request access using the NISS access request form from within
NCAISS. Based upon the user’s affiliation with DCSA, NCAISS will display the appropriate NISS access request form.
NISS Internal Users, either DCSA employees or contractors — who checked the “DCSA Internal User” checkbox
during NCAISS account registration — will complete the Internal NISS access request form, as described in Section
14.2.1. NISS External Government Users, individuals from the industrial security community, representing a
Federal Government organization, that have a .mil or .gov (non-DSS) email address — who did not check the “DCSA
Internal User” checkbox during NCAISS account registration — will complete the External NISS Government access
request form, as described in Section 14.2.2. NISS External Contractor Users, industry users with an email address
other than .gov or .mil (e.g., .com, .org, etc.), will complete the External NISS Contractor access request form, as
described in Section 14.2.3. The following sections provide step-by-step instructions for requesting access to NISS,
based upon your affiliation with DCSA.

14.2.1 NISS Internal User Account Request

This process allows an Internal NISS Access Requestor (i.e., DCSA employee or contractor) to request access to the
NISS application. Note: This process assumes that the Access Requestor has checked the “DCSA Internal User”
checkbox during NCAISS account registration and has already logged into his/her valid NCAISS account, as
described in Section 5.

1. Once logged into NCAISS, click the “Request/Modify Access” tile, as shown in Figure 43.
2. Click the “Request/Manage NISS Access” link as shown in Figure 117.

NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

NISS Requests

I Request/Manage NISS Access Ib Click Here

OBMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 117: Requesting Access to NISS

3. NCAISS will determine that you are an Internal Requestor because your NCAISS account includes the “DCSA
Internal User” attribute, and will display the Internal NISS Access Request Form.

4. Complete the form, selecting NISS Category and desired NISS Role from the drop-down lists. Note: NISS Roles
will not be shown in the drop down until a NISS Category is selected. Note: If you have previously completed
the User Information data fields (e.g., Name, Address, Organization, Phone Number, etc.) the data will be pre-
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populated and locked for editing; should you need to revise your previously entered information you may do
so on the My Information page (see Section 7 for additional guidance on editing the user profile). Note: If you
have previously requested NISS access in a separate request, no new request submissions will be allowed until
the previous request has been completed.

5. Click “Next”

. X Return 10 DSS Portal  Sign OUt  PATRICK.NCAISS Help
Defense-Security,Service Portal
Natiosial Industrial Seturity Program (NISP) Central Access Information Security System (NCAISS) U

NISS User Access

Please complete all information requested below and click "Next when complete, or click ‘Cancef’to retum to acoount management.

NISS User
User ID  PATRICK.NCAISSTEST
First Name ~ patrick
Last Name  neaisstest
Suffx «€—— Provide Information
Email patriccncaisstest@mail.mil
* Street Address
*Cty
* State v
* Zip Code:
* Phone:

NISS Access Request

Provide Office Name and
Supervisor Name

* Office Name:

* Supervisor Name.

. * NISS Region ]
Select Region, Category, 55 oty =
Role Requested, and —> * Role Requested [2]
Time zone * Timezone =
Selected DSS Application  NISS

Active NISS Access
To remave an existing role, check the checkbox in the ‘Delete’ column and then dick ‘Next.'

NISS Category NISS Role Delete

Click Next — | nea| |

Figure 118: Internal NISS Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 120. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for NISS access.

B s Retum to DSS Portal  Sign Out
Defense Security.Service Portal
National Industrial Seeurity Program (NISP) Central Access Informiation Security System (NCAISS)

NISS User Access

Please review your request information below. Click ‘Confir’ to process your request, or dick 'Edit’ to make changes, of ‘Cancel' to retum
to account management.

HNISS User
User ID PATRICK.NCAISSTEST
First Name _ patrick
Last Name  ncaisstest
Suffix
Emailpatrick.ncaisstest@mail.mil
Street Address 123 Street
iy abe
State  Alabama
Zip Code 11111
Phore 111-111-11114 8

NISS Access Request

Office Name
Supervisor Name ghi
NISS Region  Capital Region
NISS Category 10 HQ
Role Requested 10 Assistant Deputy Director for Operations. (ADDO)
Timezone (GMT-05:00) Eastern Standard Time (America/New_York)
Selected DSS Application  NISS
Active NISS Access
Existing roles with the checkbox checked in the 'Dedete’ column will be revoked after dicking ‘Confirm.

NISS Category NISS Role |  Delete

Click Confirm —s £k Concel|

Figure 119: NISS Internal Access Request Confirmation
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9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

14.2.2 NISS External Government (non-DCSA) User Account Request

This process allows an External Government NISS Access Requestor (i.e. non-DCSA Internal User) to request access
to the NISS application. Note: This process assumes that the Access Requestor has not checked the “DCSA Internal
User” checkbox during NCAISS account registration, has a .gov or .mil email address, and has already logged into
his/her valid NCAISS account, as described in Section 5.

1. Once logged into NCAISS, click the “Request/Modify Access” tile, as shown in Figure 43.

2. Click the “Request/Manage NISS Access” link, as shown in Figure 117.

3. NCAISS will determine that you are an External Government Requestor because your account does not include
the “DCSA Internal User” attribute and a .gov or .mil (non-dss.mil) email address is affiliated with your NCAISS
account. NCAISS will display the External Government NISS Access Request Form.

4. Complete the form, selecting NISS Category and desired NISS Role from the drop-down list. Note: NISS Roles
will not be shown in the drop down until a NISS Category is selected. Note: If you have previously completed
the User Information data fields (e.g., Name, Address, Organization, Phone Number, etc.) the data will be pre-
populated and locked for editing; should you need to revise your previously entered information you may do
so on the My Information page (see Section 7 for additional guidance on editing the user profile). Note: If you
have previously requested NISS access in a separate request, no new request submissions will be allowed until
the previous request has been completed.

5. Click “Next.”

- b Return to DSS Portal  Sign Out Help
Defense-Security,Service Portal : \

Natiopal Industrial g.a:untv Program (NISP) Central Access Information Security System (NCAISS)
A 3

NISS User Access

Please complete all information requested below and dlick ‘Next® when complete, or click ‘Cancel’ to retum to account management

NISS User
User ID JEFF.GOVTEST
First Name Jeff
Last Name govtest

o [ <—— Provide Information

Email Jeff.govEst@dhs.gov
* Street Address

=aity

= State [v]
* Zip Code
* Phone
NISS ACCESS REqUest
o «€— Provide Office Name
ice Name
* Agency ]
* nss Category v
Select Agency, NISS « ol ruesed [5]
Category, Role Requested,™> * Timezone =
and Time zone Selected 0SS Applcation NISS
Active NISS Access

To remave an existing role, check the checkbax in the ‘Delete’ column and then dick 'Next."

NISS Category NISS Role Delete

Click Next —> | s ool

Figure 120: NISS External Government User Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 121. Confirm the accuracy of the information.
Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.

N
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Retum to DSS Portal  Sign Out

Defense Security,Service Portal

Natioal Industrial w Program (NISP) Central Access Information Security System (NCAISS)

NISS User Access

Please review your request information below. Click 'Confim to process your request, or dick 'Edi’ to make: changes, or ‘Cancel'to retum
to account management.

NISS User
User ID JEFF.GOVTEST
First Name Jeff
Last Name  govtest
Sufitx
Email jeff.govtest@dhs.gov
Street Address Street
ay cty
State Vermont
Zip Code 11111
Phose 111-111-1111, 3

NISS Access Request

Defense Threat Reduction Agency (DTRA)

Facility Clearance Verifier

4 FOV Government Contracting Activity (GCA)
(GMT-07:00) Mountain Standard Time (America/Denver)
Selected DSS Application NISS

Active NISS Access
Existing roles with the checkbox checked in the ‘Delete’ column will be revoked after dicking ‘Confirm.”

NISS Category NISS Role | Delete

Click Confirm —> @ Gancel]

Figure 121: NISS External Government User Access Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

14.2.3 NISS External Contractor User Account Request

This process allows a NISS External Contractor Access Requestor with a non-.gov or non-.mil email address to
request access to the NISS application. Note: This process assumes that the Access Requestor has not checked the
“DCSA Internal User” checkbox during NCAISS account registration and has already logged into his/her valid
NCAISS account, as described in Section 5.

1. Once logged into NCAISS, click the “Request/Modify Access” link, as shown in Figure 43.

2. Click on “Request/Manage NISS Access” link as shown in Figure 117.

3. NCAISS will determine that you are an External Contractor Requestor because your account does not include
the “DCSA Internal User” attribute and a non-.gov or non-.mil email address is affiliated with your NCAISS
account. NCAISS will display the External Contractor NISS Access Request Form.

4. Complete the form, selecting NISS Category, desired NISS Role, and CAGE Code. Note: NISS Roles will not be
shown in the drop down until a NISS Category is selected. Note: If you have previously completed the User
Information data fields (e.g., Name, Address, Organization, Phone Number, etc.) the data will be pre-
populated and locked for editing; should you need to revise your previously entered information you may do
so on the My Information page (see Section 7 for additional guidance on editing the user profile).

5. Click “Next.”
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3 - a Returm to DSS Portal  Sign Out  GORDON INDUSTRYTEST  Help
Defense Security, Service Portal
Mational Industrial Seeurity Program (NISP) Central Access Information Security System (NCAISS)

NISS User Access

Please complete all information requested below and dick "Next' when complete, or dick ‘Cancel’ to retum to account management.

NISS User
User 1D GORDON.INDUSTRYTEST
First Name gordon
Last Name  industrytest

e «—— Provide Information
Email gordan.industrytesti@test.com
* Organization Hame | ORG
* Street Address | 123 Street
*City [ty
* State | Virginia ~]
* Zip Code [ 11111
* Phone | 111-111-1111

NISS Access Request

E | * NISS Category | Fadility Clearance Verifier| v ] |

Select NISS Category, Role * CAGE Code Requested | 0002 | €«<— Provide Cage Code
Requested, and Time zone ¥ Rale Requasied [FCY Incusty ||
*Timezone | (GMT-06:00) Central Standard Time (America/Chicago) >~
Selected DSS Applcation NI

Active NISS Access

Ta remave an existing role, check the: checklzox in the ‘Delete’ column and then click ‘Next.

CAGE Code NISS Category NISS Role | Delete |
Click Next — [Jed] cnes
Figure 122: External Contractor NISS Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 123. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.

a - Return to DSS Portal  Sign Out. NE YTEST  Help
Defense Security,Service Portal
National Industrial §eurity Program (NISP) Central Access Information Security System (NCAISS) U

NISS User Access

Please review your request information below. Click"Confir’ to process your request, or dick 'Edit' to make changes, or ‘Cance!’to return
to account management.
NISS User
User ID GORDON.INDUSTRYTEST
First Name gordon
Last Name _ industrytest
Suffix
Email gordonIndustTytest@test.com
Organization Name ORG
Street Address 123 Street
ay ary
State Virginia
Zip Code 11111

Phone 111-111-111143

NISS Access Request
NISS Category Facility Clearance Verifier
CAGE Code Requested  ND0O2
Role Requested FCV Industry

Timezone  (GMT-06:00) Central Standard Time (America/Chicago)
selected DSS Application NISS

Active NISS Access
Existing roles with the checkbox checked in the ‘Delete’ colum wil be revoked after dicking ‘Confirm."

CAGE Code: NISS Category  [NISS Roke Delete

Click Confirm —> M@ cancel]

Figure 123: External Contractor NISS Account Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

14.3 Reviewing and Approving/Rejecting NISS Access Requests

When an NISS Access Requestor submits a request to access the NISS application, a Work Item is added in the
appropriate Designated Approver group’s queue. Note: For each External Contractor Access Requestor, the CAGE
Code specified on a user’s form will be matched with the corresponding ISR for that CAGE Code in NISS who will
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then become the Designated Approver. The subsections that follow outline the process for reviewing and
approving or rejecting NISS access requests at the Designated Approver level.

14.3.1 Sponsor Approval for NISS Internal Access Requests

The following steps outline the process for reviewing and approving access to NISS Internal users as the Designated
Approver.

1. Loginto NCAISS, as described in Section 5.

2. Click on the “Pending Approvals” tile, as shown in Figure 48.

3. The “Pending Approvals” page is displayed with a list of requests awaiting approval for specific that
Designated Approver, as shown in Figure 124.

Click on the appropriate User’s record.

emilyncaiss v Help LastLogin: Sat Aug 25 11:36:43 CDT 2018
Defense Security.Service Portal . @
|, National Industriak-Security Program (NISP) Central Access Information Security System (NCAISS) m W Manage u
Home = Pending Approvals x ic]
Actions ¥ O v  Assigned ﬂ E Ev 19}
Title Assignees State Created Expires
D NISS Sponsorship Request for joe ncaissps3dev % emilyncaiss Assigned  Aug 25,2018 12:05... Aug 25, 2018 12:20...
FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use
Figure 124: NISS Internal Access Request Work Item
5. Click “Claim” to claim the record in order to approve or reject it.
emily.ncaiss w Help Last Login : Sat Aug 25 12:07:16 CDT 2018
Defense Security.Service Portal _ @
|, National IRustriaf Security Program (NISP) Central Access Information Security System (NCAISS) Wy Manage U
Home Pending Approvals x  NISS Sponsorship Request ... x B
NISS Sponsorship Request for joe govps3 Click Claim ——>

MISS llear

Figure 125: NISS Internal Access Request Review - Claim User

6. Review the details of the NISS Internal Access Request.
7. If the NISS request is valid, select “Approve.” NCAISS creates the NISS account and the Solution notifies the
User that access is granted.
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Defense Security. Service Portal

National Industriak-Security Program (NISP) Central Access Information Security System (NCAISS)

Home  Pending Approvals x = NISS Sponsorship Request... x

NISS Sponsorship Request for joe ncaissps3dev

NISS User

User ID
First Name
Last Name

Suffix
Email
Street
city
State
Zip

Phone

NISS Access Requested
Office Name

Supervisor Name

NISS Region

NISS Category

Role Requested

JOE.NCAISSPS3DEV
joe

ncaissps3dev

Jjoe.ncaissps3devi@mail.mil
123 Test

test

Hawaii

1

111-111-1111

DSs

Robert Retsch
Northern Region
NISS Administrator

Knowledge Center Rep

4 Comments Click here to enter comments [

No data to display

Click Here——>

emily.ncaiss w Help LastLogin : Sat Aug 25 11:36:43 CDT 2018 -~

=

Figure 126: NISS Internal Access Request Review - Approval

&
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If the NISS request is not valid, select “Reject” and the solution will notify the user that access is denied. Note:
Comments must be entered to reject a request. Click the comment icon above the comment box to enter

comments.

Defense Security.Service Portal

Home

NISS Sponsorship Request for joe ncaissps3dev

NISS User

UserID
First Name
Last Name

Suffix
Email
Street
City
State
Zip

Phone

NISS Access Requesifd
Office Name

Supervisor Name

NISS Region

NISS Category

Role Requested

Pending Approvals x  NISS Sponsorship Request ... x

emily.ncaiss w Help LastLogin : Sat Aug 25 11:36:43 CDT 2018 ===

@

Click Here—)eup

JOE.NCAISSPS3DEV

joe

ncaissps3dev

joe.ncalssps3dev@mail mil

123 Test

test

Hawaii

11111

1111111111

DSs

Robert Retsch
Northemn Region
NISS Administrator

Knowledge Center Rep

[« comments ciick here to enter comments [§

| =—— Click Comment icon to be able to enter

No data to display

comments

Figure 127: NISS Internal Access Request Review - Rejection

14.3.2 Sponsor Approval for NISS External Government Access Requests

The following steps outline the process for reviewing and approving access to NISS External Government users as
the Knowledge Center.

1. Loginto NCAISS, as described in Section 5.

2. Click on the “Pending Approvals” tile, as shown in Figure 48.

3. The “Pending Approvals” page is displayed with a list of requests awaiting approval from the specific
Designated Approver Group as shown in Figure 128. All External Government Access Requests will go to the
Knowledge Center for review.

4. Click on the appropriate User’s record.
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emily.ncaiss w Help LastLogin: Sat Aug 25 12:07:16 CDT 2018 ===

Self Service | VITEIEEY @

&

Defense Security Service Portal

National Industriak-Security Program (NISP) Central Access Information Security System (NCAISS)

Home Pending Approvals x

Actions w O 'w  Assigned il ki Ev 9}
Title Assignees State Created Expires

D NISS Sponsorship Request for joe govps3 %

Account_Administrator (G)  Assigned  Aug 25, 2018 12:19...  Aug 25, 2018 12:34...

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

N

Figure 128: NISS External Government Access Request Work Item

5. Click “Claim” to claim the record in order to approve or reject it.

emily.ncaiss w Help LastLogin : Sat Aug 25 12:07:16 CDT 2018 ===
i e (&)

&

Click Claim ——>

Figure 129: NISS External Government Access Request Review - Claim User

Defense Security.Service Portal

. National IrRustrial Security Program (NISP) Central Access Information Security System (NCAISS)

Home Pending Approvals x  NISS Sponsorship Request .. x

NISS Sponsorship Request for joe govps3

MISS llear

6. Review the details of the NISS External Government Access Request.
7. Ifthe NISS request is valid, select “Approve.” NCAISS creates the NISS account and the Solution notifies the

User that access is granted.
emily.ncaiss w Help LastLogin: Sat Aug 25 12:07:16 CDT 2018 ===
e &

&

Defense Security.Service Portal

National Industrigk-Security Program (NISP) Central Access Information Security System (NCAISS)

S Home Pending Approvals x = NISS Sponsorship Request ... x

NISS Sponsorship Request for joe govps3 Click Here——> teject

NISS User

User ID

First Name
Last Name
Suffix

Email

Street

City

State

Zip

Phone

i}ss Access Requested
Office Name
Agency

NISS Category

Role Requested

JOE.GOVPS3

joe

govps3

joe.govps3@dhs.gov

123

123 DHS

Alabama

12312

1M1-111-1111

DHS

Central Intelligence Agency

Facility Clearance Verifier

FCV Government Contracting Activity (GCA)

4 Comments Click here to enter comments [

No data to display
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Figure 130: NISS External Government Access Request Review - Approval

8. If the NISS request is not valid, select “Reject” and the solution will notify the user that access is denied. Note:
Comments must be entered to reject a request. Click the comment icon above the comment box to enter

comments.

Defense Security.Service Portal

A National Industrlak-Security Program (NISP) Central Access Information Security System (N(‘AISS:):

[} Home  Pending Approvals x = NISS Sponsorship Request... x

NISS Sponsorship Request for joe govps3

NISS User

User ID

First Name
Last Name
Suffix

Email

Street

city

State

Zip

Phone

L\;.‘SS Access Requested
Office Name
Agency

NISS Category

Role Requested

emily.ncaiss w Help LastLogin : Sat Aug 25 12:07:16 CDT 2018 ===

Self Service '.‘b Manage

&

Click Here———

JOE.GOVPS3

joe

govps3

joe.govps3@dhs.gov

123

123 DHS

Alabama

12312

111-111-1111

DHS

Central Intelligence Agency

Facility Clearance Verifier

FCV Government Centracting Activity (GCA)

I‘ Comments Click here to enter comments [%

| —— Click Comment icon to be able to enter

No data to display

comments

Figure 131: NISS External Government Access Request Review - Rejection

14.3.3 Sponsor Approval for NISS External Contractor Access Requests

The following steps outline the process for reviewing and approving access to NISS External Contractor users as the
Designated Approver (ISR for specified CAGE Code). Note: NISS External Contractor users may only request access
to one CAGE Code per request. Failure to approve or reject a NISS External Contractor access request as the
Designated Approver within seven (7) days will result in automatic rejection of access to the specified CAGE Code.

1. Loginto NCAISS, as described in Section 5.

2. Click on the “Pending Approvals” tile, as shown in Figure 48.

3. The “Pending Approvals” tile is displayed with a list of requests awaiting approval, as shown in Figure 132.
4. Click on the appropriate User’s record.
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Defense Security.Service Portal

National IndustriafSecurity Program {NISP) Central Access Information Security System (NCAISS)

Home

Pending Approvals x

Actions v

Title

[£] NISS Sponsorship Request for joe industryps3dev

-—

Assigned

FOR OFFICIAL USE ONLY | Copyright © 2014 - Defense Security Service | All Rights Reserved
Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy | No Fear Act | FOIA | Terms of Use

emily.ncaiss v Help LastLogin: Tue Oct 09 10:08:10 CDT 2018 ===

Self Service *ﬂ Manage

M2 e~ 9
Assignees State Created Expires
emily.ncaiss Assigned  Oct9, 2018 10:07...  Oct g, 2018 10:22...

Figure 132: NISS External Contractor Work Item

5. Review the details of the NISS External Contractor Access Request.
6. If the NISS request is valid, select “Approve.” NCAISS creates the NISS account and the Solution notifies the
User that access is granted.

Defense Security. Service Portal

National Industriak-Security Program (NISP) Central Access Information Security System (NCAISS)

Home

Pending Approvals x

NISS Sponsorship Request ... x

NISS Sponsorship Request for joe industryps3dev

NISS User

User ID

First Name

Last Name

Suffix

Email

Organization

Street

City

State

Zip

Phone

NISS Access Requested

NISS Category

CAGE Code Requested

Role Requested

JOE.INDUSTRYPS3DEV

oe

industryps3dev

joe.industryps3dev@test.com
test

123 test

test

District of Columbia

11111

1111111111

Facility Clearance Verifier
N0002

FCV Industry

4 Comments Click here to enter comments

No data to display

emily.ncaiss w

Click Here———> | wpove rdec

Figure 133: NISS External Contractor Access Request Review - Approval

Help Last Login : Tue Oct 09 10:08:10 CDT 2018 ===

=
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7. If the NISS request is not valid, select “Reject,” and the Solution will notify the Access Requestor that the
request is denied. Note: Comments must be entered to reject a request. Click the comment icon above the

comment box to enter comments.

emilyncaiss w Help LastLogin: Tue Oct 09 10:08:10 CDT 2018 ===

Defense Security.Service Portal

. National IndustriaakSecurity Program (NISP) Central Access Information Security System (NCAISS)
£,

Home

NISS Sponsorship Request for joe industryps3dev

NISS User

UserID

First Name
Last Name
Suffix

Email
Organization
Street

City

zip
Phone

NISS Access Requested

NISS Category

CAGE Code Requested

Role Requested

Pending Approvals x = NISS Sponsorship Request ... x

Self Service éa Manage

@

Click Here —— -

JOE.INDUSTRYPS3DEV

oe

industryps3dev

joe industryps3dev@test. com
test

123 test

test

District of Columbia

11111

111-111-1111

Facility Clearance Verifier
N0002

FCV Industry

P pp— |<— Click Comment icon to be able to enter

No data to display

comments

Figure 134: NISS External Contractor Access Request Review - Rejection

14.4 Managing NISS User Accounts

This section provides step-by-step instructions related to the process that allows a NISS User Administrator to
modify a NISS user’s assigned NISS role(s) (i.e., add or remove roles) and modify a user’s NISS profile (i.e., change a
CAGE code) within the NCAISS Solution.

14.4.1 Managing NISS Internal and External Government User Accounts

1. Loginto NCAISS and click the “Request/Modify Access” tile, as shown in Figure 43.
2. Click “Manage NISS User Access” as shown in Figure 135.
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NCAISS Access Request

Please choose one of the following request options.
NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

IManage NISS User Access Ib Click Here

OBMS Requests

Request/Manage OBMS Access

Manage OBMS User Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 135: NISS Request Page

3. NCAISS starts the User Management workflow. Search for the desired NISS user by inputting search
parameters and clicking “Search” as shown in Figure 136. Note: You may search for a user by entering
combinations of: NISS user ID, First Name, Last Name, or Email Address.
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Manage NISS User Access

Please Search for a User
You may use an asterisk (*) to represent a wildcard (e.g. use ‘joh*' or *ohn' to search for 'John").
Please note that you must specify at least two non-wildcard characters to perform a search.

User ID ||

First Name

<€—I|nput Search Parameters

Last Name

Email Address

search |l &———Click Search

User Id lFirst Name Last Name |Email

Cancel

Figure 136: Search for an NISS User
4. NCAISS will display the results of the NISS user search. Click the desired user, as shown in Figure 137.

Manage NISS User Access

Please Search for a User
You may use an asterisk (*) to represent a wikdcard (2.0, use Joh* or **ohn’ to search for 'lchr),
Please note that you must specify at least two non-wildcard characters to perform a search.

User ID

First Name | jeff
Last Name
el Address
Search|
User Id First Name Last Name | Email
JEFF.GOVTEST Jeff govtest: Jeff.govtest@dhs.gov

=\

Figure 137: NISS User Search Results

Click on Desired User

5. NCAISS displays the desired user’s record, as shown in Figure 138. Modify the user’s account, as required.
Note: To disable a user’s access to NISS, remove all NISS roles from the user’s account.

6. Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard changes that have been made to the user’s account.

Please complete all information requested below and click Next" when complete, or dick ‘Cancel’ to fetum th account management. (o

NISS User
User 1D JEFF.GOVTEST
First Name Jeff
Last Name:  govtest
Suffix

Email
Street Address
aty

state

jeff. govtest@dhs.gav
Strest

aty

vermont

ZipCode 11111
Phone 111-111-11114 8

NISS Access Request

* Office Name | Dffice x

* agency |Defense Threat Reduction Agency (DTRA) V]

Modify Access,
as needed

* NISS Category ~]
* Role Requested || v |
* Timezone |(GMT-07:00) Mountain Standard Time (America/Denver) ~
Selected DSS Application NISS
Active NISS Access
To remove an existing role, check the checkbox in the ‘Delete’ column and then click ‘Next.'

NISS Category NISS Role Delete

Facility Cearance Verifier FOV Government Contracting Activity (... ]

Click Next —— [nex/| cncel

Figure 138: Manage NISS User Profile

7. Click “Confirm” to confirm the changes, as shown in Figure 139.
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NISS User Access ~

Flease review Your request information below, Clck 'Confir o process your request, or click Edi’to make changes, or ‘Cancef to retum
10 CCOUNT MENAEMENT.

NISS User
User [D JEFF.GOVTEST
First Name  Jeff
Last Name  govtest
Suffix
Email jeff.govtest@dhs.gov
Street Address Street
ary ay
State Vermont
Zip Code 11111
Fhone 111-111-1111®
NISS Access Request
office Name
Agency Defense Threat Reduction Agency (DTRA)
NISS Category
Role Requested
Timezone (GMT-05:00) Eastern Standard Time (America/New_York)
Selected D55 Application NISS
Active NISS Access
Existing roles with the checkbax checked in the ‘Delete’ columin il be revolked after dicking ‘Confirm.*

NISS Category NISS Role Delete |
Fadiity Clearance Verifier FCV Government Contracting Activity (.. [m]

Click Confirm —— i il concel| ¥

Figure 139: Confirm NISS Changes

8. NCAISS saves the changes to its repository.
9. NCAISS writes the changes to NISS.
10. Changes are committed to the NISS database.

14.4.2 Managing NISS External Contractor User Account

1. Loginto NCAISS and click the “Request/Modify Access” tile, as shown in Figure 43.
2. Click “Manage NISS User Access” as shown in Figure 140.

NCAISS Access Request

Please choose one of the following request options.
NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

IManage NISS User Access lb Click Here

OBMS Requests

Request/Manage OBMS Access

Manage OBMS User Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal |

Figure 140: NISS Request Page
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NCAISS starts the User Management workflow. Search for the desired NISS user by inputting search
parameters and clicking “Search” as shown in Figure 141. Note: You may search for a user by entering
combinations of: NISS user ID, First Name, Last Name, or Email Address.

Manage NISS User Access
Please Search for a User

You may use an asterisk (*) to represent a wildcard (e.g. use 'joh*" or "*ohn' to search for John").
Please note that you must specify at least two non-wildcard characters to perform a search.

User ID ||

First Name

€—I|nput Search Parameters

Last Name

Email Address
| = |<—Click Search

User Id \First Name Last Name Email

Cancel

Figure 141: Search for an NISS User

NCAISS will display the results of the NISS user search. Click the desired user, as shown in Figure 142

Manage NISS User Access
Please Search for a User
You may use an asterisk (*) to represent a wildcard (e.9. use Yjoh®* or **ohn' to search for John').

Please note that you must specify at least two non-wildcard characters to pesform a search.

User ID
First Name | justin
Last Name:

Email Address

Search|

User Id First Name Last Name Email
JUSTIN.NCAISS  Justin Neaiss justin.ncaiss@mail.mil

Click on Desired User

Figure 142: NISS User Search Results

NCAISS displays the desired user’s record, as shown in Figure 143. Modify the user’s account, as required. A
CAGE Code may also be modified at this step. Note: To disable a user’s access to NISS, remove all NISS roles
from the user’s account.

Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard changes that have been made to the user’s account.
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NISS User Access

Please complete all information requested below and click Next’ when complete, or click 'Cancel' to retum to account management

NISS User
User ID

First Name
Last Name
Suffix

Email

Street Address
Qty

State

7ip Code
Phone

JUSTIN.NCAISS
Justin
Neaiss

Justin.ncaissgmail. mil
street

dty

Virginia

2m

534-504-3544,

NISS Access Request
* Office Name

* Supervisor Name

* NISS Region

* NISS Category

NISS Administrator

Capita] Region [ v]
=

* Role Requested | (v ]
* Timezone [(GMT-05:00) Easten Standard Time (AmericaNew_York) v
Selected DSS Application NISS

Active NISS Access

To remove an existing role, check the checkbox in the ‘Delete’ column and then diick "Next.”

NISS Category NISS Role Delete |
a HOQ CT Analyst ]
NISS Administrator Product Owner |

Click Next ——— | neq| |conces

Figure 143: Manage NISS User Profile

7.

NISS User Access

Click “Confirm” to confirm the changes, as shown in Figure 144.

4+————  Modify Access
as needed

Please review your request information below. Click ‘Confirm’ to process your request, or click Edit' to make changes, or 'Cancel’ to return

to account management.

NISS User
User ID
First Name
Last Name:
Suffix
Emal
Street Address
city
State
Zip Code

JUSTIN.NCAISS
Justin
Neaiss

Justin.ncaiss@mail.mil
street

dity

Virginia

23211

Phone 534-524-3544,5)
NISS Access Request

Office Name
Supervisor Name
NISS Region Capital Region
NISS Category
Role Requested
Timezone (GMT-05:00) Eastem Standard Time (America/New_York)
Selected DSS Application NISS

Active NISS Access

Existing roles with the checkbox checked in the "Delete’ column will be revoked after dlicking 'Confirm."

NISS Category NISS Role | Delete |
a HQ CI Analyst
NISS Administrator Product Owner O

Confirm| _Edit|  Cancel

Figure 144: Confirm NISS Changes

8. NCAISS saves the changes to its repository.
9. NCAISS writes the changes to NISS.
10. Changes are committed to the NISS database.
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15 Salesforce Application NCAISS User Guide

This section describes the step-by-step processes for accessing the Salesforce application using the NCAISS
Solution. Note: This portion of the User Guide focuses exclusively on use of the NCAISS Solution as it relates to the
Salesforce application. Actions that a user may take within the Salesforce application, following authentication, are
out of scope for this User Guide. This section assumes that a user already has a valid NCAISS user account, and
valid Salesforce account. If a valid NCAISS user account does not exist, refer to Section 3 for step-by-step
instructions for NCAISS self-enrollment.

15.1 Accessing Salesforce

CAC/PKI authentication is the process through which Salesforce users will access the Salesforce application using
the CAC or a DoD-approved PKI certificate. Salesforce can be accessed by navigating to the public-facing Salesforce
URL home page.

The following sections provide step-by-step instructions for accessing Salesforce via NCAISS. Note: This section
assumes that the User already possesses valid NCAISS and Salesforce application accounts.

15.1.1 Salesforce CAC/PKI Authentication via NCAISS

The steps below describe the process for accessing Salesforce via NCAISS from Salesforce through the use of a CAC
or DoD-approved PKI certificate.

1. Navigate to the unauthenticated Salesforce page.
2. Click on alogin button, and you are re-directed to the NCAISS Notice and Consent to Monitoring page, as show
in Figure 145 below. Select “I Accept” to proceed.

Defense Security Service Portal

NationalIndustrfal Security Program (NISP) Central Access Information Security System{

|

FOR OFFICIAL USE ONLY
Copyright © 2014 - Defense Security Service | All Rights Reserved

Figure 145: NCAISS Notice and Consent to Monitoring
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3. The unauthenticated NCAISS page is displayed, as shown in Figure 146. Select “CAC/ECA Login” to proceed.

Defense Security Service Portal

-National Industrial Security Program (NISP) Central Access Information Security System

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
CAC/ECA Logn

4 NCAISS not loading in Firefox?
+ Whatis the NCAISS?

+ What s the Single Si
* How do| create an N
e R & How do | reset my pa
+ How do | associate CAC/ECA with my account?
| + Fromwheredolgetan ECA centificate?
4 Additonal NCAISS Information I How do | log into NCAISS using my CAC/ECA?
4 DoD Approved PKls * How can | find help?
+ CAC esor message "Page cannot be displayed™?
4 SeeALLFAQs

Read more

Regsier for an account

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 146: Unauthenticated NCAISS Home Page

4. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

SAMPLEUSER

Issuer: DOD CA-30
Valid From: 8/11/2013 to 8/11/2014

Figure 147: Certificate Selection
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5. Enter your PIN.

Microsoft Smart Card Provider
Please enter your PIN,

Figure 148: PIN Entry

6. The NCAISS Solution authenticates you, and re-directs to Salesforce.
7. Salesforce allows access to application.

HS0021-15-F-0111 Page 103



" Defense Counterintelligence Security Agency NCAISS User Guide

Appendix A — Acronym List

Term Definition

CAC
CAGE
DoD
DCSA

NCAISS

NISP
NISS
OBMS
ocCspP
ODAA
PIN
PKI
SAR
SSO
STEPP

Common Access Card

Commercial and Government Entity
Department of Defense

Defense Counterintelligence Security Agency
Frequently Asked Question

Information Assurance

Information Technology

Joint Personnel Adjudication System

Key Management Personnel

National Industrial Security Program (NISP) Central Access Information Security
System

National Industrial Security Program

National Industrial Security System

Office of Designated Approving Authority (ODAA) Business Management System
Online Certificate Status Protocol

Office of Designated Approving Authority

Personal Identification Number

Public Key Infrastructure

System Access Request

Single Sign On

Security Training, Education and Professionalization Portal
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