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In order to maintain the highest security standards and optimal performance, the JVS
application is currently supported by certain browsers, operating systems, and security
requirements. To access JVS, users first go to the JVS website (https://dissportal.nbis.mil/diss-
jvs-ui/faces/consent.jsp). When logging into JVS, you may experience access barriers like the
ones shown below. This document provides recommended troubleshooting steps for mitigating
JVS access issues. Please note that depending on your organization’s security restrictions, you
may need to consult your IT department for additional support.

Image 1 Can’t connect securely error page in Internet Explorer

B repnsp sworkscorp.com

Can't connect securely 1ot
Edn  View Favortes Took Help

v

This might be because the site uses outdated or unsafe TLS security settings. If this keeps happening, try
contacting the website's owner

Your TLS security settings aren't set to the defaults, which could also be causing this error
Try this
Go back to the last page

L.Chmnpe settngs

Image 2 404 Error Page

[mor 404Nt Tourd x
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Error 404--Not Found

From RFC 2068 Hypertext Transfer Protocol = HTTP/1.1:
10.4.5 404 Not Found

The server has not found a e condition iy temporary of

he atatuy code 400 (Forbidden) can be used instes

If the secrver does not , T
th AT an 0ld rescurce in permanently usavailable and has n

vish to make
1f the server knows, thro

3gh mome intermal

The 404 error appears when the application is not running on the managed servers. Effective
August 2, 2021 users should contact the DCSA DISS Customer Engagements Team (CET),
727-794-7765 or email dcsa.ncr.nbis.mbx.contact-center@mail.mil for assistance with this error

message.



https://dissportal.nbis.mil/diss-jvs-ui/faces/consent.jsp
https://dissportal.nbis.mil/diss-jvs-ui/faces/consent.jsp
mailto:dcsa.ncr.nbis.mbx.contact-center@mail.mil
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2.0 Troubleshooting Steps

JVS is currently supported by Internet Explorer version 11, Firefox version 11 and Chrome.
Using these browsers minimizes access issues as they are more compatible with the JVS
application. Note that certain browser settings need to be updated with the correct security
protocols required to access JVS. Follow steps below to troubleshoot access barriers.

Note for Windows Users: Windows 8.1 and 10 are most compatible with the JVS application.
Several users have experienced access issues when using Windows 7 or older versions. To
check for operating system information, reference the Microsoft Support guidance.

Note for Mac Users: There are currently no recommended Mac operating systems.

Note: The following instructions apply to computers with a Windows-based operating system.

2.1 Refresh the Page

Try refreshing the https://dissportal.nbis.mil/diss-jvs-ui/faces/consent.jsp page when any of the
error messages above display:

e Press the F5 key on your keyboard or click the refresh symbol in your browser.

e Refresh multiple times. If the page continues to not load correctly, follow the steps below.

2.2 Remove CAC/Smart Card

Try removing your CAC or Smart Card from your device:
e Close any open browsers.
e Remove your CAC, ECA token, PKI token, or Smart Card.
e Insert your card again then re-open the browser.

e Trylogging into JVS again. If you continue to encounter the error page, try the steps in
the “Update Browser Settings” section of this guide for either Internet Explorer , Firefox or
Chrome browsers

2.3 Update Browser Settings

Users may have to update certain settings in their browser in order to resolve their access issue.
Some examples including clearing the cache, deleting browsing history, updating “Trusted
Sites”, and reconfiguringthe SSL/TSL setting. This section is divided by instructions specific to
Internet Explorer, Firefox, and Chrome.


https://support.microsoft.com/en-us/help/13443/windows-which-operating-system
https://dissportal.nbis.mil/diss-jvs-ui/faces/consent.jsp
https://ncaiss.dss.mil/
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2.3.1 Internet Explorer
2.3.1.1 Clear the SSL state.

e Open the browser. Click “Tools”, or the gear icon , in the top right corner of the
browser then select Internet Options.

o~ P *
Print >
File b
Zoom (120%) >
| Safety >
Add site to Apps
View downloads Ctrl+)
Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

e From the “Internet Options” window, click the Content tab.

e Click the Clear SSL state button.

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for encrypted connections and identification.

@
» Clear SSL state Certificates Publishers

AutoComplete

AutoComplete stores previous entries Settings
k% on webpages and suggests matches for
you.

Feeds and Web Slices

7 Feeds and Web Slices provide updated Settings
ij-‘n content from websites that can be read
" in Internet Explorer and other
programs.

e Click the OK button on the confirmation message.

| S5t Cache Cleared Successfully X

0 The SSL cache was successfully cleared

o Exit out of the Internet Options window then exit the browser. Re-open the browser.

e Try accessing JVS again.
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2.3.1.2 Delete browsing history:
e Open the browser. Click “Tools”, or the gear icon, in the top right corner of the browser
thenselect Internet Options.

e From the “General” tab, click the Delete...button.

Internet Options ? K

General Security Privacy Content Connections Programs Advanced

Home page
{ To create home page tabs, type each address on its own line.
a
U http://dssinside.dss.mil/default.aspx
Use current Use default Use new tab
Startup

(C) Start with tabs from the last session
(®) Start with home page

Tabs
Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on exit

Delete... Settings

e From the “Delete Browsing History” window, select the first three checkboxes as
shown below.Click the Delete button.

Delete Browsing History X

Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

ITemporary Internet files and website files

Copies of webpages, images, and media that are saved for faster
viewing.

iCookies and website data

Files or databases stored on your computer by websites to save
preferences or improve website performance.

History
List of websites you have visited.

[] Download History
List of files you have downloaded.

[] Form data
Saved information that you have typed into forms.

[] passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.

[] Tracking Protection, ActiveX Filtering and Do Not Track d
A list of websites excluded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Not Track requests.

(i ] Some settings are managed r system administrator.

About deleting browsing history Delete

e Exit out of the Internet Options window then exit the browser. Re-open the browser.
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Try accessing JVS again.

Update Trusted Sites:

Open the browser. Click “Tools”, or the gear icon, in the top right corner of the browser
thenselect Internet Options.

From the “Internet Options” window, click the Security tab then click the Sites button.

| Internet Options ? X
| -
| General Security Privacy Content Connections Programs Advanced

| , & :
Select a zone to view or change security settings.

@ @ v O

Internet Local Intranet  Trusted sites Restricted sites
bisgoca
#  This zone contains websites that you =

'/ trust not to damage your computer or
your files.

Verify or add https://dissportal.nbis.mil/diss-jvs-ui/faces/consent.jsp to the list of trusted
sites. Click the Add button to add the site. Click the Close button when done.

Trusted sites X

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
Add

Websites:

*.29palmsbomi-nsn.gov ~ Remove
*.absenteeshawneetribe-nsn.gov
*.access-board.gov

*_acom.mil

v

*.adlnet.gov
Require server verification (https:) for all sites in this zone 3

Note: Some users might not have permissions needed to complete this step as
demonstrated by thegreyed-out buttons in the screenshot above. If these permissions are
disabled, contact your IT Administrator for additional support.

2314

o Exit out of the Internet Options window then exit the browser. Re-open the browser.
e Try accessing JVS again.
Update SSL and TLS criteria:

Click “Tools”, or the gear icon, in the top right corner of the browser then select Internet
Options.



https://dissportal.nbis.mil/diss-jvs-ui/faces/consent.jsp

DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

From the “Internet Options” window, click the Advanced tab.

Internet Options M

General l Security ] Privacy I Content I Connections [ Programs ] Advanced \_

Settings
[] Enable Enhanced Protected Mode™ -
[¥] Enable Integrated Windows Authentication™

[¥] Enable native XMLHTTP support

[] Enable SmartScreen Filter

| Enable Strict P3P Validation™

Ifl

arn about certificate address mismatch™
Warn if changing between secure and not secure mode
[¥] Warn if POST submittal is redirected to a zone that does n

™
[
2 E

< | 1 | »

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default

condition.
You should only use this if your browser is in an unusable state.

Scroll to the Security section and uncheck SSL 2.0, SSL 3.0, TLS 1.0, and check TLS
1.1 and TLS 1.2.

Click the OK button.

Note: Some users might not have the permissions needed to complete this step. If
these permissionsare disabled, contact your IT Administrator for additional support.

e Exit out of the Internet Options window then exit the browser. Re-open the browser.

e Try accessing JVS again. If you continue to encounter access issues, proceed to Install
Required Certificates section of this guide.

2.3.2 Firefox




Open Firefox - click the Menu button (3 horizontal line
icon) then select Options.

»
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i @ @
5 Sign in to Sync
© Content Blocking Standard
B New Window Ctrl+N

©9 New Private Window Ctrl+ Shift+P

a Restore Previous Session

Zoom - 100% -+ Ve

Edit x ') =
I\ tibrary >
wO Logins and Passwords
“o Add-ons Ctrl+ Shift+ A
#- Options

,/ Customize...

~

-
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e Select Privacy and Security then click the Clear Data button.

£} General Choose what to block.
0 Home
Send websites a “Do Not Track” signal that you don’t want to be tracked Learn more
Q Search Always
’a Privacy & Security ® Only when Firefox is set to block known trackers
G Sync
Cookies and Site Data
Your stored cookies, site data, and cache are currently using 193 MB of Clear Data...
disk space. Learn more
Manage Data...
Delete cookies and site data when Firefox is closed Manage Permissions...
e Click the Clear button.
Clear Data X

Clearing all cookies and site data stored by Firefox may sign you out of websites and

remove offline web content. Clearing cache data will not affect your logins.
/ Cookies and Site Data (96.0 KB)
You may get signed out of websites if cleared

/' Cached Web Content (193 MB)

Will require websites to reload images and data

3

Cancel Clear

e EXxit the browser then re-open the browser.

e Try accessing JVS again.

2.3.2.2 Change browser TLS configuration:
e Open Firefox - in the address bar, type about:config and press Enter.

@ Mozilla Firefox

about:config X t

&> G o © Firefox  about:config

10
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Note: If you receive the message below, click the | accept the risk button to proceed.

& C ® (¥ sbout:contig o moe =

® Welcome | DSS Portal

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this application. You
should only continue if you are sure of what you are doing

</ Show this warning next time

1 accept the riskl

e Inthe Search field, enter “security.tls.version.max”.
e Find and double-click the listed entry.

e Under the Value column, set the integer to 4.

@ Mozilla Firefox

about:config X ‘

& ¢ Q‘ © Firefox  about:config

Search: 2 security.tls.version.max

Status Type Value

security.tls.version.max default integer 4 «

services.sync.prefs.sync.security.tls.version.max default boolean true

Preference Name -

Note: If the issue persists or if you run into a different access issue, proceed to the next
section.

2.3.3 Chrome
2.3.3.1 Clear SSL State

o Select the 3 vertical dots in the upper right and select the Settings icon, and then click
Settings.

e Click Show Advanced Settings.

e Select System, then Open your computer’s proxy settings




2 Youand Google

System
B  Auofil
Continue running background apps when Google Chrome is closed
@  safetycheck
Use hardware acceleration when available
Q  Privacy and security

@  Avpeorance I Open your computer’s proxy settings

[y

Q Search engine
Reset and clean up
(=] Default browser

() Onstertup

Clean up computer

Advanced -
@  Languages
s Downloads

T Accessibility

9, System |

£)  Resetand cleanup

Extensions =z

Restore settings to their original defaults

e Click Change Proxy Settings. The Internet Properties dialog box appears.

¢ Click the Content tab.

¢ Click Clear SSL state, and then
click OK.

e_kl Internet Properties

_, =

| General I Security | Privacy | Content |Conr1ecﬁons | Programs | hdvancedl

&

Family Safety

Contral the Internet content that can gl Family Safety

Certificates

be viewed.

Use certificates for encrypted connections and identification.

[ Clear 550 state ]

Certificates ] [ Publishers ]

Feeds

AutoComplete

AutoComplete stores previous entries
on webpages and sugagests matches

for you,

Feeds provide updated content from
wehsites that can be read in your
browser and other programs.

¥

ok || cancel Apply

12



e On your computer, open Chrome. Select
the 3 vertical dots in the upper right and
select the Settings icon, and then click
Settings.

e Click More Tools. Click Clear Browsing
Data.

« At the top, choose a time range. To
delete everything, select All time.

e Check the boxes next to "Cookies and
other site data" and "Cached images
and files.”

¢ Click Clear data.

2.3.3.3 Change Browser TLS Configuration
e On your computer, open Chrome. Select the 3

Clear browsing data

Basic

Advanced

Last hour -

Browsing history

.
5 itenms
Download history
Cookies and other site data
.
Fram 11 sites
Cached images and files
Less than 640 MB
0 Passwords and other sign-in data
— Awutofill form data

' .

C “"c‘ll m

vertical dots in the upper right and select the

Settings icon, and then click Settings.

e Scroll down and select Show advanced
settings

e Select System and click Open your
computer’s proxy settings

e Select the Advanced tab.

e Scroll down to Security category, manually

check the option box for Use TLS 1.1 and Use

TLS 1.2.
e Click OK.

-
&) Internet Properties -

i

[EE=<=)

| General | Security | Privacy I Content | Connections | Programs | Advanced [

Settings

[ Block unsecured images with other mixed content -
Check for publisher's certificate revocation

Check for server certificate revocation

Chedk for signatures on downloaded programs

[7] Do not save encrypted pages to disk

[] Empty Temporary Internet Files folder when browser is de
Enable DOM Storage

Enable Integrated Windows Authentication

Enable native XMLHTTF support

[ Enable Strict P3P Validation®

[ Send Do Mot Track requests to sites you visitin Internet E

Use 851 2.0

Use 55L 3.0

Use TLS 1.0 o
Use TLS 1.1

Use TLS 1.2

Warn about certificate address mismatch

[ warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n v

T | +

Restore advanced settings

13
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2.4 Install Required Certificates

While most computers automatically recognize public Certification Authorities (CAs) that are
trusted to validate the identity of secure (HTTPS) websites, many .MIL sites are verified through
private DoD CAs whose certificates require manual installation by a local system administrator.
IT departments within the DoD typically install and update these certificates for their employees
automatically, but there are occasions that updates do not reach all user workstations and a
manual installation becomes necessary. Non-DoD agencies, private sector organizations and
home users do not typically have DoD CA certificates installed on their computers requiring
manual installation.

Follow the instructions below to install the required PKI certificates for DoD websites by
accessing the following link:_https://militarycac.com/dodcerts.htm

2.5 Remove Revoked Certificates

2.5.1 Internet Explorer

Now that the new certificates have been installed, you will need to ensure that certain revoked
certificates are not reflected in your system. To do so, please click on your Windows Start menu
and type "Internet Options" in the search bar; press ENTER. Windows 10 users may type the
same text intheir Cortana ("Ask me anything") search field on the Windows Taskbar.

Best match

ﬁ ¥ Internet Options

Control panel
Settings

22 Block or allow pop-ups

L internet optio

Note: Alternatively, open Internet Explorer = click the gear icon (“Tools”) = select Internet
Options.

14


https://militarycac.com/dodcerts.htm

e Click on the Content tab at the top of the Internet Options window and select
Certificates.

General Security Privacy Content Connections Programs Advanced

Certificates

f

Use certificates for encrypted connections and identification.

Clear SSL state Certificates Publishers

AutoComplete f
f% AutoComplete stores pre! entries Settings
%

on webpages and suggests matches for
you.

Feeds and Web Slices

= Feeds and Web Slices provide updated Settings
¥ content from websites that can be read

in Internet Explorer and other

programs.

e Select the tab for Intermediate Certification Authorities.

DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

& Certificates

Intended purpose:

<All>

X

v

Personal Other Peopli Intermediate Certification Authorities ITrusted Root Certification Auth ¢ | *

Issued To

Issued By Expir... Friendly N... A
5IDOD CA-27  DoDRootCA2 9/8/2... <None>
5/DOD CA-28  DoDRoot CA2 9/8/2... <None>
5IDOD CA-29  DoDRootCA2 9/8/2... <None>
5/DOD CA-30  DoDRoot CA2 9/8/2... <None>
LIDODCA-31  DoDRootCA2 1/16/... <None>
E1DOD CA-31  DoDRoot CA2 1/16/... <None>
LIDODCA-32  DoDRootCA2 2/4/2... <None>
5/DOD CA-32  DoDRoot CA2 2/4/2... <None>
SIDOD EMAIL ... DoD Root CA 2 1/14/... <None>
5/DOD EMAIL ... DoD Root CA 2 1/14/... <None> v
Import... Export... Remove Advanced

Certificate intended purposes
Smart Card Logon, Client Authentication

View

Close

e Scroll through the list of certificates, looking under the Issued To column, and ensure
that there are nocertificates that reference "DoD Interoperability”. If you find any
certificates with this text, select the certificate and choose the Remove button. Select Yes
on the confirmation window to finalize this action.

Note: If your Remove button is disabled, please contact your local IT department; a
systemadministrator will need to complete this action.

15
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& Certificates X

Intended purpose: <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification Auth 4| *

Issued To IIssued By Expir... Friendly N... ~
"EIDOD CA2/ . DeD Root CA 2 9/8/2... <None>
5IDOD CA-28  DoDRoot CA2 9/8/2... <None>
5IDOD CA-29  DoDRoot CA2 9/8/2... <None>
5/DOD CA-30  DoD Root CA 2 9/8/2... <None>
5/DOD CA-31  DoD Root CA2  1/16/... <None>
= DOD CA-31  DoDRootCA2 1/16/... <None>
5IDOD CA-32  DoD Root CA2  2/4/2... <None>
5IDOD CA-32  DoDRoot CA2  2/4/2... <None>
5IDOD EMAIL ... DoD Root CA 2 1/14/... <None>
5IDOD EMAIL ... DoD Root CA 2 1/14/... <None> )

Import... Export... Remove Advanced

Certificate intended purposes
Smart Card Logon, Client Authentication

View

Close

e Scroll through the same list of certificates, this time looking under the Issued By column,
and ensurethat there are NO certificates that reference "DoD Interoperability.” If you
find any certificates with this text, please select the certificate and choose the Remove
button. Select Yes on the confirmationwindow to finalize this action.

Note: If your Remove button is disabled, please contact your local IT department; a
systemadministrator will need to complete this action.

@ Certificates X

Intended purpose: <All> ~

Personal Other People Intermediate Certification Authorities Trusted Root Certification Auth 4| ¥

Issued To I Issued By IExpir... Friendly N... A
L DOD CA-27 oD Roo 9/8/2... <None>
Z/DOD CA-28 DoD Root CA 2  9/8/2... <None>
5/DOD CA-29  DoDRootCA2 9/8/2... <None>
L/DOD CA-30 DoDRootCA2 9/8/2.. <None>
LJDOD CA-31 DoDRootCA2 1/16/... <None>
ESDOD CA-31  DoDRoot CA2 1/16/... <None>
Z/DOD CA-32 DoD Root CA 2 2/4[2... <None>
/DOD CA-32  DoDRootCA2 2/4/2... <None>
LDOD EMAIL ... DoDRoot CA2  1/14/... <None>
LJDOD EMAIL ... DoD Root CA2  1/14/... <None> v

Import... Export... Advanced

Certificate intended purposes

Smart Card Logon, Client Authentication

View

Close

16
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e Click the Close button to exit the Certificates window.

& Certificates X

Intended purpose: <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification Auth ¢ *

Issued To Issued By Expir... Friendly N... A
LJDOD CA-27 DoDRootCA2 9/8/2.. <None>
JDODCA-28 DoDRootCA2 9/8/2.. <None>
D00 CA-29 DoDRoot CA 2  9/Bf2... <None>
LJDOD CA-30 DoDRootCA2 9/8/2... <None>
DOD CA-31 DoD Root CA 2 1/16/... <None>
B DOD CA-31 DoD Root CA 2
#DOD CA-32 DoDRootCA2 2/4/2.. <None>
LJDOD CA-32 DoDRoot CA 2  2/4/2... <None>
+#DOD EMAIL ... DoDRoot CA2  1/14/... <None>
| ZJDOD EMAIL ... DoD Root CA 2 1/14/... <None> v

Import... Export... Remove Advanced

Certificate intended purposes
Smart Card Logon, Client Authentication

View

Close

e Return to the "Content" tab then click Clear SSL State. Select OK on the confirmation
window. Formore information, see the Clear the SSL State section of this guide.

2.5.2 Firefox

e Open Firefox - click the Menu button then select Options.

w n @O & ='

~
S Sign in to Sync

© Content Blocking Standard

a New Window Ctrl+N

©9 New Private Window Ctrl+Shift+P

a Restore Previous Session

Zoom — 100% A+
Edit X 0 B

I\ Library >

w0 Logins and Passwords

2 Add-ons Ctrl+Shift+A
» 'n- Options
,/ Customize...
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e Select Privacy and Security then click View Certificates.

ﬁ' General
Q Home

Security

Deceptive Content and Dangerous Software Protection

Q Search v Block dangerous and deceptive content Learn more
v Block dangerous downloads
ﬂ Privacy & Security
v/ Warn you about unwanted and uncommon software
& Sync
Certificates

When a server requests your personal certificate

Select one automatically

® Ask you every time

¥ Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

& Extensions & Themes Security Devices...

@ Firefox Support

e From the “Certificate Manager” window, click the Authorities tab.

e Scroll through the list of certificates and ensure that there are no certificates that
reference "DoDInteroperability”. If you find any certificates with this text, select the
certificate then choose the Delete or Distrust button.

Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device =

v

I Builtin Object Token

Builtin Object Token

Builtin Object Token

t Builtin Object Token

Builtin Object Token ‘ "

View... Edit Trust... Import... Export... Delete or Distrust...

OK
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e Click OK on the confirmation window.

Delete or Distrust CA Certificates X

You have requested to delete these CA certificates. For built-in certificates all trust will be removed,
which has the same effect. Are you sure you want to delete or distrust?

Chamb
If you delete or distrust a certificate authority (CA) certificate, this application o longer trust any
certificates issued by that CA.

e From the Options page, under Privacy & Security, click the Clear Data button. For more

information, see the Clear Cookies and Site Data section of this guide.
2.5.3 Chrome

20



e Settings. Select Privacy
and Security and go to
Privacy and Security
section.

e Scroll down and click on
Manage certificates.

e On the Personal tab, your
expired electronic
certificate should appear.

e Select the one you want
to delete and click
Remove.

. 9
¢ wdoi
@
Q g o
= Default by
(U] P
Privacy S »
Advanced A e 2
£ 0]
Appearance

Intended purpose: | <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification ¢ | *

Issued To Issued By Expirati... Friendly Name

Certificates will be displayed here

Import... Brport... Remove Advanced
Certificate intended purposes
Client Authentication

View

For assistance contact the DCSA DISS Customer Engagements Team, 8 a.m. — 8 p.m. EST, Monday — Friday

Toll Free Telephone: 724-794-7765 Email: dcsa.ncr.nbis.mbx.contact-center@ mail. mil
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