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When to Encrypt Data 
In order to securely send sensitive, but unclassified information (such as Personally Identifiable 

Information (PII)) to the DMDC Contact Center (DMDC.contactcenter@mail.mil), users will need to 

follow the instructions in this guide in order to enable their email clients for encryption.  You should use 

encryption when your email contains any one of the following pieces of information: 

 Privacy Act Information (PII) information: such as SSN, Date of Birth, I9 documentation,

demographic information, or any combination thereof

 Health Insurance Portability and Accountability Act (HIPPA) information: such as medical

benefits or other medical documentation

 Any document that is marked as “For Official Use Only” or “Controlled Unclassified Information”

How to Encrypt using Microsoft Outlook® Email Client 
Part I: Obtain the Contact Center’s Certificate: 

In order for a customer to encrypt email messages to the DMDC Contact Center, they must have the 

public certificate from the Contact Center saved to their computer and associated with the Contact 

Center’s email address.  There are several ways to associate a public certificate to an email addressee, 

but the most common method is via a Microsoft Outlook email client’s contacts list.   

Attached to this document you will find a copy of the DMDC Contact Center’s vCard.  After opening this 

file you should see a normal outlook contact card which you can save to your contact folder.  Please 

ensure that the certificate is attached to the contact card by using the following steps:  

1. Open the contact, by double clicking the vCard attached to this PDF

2. Select the “Certificates” in the “Contact” ribbon (see Figure 1)

3. Select the “Copy to My Contacts” Option (see Figure 1).

 If “Copy to My Contacts” does not appear, then select Save & Close.

Figure 1 

mailto:DMDC.contactcenter@mail.mil
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Part II: Send the Encrypted Email 

Now that you have saved the Contact Center information and certificate to your email client you can 

now address a new message and select the encryption option.  To create new encrypted emails use the 

following steps: 

1. In Outlook, select the “New E-mail” option

2. In the new message window click the “To:” field

3. In the new address book list select your personal contact list and select the Contact Center by

double-clicking or selecting “To ->” and click OK (see Figure 2)

4. Back in the email message select the “Options” ribbon and select the “Encrypt” button (see

Figure 3).

 In order to receive encrypted email from the Contact Center, you will need to also select

the “Sign” option and have an issued PKI Certificate.

 If you do not see an “Encrypt” button in the “Options” ribbon, select the “Customize

Quick Access Toolbar” drop-down list at the top of the email and then select “More

Commands…” from the list. Change the “Choose Commands from:” list to “All

Commands” and find “Encrypt.”

Figure 2 
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Figure 3 

How to Encrypt using other Email Clients 
Many other email clients are capable of Secure/Multipurpose Internet Mail Extensions (S/MIME) 

encryption.  Those clients will be able to use the attached vCard and corresponding public certificate to 

secure email to dmdc.contactcenter@mail.mil.  Included below, are some helpful links to save the vCard 

to your client or address book and enable email encryption. 

Mozilla Thunderbird 
Apple Address Book 

mailto:dmdc.contactcenter@mail.mil
https://support.mozilla.org/en-US/kb/how-use-virtual-card-vcard#w_how-to-deal-with-received-vcards
http://support.apple.com/kb/ph4655


BEGIN:VCARD

VERSION:2.1

N;LANGUAGE=en-us:Center;DODHRA;Ft Knox DMDC Mailbox Contact

FN:DODHRA Ft Knox DMDC Mailbox Contact Center

ORG:dodhra;dmdc

ADR;WORK;PREF:;knox;;knox

LABEL;WORK;PREF:knox

X-MS-OL-DEFAULT-POSTAL-ADDRESS:2

KEY;X509;ENCODING=BASE64:

 MIIE7TCCA9WgAwIBAgIDAoEsMA0GCSqGSIb3DQEBCwUAMF0xCzAJBgNVBAYTAlVTMRgwFgYD

 VQQKEw9VLlMuIEdvdmVybm1lbnQxDDAKBgNVBAsTA0RvRDEMMAoGA1UECxMDUEtJMRgwFgYD

 VQQDEw9ET0QgSUQgU1cgQ0EtMzgwHhcNMTcwOTA4MjI0NjIxWhcNMjAwOTA4MjI0NjIxWjCB

 lTELMAkGA1UEBhMCVVMxGDAWBgNVBAoTD1UuUy4gR292ZXJubWVudDEMMAoGA1UECxMDRG9E

 MQwwCgYDVQQLEwNQS0kxDzANBgNVBAsTBkRvREhSQTE/MD0GA1UEAxM2RG9ESFJBLkRNREMu

 RnQgS25veCBETURDIE1CWCBDb250YWN0IENlbnRlci45NTEwMDIwNjM1MIIBIjANBgkqhkiG

 9w0BAQEFAAOCAQ8AMIIBCgKCAQEA3BQEwds8XTDNCqzC97lChkLGratjkqv9ICeQLjhgkub7

 20mucuQy3FFcA/Sr3jd1ymFnHaiaTRNNV/KtMp9oPuv9f2xZlfNuhQrisaChpVaOf3owj+M2

 qtQTG8DdfDYI+bT/82yLJohVie70JB7etw6zpzZQ2Ln8tuxBW0SqShtfvXQih6XsmtzP2Wnd

 fczxUHpJqDFHFLEMIZDM5VhL3N/yNNESptoYgnQ78w3OXYKSwB+bm7Gs2/juifmgrX6GdDBL

 nRnULyJRkw4xUEq9SafxK2YTuDS3yxYDEbIrVI6fngfo0ZSC2BWuTmUq4cdNpqYDdXBRcG+G

 Apkwt1jiuQIDAQABo4IBezCCAXcwHwYDVR0jBBgwFoAUjsW5zPzOjlO0Ks7oESrPmylsZ8ow

 HQYDVR0OBBYEFBvr3FCuKp+NTys/s50IiUrNHaKTMGcGCCsGAQUFBwEBBFswWTA1BggrBgEF

 BQcwAoYpaHR0cDovL2NybC5kaXNhLm1pbC9zaWduL0RPRElEU1dDQV8zOC5jZXIwIAYIKwYB

 BQUHMAGGFGh0dHA6Ly9vY3NwLmRpc2EubWlsMA4GA1UdDwEB/wQEAwIFIDATBgNVHSUEDDAK

 BggrBgEFBQcDBDBUBgNVHREETTBLgSxkb2RocmEua25veC5kbWRjLm1ieC5jb250YWN0LWNl

 bnRlckBtYWlsLm1pbIEbZG1kYy5jb250YWN0Y2VudGVyQG1haWwubWlsMBYGA1UdIAQPMA0w

 CwYJYIZIAWUCAQsnMDkGA1UdHwQyMDAwLqAsoCqGKGh0dHA6Ly9jcmwuZGlzYS5taWwvY3Js

 L0RPRElEU1dDQV8zOC5jcmwwDQYJKoZIhvcNAQELBQADggEBAKRrODEUVKVx/xGEi3p8WSjY

 ajjrmURZPMqns2ldhj+i2+3uwkzvCAv5K8dvSl9Ba/f2OC4oyK/MG7KIWokKygQb13xSmtr9

 T/0r30/hwUdh2GmXKuATC75fdcFQMbzsSEPzr8BlAKqOkMP1p/iDEdj/Y4UBNwRgcIKuvafa

 1SayMVx7Z2qOxxkXuoVFEv7tpvHcOPN0s5x36tLeJIAF7E59Fbkzfz/oouVl3YaVkfsCebOw

 Fy1DQRLX10EaO8Fq8Qa7uSUQVTRVQR9MXgySuyrjTLkBDFxnGwEeu7Qgxs8w1+ePrEJoIp2V

 MNDRAjuwUU/pAcoqpTTadxCmY+9FBb8=



EMAIL;PREF;INTERNET:dodhra.knox.dmdc.mbx.contact-center@mail.mil

X-MS-CARDPICTURE;TYPE=JPEG;ENCODING=BASE64:

 /9j/4AAQSkZJRgABAQEAYABgAAD/2wBDAAcFBQYFBAcGBQYIBwcIChELCgkJChUPEAwRGBUa

 GRgVGBcbHichGx0lHRcYIi4iJSgpKywrGiAvMy8qMicqKyr/2wBDAQcICAoJChQLCxQqHBgc

 KioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKioqKir/wAAR

 CACUACcDASIAAhEBAxEB/8QAHwAAAQUBAQEBAQEAAAAAAAAAAAECAwQFBgcICQoL/8QAtRAA

 AgEDAwIEAwUFBAQAAAF9AQIDAAQRBRIhMUEGE1FhByJxFDKBkaEII0KxwRVS0fAkM2JyggkK

 FhcYGRolJicoKSo0NTY3ODk6Q0RFRkdISUpTVFVWV1hZWmNkZWZnaGlqc3R1dnd4eXqDhIWG

 h4iJipKTlJWWl5iZmqKjpKWmp6ipqrKztLW2t7i5usLDxMXGx8jJytLT1NXW19jZ2uHi4+Tl

 5ufo6erx8vP09fb3+Pn6/8QAHwEAAwEBAQEBAQEBAQAAAAAAAAECAwQFBgcICQoL/8QAtREA

 AgECBAQDBAcFBAQAAQJ3AAECAxEEBSExBhJBUQdhcRMiMoEIFEKRobHBCSMzUvAVYnLRChYk

 NOEl8RcYGRomJygpKjU2Nzg5OkNERUZHSElKU1RVVldYWVpjZGVmZ2hpanN0dXZ3eHl6goOE

 hYaHiImKkpOUlZaXmJmaoqOkpaanqKmqsrO0tba3uLm6wsPExcbHyMnK0tPU1dbX2Nna4uPk

 5ebn6Onq8vP09fb3+Pn6/9oADAMBAAIRAxEAPwD393C4B6mgHqSeKhc7nOPoKRj2HQUAPef+

 5z7mlj5GT19agAyasD5U59M0AQv882PSikiGWJooAcOMn0FJSn7tJQARjLVLMcRn34psI5pJ

 jyBQA1TtiJ75ook4VVooAVuvFJR2oHWgCeMfLmoD80341YPyR/QVXi5Yn2oASU5fFFNZssT7

 0UAP7U6MfMKb2qWIfyxQATNhAPWo1+WMn1pZjl8egoIJUKvJ70AQUVMI1X755ooABycVKhwv

 HJPNIGQ9F5+lK5KoccUAN8sbsvyT2FNeQjhRt4pI+WJPXFNcguaAGqNzfMaKTGTgUUAWIx8w

 /OlmPQfjSxr8p/KmOy7jxk9OegoAIwQufeo8KvU5PoKkc/u+eOAOKioAC56L8v0oplFAF48J

 z2quBuYe5qeU4jPvUKdSfQUAEh6fiajp0n3senFNoAZRRRQBZmPzAelJH93nuaRzlj9aceE+

 g/nQBCTk5ooPWigBlFFFAFkPuIBFKxXHPc0xOpPoKR+oHoKADYp6foaQx+/5imnrQGI6EigA

 2N25+hoo3nuAfwooAlT7rfhTW++31oooAYetFFFADKKKKAP/2Q==



X-MS-OL-DESIGN;CHARSET=utf-8:<card xmlns="http://schemas.microsoft.com/office/outlook/12/electronicbusinesscards" ver="1.0" layout="left" bgcolor="ffffff"><img xmlns="" align="fit" area="16" use="cardpicture"/><fld xmlns="" prop="name" align="left" dir="ltr" style="b" color="000000" size="10"/><fld xmlns="" prop="org" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="dept" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="email" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="addrwork" align="left" dir="ltr" color="000000" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/><fld xmlns="" prop="blank" size="8"/></card>

REV:20171005T132251Z

END:VCARD



