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Hierarchy Management 101

 When data migration occurred, JPAS Levels were transferred to different
SMOs in DISS. This means if a user was provisioned for Level 2, 4 and 5 for
SMO 12AB3 in JPAS, there are now three SMOs in DISS, one for each level
(12AB32, 12AB34 and 12AB35).

* |n order to accurately assess the Hierarchy needs, users should understand
the scope of their hierarchy by searching for all SMOs associated with their
CAGE Code.

e All SMOs should be managed at the highest Parent with at least one
Hierarchy Manager.

* Itisimportant that all CAGE Codes within the hierarchy tree can be accessed
and managed by a Security Manager/Officer. This can be done through
provisioning for each SMO, or configuring the hierarchy to account for all
SMOs and provisioning for Security Manager at the highest Parent level.
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Hierarchy Management 101 (cont.)

e Think of a SMO (Security Management Office) tree like a company’s org
chart, the person at the top is responsible for the organization(s) below
them. A manager in one branch can’t take action on another manager’s
team that is at a higher level.

 The SMO tree is the same concept. As an example, let’s replace people in
the org chart with SMOs, a small company may have a flat org chart and
only one SMO they are responsible for, while larger companies may have
many and need to segment certain SMOs from others.

e |f you have more than 75 children/grandchildren SMOs, you will not be
able to see your Hierarchy in the application. For resolution, you will need
to contact the DMDC Contact Center / VROC.
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Know Your Current Hierarchy

=2 o - I i the MO Tree you

- bIss have Parent SMOs and Child
v t SMOs, these are at different

| levels within the SMO tree.
PSMO
g

Hierarchy Managers should
. @"Em””ﬂ SECURTY F“DFESSWE ensure they are operating at
{Security Manager, Hierarchy Manager) . .
| : the highest SMO with PSMO
 B35Q3-PerSecPros Client Support-
i {Security Manager, Hierarchy Manager) (VROC) as the parent SMO
| for Industry.
* B35Q3-PerSecPros Client Support-1
% {Hierarchy Manager, Security Manager)
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Select Search SMOs

If you do not have the Search
SMOs option, please work

with your Hierarchy Manager View Current SMO

to determine your View SMO Tree

role/permission setup. Search SMOs -
Ensure that your current SMO Lreate SMO

is set for the SMO you are View SMO Visits

working or at the Highest Current SMO:

SMOQOO in your Branch.

835Q35 - PERSONNEL SECUR .
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Search SMOs

* SMO Attributes

SMO Name: 835Q3 -

- Organization Attributes

1. Type the 5 digit CAGE Code: Urit Identifcation Codes
CAG E COd e | N th e TEBMUVSELFENEE Select Joint Organization Cod ' U.S. Agency Code:
S M O N ame an d Service Organization Code: Non U.S. Agency Code:
select “Search”. Sub Agency Cote:

* Location Attributes

Address Line 1: Address Line 2:

City: Sl State/Territory '
o CER

=) e
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SMO Results

2. Select the appropriate SMO to be moved

*In many instances, searching for the 5 digit CAGE will result in multiple SMOs. The
SMO Parent identifies where in the hierarchy that SMO sits. If the SMO Parent is not

accurate, a SMO move or Hierarchy Change Request will be required.

SMO Name

835Q35 - PERSONNEL
SECURITY PROFESSIOMALS Active
LLC

B350Q3-PerSecPros Client
Support-2

Active

835Q3-PerSecPros Client
Support-1

2

Active

Jan. 2021

Status

Organization

PERSOMNMEL SECURITY
PROFESSIONA

PERSOMNMEL SECURITY
PROFESSIONA

PERSONMEL SECURITY
PROFESSIONA

Organization Type

Contracting Organization or
Vendor

Contracting Organization or
Vendor

Contracting Organization or
Vendor

SMO Parent

PSMO

835Q35 - PERSONNEL
SECURITY PROFESSIONALS
LLC

B350Q35 - PERSONNEL
SECURITY PROFESSIONALS
LLC
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SMO Actions

3. Select “Move SMQO” from the SMO Actions tab, this will bring up the ability to search for
the new Parent.

*If you do not get the “Move SMO” option, you can select “Make Current SMO” if available.
This is due to the SMO not being in the hierarchy of the SMO you’re currently operating as. If
no SMO Actions are available, a Hierarchy Change Request (HCR) will need to be submitted.

About IVS * || SMO Tree X* | SMO Search * |EEC[sFs5FTI Y

[ General Information

835Q3-PerSecPros Client Support-1(acive) [
Parent SMO: 835035 - PERSONNEL SECURITY PROFESSIONALS LLC
Organization: PERSONNEL SECURITY PROFESSIONA Type: Contracting Organization or Vendor

CAGE Code: 835Q3 Home Office CAGE Code:

Clearance Level:Top Secret

Create Child SMO
* SMO Location (0) Deactivate SMO
Make rent SMO
» Address Ci State Zip+Ext. Count Move SMO
V4 ty p
»
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Search for New Parent

Moveswo X
e
4. Type the 5-digit CAGE

Code or SMO Name swo tame: 50>

for the desired Parent.
Select “Search”

CAGE Code: Identification

The SMO Name cod:

U-3. Joint Select Joint Organization Cod U-S. Agency
Organization: 7 Code:
dappears below.

S_erV_Ice Non U.S.
Organization Agency Code:
Code: seney .

Sub Agency

5. Select the desired Code:

Parent.
) & e

SMO Name Status Organization Organization Type SMO Parent
PERSONNEL Contracting 835Q35 - PERSONNEL
8350 3-PerSecPros . .
. Active SECURITY Organization or SECURITY
Client Support-2
PROFESSIONA Vendor PROFESSIOMALS LLC

DEFENSE
Jan. 2021 COUNTERINTELLIGENCE
AND SECURITY AGENCY



Move SMO Confirmation

5a. If the SMO is already in your Hierarchy, a pop-up will confirm the movement with
the chosen parent. Selecting “Move SMO” will finalize the process

Move SMO Confirmation *

£ Are you sure you want to move this SMO?

Move SMO: 835Q3-PerSecPros Client Support-1
From Parent SMO: B835Q35 - PERSONNEL SECURITY PROFESSIONALS LLC

To Parent SMO: 835Q3-PerSecPros Client Support-2

Eo g Vove swo ] cancel
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Move SMO CSR

5b. If the SMO is
currently outside of
the chosen Hierarchy,
a Customer Service
Request (CSR) will be
created and sent to
the new Parent SMO.
This may also occur if
the SMOisin a
“Transient” status.

Jan. 2021

About JVS * || SMO Tree * |EEoFTSY ol R

~ Task Details

Request Type: Move SMO Request
Description: Create Move SMO Request

¥ Request Details

Move SMO: 835Q3-PerSecPros Client Support-1
From Parent
SMO: 835Q35 - PERSONNEL SECURITY PROFESSIONALS LLC
To Parent )
. 835Q3-PerSecPros Client Support-2
SMO:
Comments:

2000 characters remaining

D (s
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Finding Move SMO CSR

6. IfaCSRwascreated, the (TR o

Hierarchy Manager of —

the new Parent can view e e ——
o
the CSR under the TaSk {‘Percd Last Day ' Enable Date ;R;:;;gre OYes . No

Inbox” by searching for
the CSR. Ensure that the

Search timeframe

*E:rzm 2020/05/25 o] *To Date: 2020/05/26
ate:

. . “Task *Available Tasks:
timeframe is accurate or ror: il &

#
disabled. The Task will be === "= S Takz
for Hierarchy Manager, e
select the checkbox for ) 3D

CSR and select “Move
S M O Req uest” u n d e r t h e » Task Name < Description & Task Owner & Task For & Due Date &

Move SMO Request - Review Move Review Move SMO Request regarding 835Q3-PerSecPros Hierarchy

CSR TaSk Na mes, SE|€Ct SMO Request Client Support-1 Manager 2020/05/29
search.
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Claim Move SMO CSR

7. After selecting the appropriate CSR, select “Claim” to process CSR.

Request Type: Move SMO Request

Description: Review Move SMO Request regarding 835Q3-PerSecPros Client Support-1
Assignee:

Due Date: 2020-05-29 18:35:22

* Request Details

Move SMO: 835Q3-PerSecPros Client Support-1

From Parent

SMO: 835Q35 - PERSONNEL SECURITY PROFESSIONALS LLC

The SMO Move Request CSR is
e valid for 72 Hours. VROC and
FETITIA the DISS Team are working
together to process these

To Parent SMO: 835Q3-PerSecPros Client Support-2

Comments: . .
CSRs in a timely manner.
2000 characters remaining
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Approve/Reject Move SMO CSR

Once claimed, the

Request Type: Move SMO Request

H l e ra rC hy M a N a ge r Description: Review Move SMO Request regarding 835Q3-PerSecPros Client Support-1
will have the ability to S mmme

“Approve” the request

which will finalize the

¥ -Réquest Details

m Ove . ReJ e Ctl n g t h e Move SMO: 835Q3-PerSecPros Client Support-1
requ est wi | | C | ose out ;’:; parent 835Q35 - PERSONNEL SECURITY PROFESSIONALS LLC
the CSR ad nd the move To Parent-SMO: _ 835Q3-PerSecPros Clien

will be terminated. Comments:

Comments:

2000 characters remaining

) o o

DEFENSE
Jan. 2021 COUNTERINTELLIGENCE
AND SECURITY AGENCY



Updated SMO Tree

When the SMO Move has been completed, your SMO Tree will reflect
the change upon next login.

© DISS
N (Hierarchy Manager, Security Manager)

: PSMO
- {*:I

t 835Q35 - PERSONNEL SECURITY PROFESSIONALS LLC

(Security Manager, Hierarchy Manager)

835Q3-PerSecPros Client Support-2
(Security Manager, Hierarchy Manager)

835Q3-PerSecPros Client Support-1
(Hierarchy Manager, Security Manager)
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Hierarchy Change Request

* |f there are SMOs not within your hierarchy and you are not provisioned for
the SMO, you will need to submit a Hierarchy Change Request (HCR).

o The HCR must contain ALL SMOs related to your CAGE Code.

o The HCR must show ONE parent that the Hierarchy Manager is
provisioned under.

* Send the HCR to dcsa.dcsa-northern.dcsa-dvd.mbx.diss-provisioning @ mail.mil
o All identified SMOs will be moved to the ONE Parent.

o The Hierarchy Manager will be able to configure their Hierarchy under the
identified Parent SMO.
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https://www.dcsa.mil/Portals/69/documents/dvd/vroc/HCR_template.xlsx
mailto:dcsa.dcsa-northern.dcsa-dvd.mbx.diss-provisioning@mail.mil

HCR Submission Tip

**When filling out the HCR, it’s important that you use the exact SMO Name
presented in DISS. This will assist the DISS analysts in ensuring they have the proper
information to complete the move.

xx 835Q3-PerSecPros Client Support-1(acive) [[£]
Parent SMO: 835Q35 - PERSONNEL SECURITY PROFESSIOMALS LLC

Organization: PERSONMNEL SECURITY PROFESSIONA Type: Contracting Organization or Vendor

CAGE Code: 83503 Home Office CAGE Code:

Clearance Level:Top Secret

HIERARCHY CHANGE (Parent-Child)

SMO CHILD TO BE MOVED | NEW PARENT SMO
** 835Q3-PerSecPros Client Support 1 835Q3 - PerSecPros Client Support-2
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Questions

H [m Reporting Help About

For more information about these DISS actions see the Joint Verification System (JVS)
and Reporting User Manual which can be accessed in DISS in the upper left corner by
clicking on Help or contact the DISS Customer Call Center (CCC) at 1-800-467-5526.

Note: If you encounter an issue with a specific record, be prepared to provide a
screenshot via encrypted email.

DEFENSE
Jan. 2021 COUNTERINTELLIGENCE
AND SECURITY AGENCY



