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FAQs - DISS JVS Industry PSSARs -
For Industry SMOs Needing a DISS JVS Hierarchy Manager

Overview. These FAQs and answers are meant to assist Industry FSOs/Security Managers in requesting a
DISS JVS account for an Industry SMO(s) that do not have an existing hierarchy manager. Industry
FSOs/Security Managers will need to utilize the DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020) to be
provisioned in DISS JVS. This document is meant to serve as a guide to facilitate making their PSSAR
submission and JVS provisioning process as smooth as possible. **Civil servant and military service
component Security Officers and Security Managers should reach out to their security chain of command
for their specific current guidance on DISS JVS provisioning.

Question 1 - Is there any information outlining the request procedures and requirements for requesting a
DISS JVS account for an Industry SMO?

Answer — Yes. See the DISS Account Request Procedures found in the Access Request Section on the DISS
Home page at https://www.dcsa.mil/is/diss/dissresources/ (refer to Figure #1 below).
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Question 2 — Are there any mandatory training requirements when requesting a DISS JVS account for an
Industry SMO?

Answer — Yes. IAW the DISS Account Request Procedures, you must submit training certificates showing
completion of both Cyber Security Awareness and PIl training within the past year and submit those
training certificates with your PSSAR packet in order to be provisioned. The following information is
provided on the mandatory training classes/certificates:

There are two options for obtaining Cyber Security Awareness/Information Assurance completion
certificates:

. Cyber Awareness Challenge - https://public.cyber.mil/training/cyber-awareness-challenge/ (After you get
to the DISA website you may need to click on Training and then click on Cyber AwarenessChallenge).
2. Annual security training provided by the cleared service/company/agency.

There are two options for obtaining Personally Identifiable Information (Pll) completion certificates:

1. https://public.cyber.mil/training/identifying-and-safeguarding-personally-identifiable-information-pii/
2. http://www.cdse.edu/catalog/elearning/DS-IF101.html (you need a STEPP account)

Question 3 — Where do I find the correct JVS account request form (DCSA PSSAR - DD FORM 2962, VOL 2,
JAN 2020)?

Answer - The correct JVS account request form is the DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020) and it
can be found in the DISS Resources section of the DCSA website. You can get to this section by going to the
following web address - at https://www.dcsa.mil/is/diss/dissresources/. Once there, click on the Access
Request section and then click on the “PSSAR Form” hyperlink. (See Figure #2). This is the only PSSAR form
that will be accepted for industry DISS JVS provisioning.
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Question 4 — What goes in Part 1 of the DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020)?

Answer - The personal information required in Part 1 of the DCSA PSSAR (DD FORM 2962, VOL 2, JAN
2020) pertains to the applicant (the FSO/Security Manager requiring the JVS account). Please refer to

Figure #3 below.

1) Fill out blocks 1-12 with the applicant’s information. If you don’t have an office
symbol/department you can leave block 3 blank.

2) Complete Part 1 by filling

out block 13 (circled in red below).

Figure #3

| PART 1 . PERSONAL INFORMATION

fa

(1. NAME (LAST, FIRST, MIDDLE INITIAL) |

2. ORGANIZATION

[3. OFFICE SYMBOL / DEPARTMENT

l If you do not have an office l
Symbol/department, leave blank

4. PHONE (DSN or COMMERCIAL)

l

—

|5. OFFICIAL E-MAIL ADDRESS

6. JOB TITLE AND GRADE/RANK

(7. OFFICIAL MAILING ADDRESS |

/8. CITIZENSHIP |

|9. DATE OF BIRTH (YYYYMMDD) |

I1D. PLACE OF BIRTH (CITY & STATE/COUNTRY) I

11. SOCIAL SECURITY NUMBER ]

[12. CAGE CODE (CTR ONLY) ]

13. DESIGNATION OF APPLICANT |_ MILITARY

| DoD CIVILIAN ‘ X INDLISTRY\

|| NON-DoD
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Question 5 — What goes in Part 2 of DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020)?

Answer - The information required in Part 2 of the DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020) pertains

to the systems (also known as applications) that the FSO/Security Manager is requesting an account(s) in.
Please refer to Figure #4 below.

Answer (continued) - For initial DISS JVS Industry Account Requests leave Section 2, blocks 14 and 15 blank
(only used for DCIl and SWFT accounts).

Figure #4
PART Z_APELICATIONS
( "14. DEFENSE CENTRAL INDEX OF INVESTIGATIONS (DCII) (GOVERNMENT ONLY) ﬁ\\

TYPE OF REQUEST

[ ] INmIAL [ ] mODIFICATION

[ ] DEACTIVATE I EE!!E BI: :I: Jq BIE”I:
—

a. DCN AGENCY CODE OR DCIl AGENCY ACRONYM
b. USER PERMISSIONS:

[] aQuery(sEAarcH) [ | ADD [ | UPDATE [ | DELETE [ | AGENCY ADMINISTRATOR [ ] EXECUTIVE ADMINISTRATOR
\|[ o [] FILE DEMAND PRINT "] 1A (ROOT ADMINISTRATOR) I/
m
f TYPE OF REQUEST \

] INITIAL ["] MODIFICATION [ ]oEACTIVATE
a. PERMISSIONS - FINGERPRINT SUBMISSION: reave B I ocC It 1 5 B I at Ik
] user [ ] MULTI-SITE UPLOADER [ ] SITE ADMINISTRATOR CECAN R THINICOMPANT

ADMINISTRATOR

b. PERMISSIONS - FINGERPRINT ENROLLMENT:

[] ENROLLER ] TRANSACTION VIEWER [[] ENROLLER SITE ADMINISTRATOR [] ENROLLER GROUP ADMINISTRATOR

c. ADDITIONAL CAGE/ORGANIZATION CODE(S): [] oTHER
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e Answer Part 2 (continued) — Refer to Figure #5 below. To obtain the ability to perform JVS

account and user management functions as well as subject management functions equal to what

JPAS account managers can currently do in JPAS, JVS applicants must complete the areas/blocks

highlighted in red below and in Block 16.

At a minimum each JVS applicant must:

1) Enter their name in the name block at the top of the second page.

2) At the top of block 16 check the “Initial” block for the type of request.

3) Inblock 16 a. enter both the SMO Name and the organizations/agency Cage Code.

4) In block 16 b. check boxes for both the Security Manager and Hierarchy Manager roles.

5) Also in block 16 b. check the box for the Review Investigation Request permission.

6) Other Roles and Permissions section (circled below) can be used to list additional SMOs that the
applicant needs provisioned in with the same roles and permissions listed if and only if those
SMOs have the same KMP signing as nominating official. First check the “Other Roles and
Permissions” option and then in the “Explain Other” section type “Additional SMOs” and then list
those SMOs. If this block is not big enough to list all of those SMOs you can attach a list ofthe
SMOs in your packet and simply put “See Attached List” in the “Explain Other” section.

Figure #6
: -
OF REQUEST

[] wwrmaw [[] mooFicaTiON [[] pEACTIVATE

a. SMO NAME: ORGANIZATION/AGENCY CODE:
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[] sECURITY OFFICER [ ] SECURITY OFFICER ADMIN ( [] SECURITY MAMAGER
[[] MANAGE POLYGRAPH M| Ilr";w‘-rﬁ mrgfm [[] susPemD ACcEss [[] MANAGE POLYGRAPH
[] wiew sciaccess O mﬂoml [] MANAGE TASKS [ wiEw SCi ACCESS
[] marace sc1ACCESS REMOVE HON-SC1
[ REVIEW INVESTIGATION O Access [0 manace PoLYGRAAH [[] mamace sC1ACCESS

REQUEST 0 g&gﬂmﬁm [] viewsciaccess \_ | meVESTmﬂm
MANAGE FOREIGN g
[[] comMPONENT ADJUDICATOR S Rﬁmmh;_ﬁgf:c‘r S :;:a:::m ACCE [] MERARCHY MANAGER
[] HumAN RESOURCE MAMAGER RELATIONSHIP mcé&:::?:;m [[] wiEw sci ACCESS
[0 creaTewism O TRAVEL \ [[] mANAGE SCIDISS USER
[[] PHYSICAL ACCESS CONTROL [ wviewwisim [0 wocowywnsm
[] wiew sciAccess [] ACCOUNT MANAGER
D SECURITY OFFICER VISIT ADMIN I:l VIEW SC1 ACCESS
[l PRivaCY OFFICER [[] wEw susJECT LIST [] MAMAGE SCI DISS USER
[] wew sciaccess
[] HELP DESK
|:| ESTABLISH SUBJECT RELATIONSHIP D APPLICATION ADNIN
rEI TR ROE T AR PERET L] REMCVE SUBJECT RELATFONSHIP
exuan Additional SMOs
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Answer Optional Permissions — Not every applicant will need to check Optional permissions. If you don’t
handle polygraphs or SCI SMOs and SCI DISS Users, please disregard the remaining steps outlined in this
optional permission section.

Answer Optional Permissions (continued) — Industry FSO/Security Manager applicants that currently
manage polygraphs or manage SCI SMOs (level 2 or 3) and other SCI Users in their existing JPAS accounts
will need to check those additional permissions under the Security Manager and Hierarchy Manager roles
in block 16 b. Only those applicants need to refer to Figure #6 (below) to determine which of the
highlighted optional permissions under the Security Manager and Hierarchy Manager roles they need to
check to complete block 16 b.

Figure #6

If your existing JPAS SMO is either a Level 2 or 3, you need to check the 5CI
permission below in both Security Manager and Hierarchy Manager roles

{1 SECURITY MANAGER
[] MANAGE POLYGRAPH HIERARCHY MANAGER

[¥] view sci1access [X] view scCiaccess

' O] MANAGE SCiACCESS [X] MANAGE SCIDISS USER

[] BEVIEW MNVESTIGATION
—! REQUEST

check the “Manage Polygraph” permission below the

If you manage polygraph in your JPAS SMO, you need to
Security Manager role.

Answer Part 2 (continued) — Please refer to Figure #7 below. All JVS applicants should leave Section 2,
block 17 blank (only used for DISS CATS accounts).
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Figure #7
17. DEFENSE INFORMATION SYSTEM FOR SECURITY - CASE ADJUDICATION TRACKING SYSTEM (DISS - CATS)
TYPE OF REQUEST \
] mimaL ["] MODIFICATION [] DEACTIVATE
a. APPLICATION LOCATION: ORGANIZATION DIVISION BRANCH TEAM
b. ROLE REQUESTED:
[[] EXECUTIVE CHIEF [] apuupicaTor [[] PE SCREENER "] PROCESS TEAM
[[] DIVISION CHIEF [] TRAINEE [[] GENERAL COUNSEL [[] INDUSTRY PROCESS TEAM
[[] BRAMCH CHIEF [] ' SCREENER 1 [] oPmLmSON [] QUALITY CONTROL
[[] TEAMCHIEF [] IT SCREENER 2 [] mMeTRiCS [] PRIVACY OFFICER
[[] CVSCREENER [[] 1T SCREENER 3 [[] ADMINISTRATOR
. LIST ANY ELEVATED PERMISSIONS:
ank
17 Bl
glock
Leave

\ DD FORM 2962, Vol 2, JAN 2020 Ta0eZ oD ors/
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Answer Part 2 (continued) — Please refer to Figure #8 below. All JVS applicants should leave Section 2,
blocks 18 and 19 blank (only used for DISS Appeals and NBIS accounts).

Figure #8

(.— AB. DEFEMSE INFORMATION SYSTEM FOR SECURITY - APPEALS \

TYPE OF REQUEST

J IHITIAL _| MODIFICATION

. APPLICATION LOCATION: gpRG

BRANCH TEAM

AN
b. ROLE REQUESTED AND ORactwet. PERMISSIONS (AR ALL THAT APPLY):
[ ] DoHA ADMIN | PSAB ADMIN [] PSAB BOARD MEMBER [] PRIVACY DFFICER

"=

15 NATIONAL BACKGROUND INVESTIGATION SERVICES [NBIS)
TYPE OF REQUEST
[ ] NmAL [ ] MODIFICATION [ ] BEACTIVATE

4. ROLE REQUESTED:

[T] SYSTEM MANAGER [] faiyy FIZER (GOVERNMENT 7] WORKFLOWMANAGER  [[] BUSINESS PROCESS MANAGER
[[] WTERMAL ORG MAMAGER [[] MBIS FINANCIAL MANAGER [ | INITIATOR [[] ORGMANAGER
[[] WORKLOAD MANAGER [[] FimanciaL MAMAGER [] POINT OF CONTACT [] reEwiEWER
ORDER FORM TEMPLATE
[] USER MANAGER [[] INTERNAL USER MANAGER  [T] NOTIFICATION MANAGER [T] ooy oo
[] om™er

b. LIST ANY ELEVATED PERMISSIONS: ock 19
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Question 6 — What goes in Part 3 of the DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020)?

Answer Part 3 — Training (Refer to figure #9 below). This part is the training verification portion.
Remember that the applicant has to have taken both the Cyber Awareness and PIl Training classes within
one year of the date they are provisioned. That means that if either or both of these required training
certificates are more than one year old at the moment DCSA begins to provision your account it will
trigger an automatic disapproval.

Answer Part 3 (continued) - Refer to figure #9 below to complete Part 3 — Training:

1) In block 20 check the Cyber Awareness Training block and then enter the date from the Cyber
Awareness training certificate (the date it was completed) in the date block on the right hand
side (circled below).

2) Inblock 21 check the Pll Training block and then enter the date from the PIl training certificate
(the date it was completed) in the date block on the right hand side (circled below).

Figure #9
PART 3 - TRAINING (! have completed and atfached fraining ceriificales for):
20. CYBER AWARENESS TRAINING DATE (¥YYYMMDD)
1. ET PERSONALLY IDENTIFIABLE INFORMATION TRAINING DATE {YYYYMMDO)

Question 7 — What goes in Part 4 of the DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020)?

Answer Part 4 — Refer to figure #10 below. This part is applicant’s certification portion. DCSA will accept
either digital or wet (ink) signatures, however, wet signatures require a mandatory date entry in block 23.

1) Block 22 (circled below) requires the applicant’s signature.
2) Block 23 (circled below) date the applicant signed the PSSAR (required for wet signatures.)

Figure #10

PART 4 - APPLICANT'S CERTIFICATION

I hereby certify that | understand that by signing this Personnel Security System Access Request, | am solely responsible for the use and prolection of the
account that | will be provided. | also understand that | am not authorized to share my account or logon credentials with any other individuals. | will utilize all tools
and applications in accordance with the account management policy and security policy, as well as all applicable U 3. laws and DoD regulations. | understand
that if | violate any account management policy, security policy, .S, laws or DoD regulations, my ar_uan[ will immediately be terminated, and may be subject to
Lo T i —— L e

-—
22. APPLICANT'S SIGNATURE #23. DATE [YYYYMMDD) ~
Es f |
\ /
L o

D FORM 2962, Vol 2, JAN 2020/ R i - Page 3 of 5

10



FAQs - DISS JVS Industry PSSARs -

For Industry SMOs Needing a DISS JVS Hierarchy Manager

Question 8 — What goes in Part 5 of the DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020)?

Answer Part 5 — Refer to figure #11 below. This part is the nominating official’s certification portion. The
nominating official completing part 5 must be an Industry KMP and be on the most recent industry KMP
list DCSA has. Complete part 5 using the following information:

1)

2)
3)
4)

5)
6)

Block 24 (circled below). There is nothing to fill out in this block. This block states that the
nominating official certifies that the applicant meets the requirements for access, has the
appropriate need-to-know, and meets all requirements for managerial DISS JVS system
privileges. It also certifies that the nominating official is responsible to ensure the applicant will
follow account policies, security policies, and all applicable DoD regulations and U.S. laws.
Finally, the nominating official certifies that the named applicant requires account access as
indicated in order to perform assigned duties (i.e. the roles of Hierarchy Manager and Security
Officer).

Block 25 (circled below) requires the Nominating Official’s complete printed name.

Block 26 (circled below) requires the Nominating Official’s organizational title.

Block 27 (circled below) requires a good contact number to reach the Nominating Official(no
switchboards).

Block 28 (circled below) requires the Nominating Official’s signature.

Block 29 (circled below) date the Nominating Official sighed the PSSAR (required for wet
signatures.)

Figure #11

PART 5 - NOMINATING OFFICIAL'S CERTIFICATION

24. | certify that the above named individual meets the requirements for access, has the appropriate need-to-know, and if applicable, meets the
requirements for account management privileges. | am also aware that | am responsible Tor ensuring this individual will Tollow all account policies,
security policies, and all applicable DoD regulations and U.5. laws. Furthermore, 1 certify that the named applicant requires account access as
indicated above in order to perform assigned duties.

25. NOMINATING OFFICIAL'S PRINTED NAME (Lasf, First, Midadle initial) 26. NOMINATING OFFICIAL®S TITLE

27. NOMINATING OFFICIAL'S TELEPHONE NUMBElﬂ 28. NOMINATING OFFICIAL'S SIGNATU 29. NOMINATING OFFICIAL'S SIGNATURE DM’EI

—

o ;o
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Question 9 — What goes in Part 6 of the DCSA PSSAR (DD FORM 2962, VOL 2, JAN 2020)?

Answer Part 6 — Refer to figure #12 below. This part is the validating official’s verification portion. Leave
Part 6 blank. DCSA will perform the duties of validating official for every applicant will complete part 6.

Figure #12

PART 6 - VALIDATING OFFICIAL'S VERIFICATION \

| have verified that minimum investigative requirements for the above applicant have been met and the applicant has the necessary need-to-know to
access the personnel security systems requested.

i 1
30. ELIGIBILITY/ACCESS LEVEL: BTB%K‘IION:
32. ELIGIBILITY GRANTED DATE: Leave i a 33. DATE INVESTIGATION COMPLETER

34, ELIGIBILITY ISSUED BY: m‘me:lylaa] BY:
bﬁm
36. VALIDATING OFFICIAL'S PRINTED NAWM

37. VALIDATING OFFICIAL'S SIGNATURE (Last, Firs!, Middle [nilial) 38. VALIDATING OFFICIAL'S SIGNATURE DATE
|

Question 10 — What goes in my PSSAR packet?

Answer — Your PSSAR packet needs to include the completed DCSA PSSAR (DD FORM 2962, VOL 2, JAN
2020), both Cyber Awareness and PIl Training certificates.

Question 11 — How do | get my PSSAR packet to DCSA and are their special considerations since it contains
PII?

Answer — Since the PSSAR packet contains PIl it must be encrypted or sent via password protected
document. You must send the entire PSSAR packet to DCSA utilizing the following email address:
dcsa.dcsa-northern.dcsa-dvd.mbx.diss-provisioning@mail.mil.

Tips on how to password protect the document in Adobe Acrobat:

Please note: You can only create security envelopes in Acrobat Pro; not the Acrobat Reader. If you do not have access to Acrobat Pro, please contact the
DISS provisioning team for alternate method.

1. Open Acrobat, click the Tools Tab and click “Protect”
2. Select the more options drop down and select “Create Security Envelope”

12
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4.

10.
11.
12.
13.

14.

In the “Create Security Envelope” dialog box, click the “Add File to Send” button.

In the Files to Enclose dialog box, browse to select the file or files to add, highlight them and select “Open”.
Note that you can add non-PDF files, and you can add more than one file. The Currently Selected Files
window displays a list of the file(s) you have added. You can delete any file by selecting it and clicking
Remove Selected Files.

Click Next.

In the Available Templates panel, select the template you want to use — “eEnvelope with Signature”, and
then click Next.

Make sure "Send the Envelope Later" is selected and hit Next

In the Security Policy dialog box, first check the "Show All Policies" box. Select "Encrypt with Password".
Click Next.

Complete the Identity panel if you haven't already established an identity and click Next

Click Finish. Now you'll choose your security settings.

In the Password Security Settings dialog box, set a password in the “File Attachment Open Password” field.
At the bottom choose "Encrypt only file attachments".

Click OK. Enter the password you entered in the previous step and hit OK. You can now save the file and
send the envelope to the DISS provisioning team: dcsa.dcsa-northern.dcsa-dvd.mbx.diss-
provisioning@mail.mil.

Send an immediate follow-up email with the password to open the envelope to the DISS provisioning team:
dcsa.dcsa-northern.dcsa-dvd.mbx.diss-provisioning@mail.mil.

Additional Tips and Guidelines:

e DISS account will expire if subject does not log into the account within 30 days.

¢ Failure to follow provisioning instructions may result in the rejection of your provisioning package.

e Most common package rejection reasons:

>
>

Selecting everything in PSSAR Part 2, Section 16b or alternatively selecting nothing at all
Certificates/training expired (more than one year old) or dates on certificates do not match
dates on PSSAR form

Information missing (blank) or duties do not correspond to the roles requested in Part 2 Section
16b

KMP acting as the nominating official in the PSSAR is not cleared in connection with the facility
clearance
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