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1 Introduction

The Defense Security Service (DSS) National Industrial Security Program (NISP) Central Access Information Security
System (NCAISS) program provides identity and access related functionality across DSS’s Information Technology
(IT) infrastructure. NCAISS provides DSS applications with Public Key Infrastructure (PKl)-based authentication
services using the Common Access Card (CAC) or other Department of Defense (DoD)-approved PKI certificates,
enhanced user account administration, and provisioning and de-provisioning capabilities. The DSS NCAISS solution
is also configured to provide various workflow and reporting services to support the DSS System Access Request
(SAR) process. The goals and objectives of the DSS NCAISS Program were developed to support several core
business needs, including:

=  Provide a centralized authentication mechanism that addresses DoD and Federal Government PKI
usage requirements

= Increase mission efficiency by providing a centralized SAR process

= Improve user provisioning and de-provisioning

= Increase control over user roles, rights, and access

= Decrease Knowledge Center calls for account password resets with the implementation of the account

self-help capabilities

The benefits provided by addressing these business needs and meeting their corresponding requirements through
the DSS NCAISS Program include compliance with applicable DoD?! and Federal Government? requirements,
reduced security risks, increased ease of use, improved efficiency, centralized control, and improved auditing
capabilities.

1.1 Purpose

The purpose of this document is to provide step-by-step instructions to enable NCAISS Users to use the system.
This guide covers the following capabilities:

= Enrolling (self-registering) for a new NCAISS User account

= Registering a PKI certificate with a user’s account

= Accessing the NCAISS using a PKI credential

= Navigating NCAISS

= Requesting additional NCAISS roles and Application Access

= Securing logging out of NCAISS

= Approving and rejecting work items (account/access requests)

= Delegating work items to another user

1.2 Getting Started

NCAISS is web-based and does not require an application to be installed; however, before you begin using NCAISS,
verify that Microsoft Internet Explorer (v8.0 or greater) is installed on your computer.

1 DoD requirements for PKI-based authentication are outlined in: CYBERCOM CTO 07-15, DoDI 8520.02, and DoDI 8520.03.

2 Federal Government requirements for PKI-based authentication are outlined in: the FICAM Roadmap and Implementation Guidance, OMB M-
11-11, and the FY2011 OMB Budget Passback Reminder.
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Once the user account is created and the user logs into NCAISS, the user will be able to request access to
integrated applications/resources and access those applications/resources to which they are authorized.
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2 NCAISS

2.1 Accessing NCAISS

Access NCAISS by copying and pasting this link (https://ncaiss.dss.mil) into a web browser. The NCAISS Notice and
Consent to Monitoring page is displayed, as shown in Figure 1. The user must accept the NCAISS Notice and
Consent to Monitoring in order to access the login page.

Defense Security Service Portal

HationalIndustrial Security Program (NISP) Central Access Information Security System \?'

Figure 1: NCAISS Notice and Consent to Monitoring

2.2 NCAISS Login Page
As depicted in Figure 2, the NCAISS Login page contains the following components:
= Login to DSS Portal
= Register CAC/ECA
= Self-Enrollment
=  Threat Advisory
= Links - DSS Applications
= FAQs

= Page footer - Contact DSS link and other DoD links
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Defense Security Service Portal

Mational Indusirfal Security Program (NISP) Central Access Information Security Systens «

|
o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Seting up Firefox to work with Card readers?
e NTAS NCAISS not loading in Firefox?
NO ACTIVE ALERTS What is the NCAISS?

What is the Single Sign-on?
How do | create an NCAISS account?
How do | reset my password?
How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?
How do | log into NCAISS using my CAC/ECA?

+ Additional NCAISS Information How.can I find help?

& DoD Approved PKis CAC error message "Page cannot ba displayed™?
Register for an account 4 DSS Appiication Status Information See ALL FAGs

Read more
(e L T
I

Copyright © 2014 - [

Figure 2: NCAISS Login Page

Use of the “Login to DSS Portal,” “Register CAC/ECA,” and “Self Enrollment” features are addressed in detail in
Sections 5, 4, and 3, respectively. The following subsections address the Frequently Asked Questions (FAQs),
contacting the Knowledge Center, public information on the applications integrated into the NCAISS Solution, and
common errors when logging into the system.

2.2.1 Frequently Asked Questions

To view the FAQs page, click on the “FAQs” link at the bottom of the page (part of the page footer) or click on one
of the questions in the FAQ box in the right column. Figure 3 illustrates where the FAQ links, on the NCAISS Login
Page, are located.

Defense Security Service Portal

National Industrial Security Program (NISP) Central Access Information Security System

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

5 Setting up Firefox to work with Card readers?
CROECHECoN @ NTAS NCAISS not loading in Firefox?

|
T NO ACTIVE ALER i Whot s the NCAISS?

What is the Single Sign-on?
How do | create an NCAISS account?
How do | reset my password?

Read more

O

Register Certificate I How do | associate CAC/ECA with my account?
| From where do | get an ECA certificate?
How do | log into NCAISS using my CAC/ECA?
+ Additional NCAISS Information How can | find help?
4 DoD Approved PKis CAC error message “Page cannot be displayed™?
Register for an account + DSS Application Status Information See ALL FAGs

Contact DSS FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
SIAL USE ONLY

Security Service | All Rights

Figure 3: Location of FAQs

If the user clicks on one of the questions on the login page, the user will be redirected to the answer on the FAQ
page. On the FAQ page, the user may scroll up and down the page to read the different questions and their
corresponding answers, as shown in Figure 4.
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@ Home » Frequently Asked Questions (FAQs)

Figure 4: FAQ Responses

2.2.2 Contact DSS

To obtain contact information for the DSS Knowledge Center, click the “Contact DSS” link at the bottom of the
page. Figure 5 shows where this link is located.

Defense Security Service Portal

National Industrial Security Program (NISP) Central Access Information Security System

0 Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What is the Single Sign-on?

How do | create an NCAISS account?

-

CAC/ECA Login

“ Read more
(R AT

How do | reset my password?

How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?

How do | log into NCAISS using my CAC/ECA?
 Additional NCAISS Information IR

4 DoD Approved PKis 4+ CAC error message "Page cannot be displayed"?
+ See ALL FAQs

Register Certificate

TEEEEEE

¢

Register for an account + DSS Application Status Information

Contact DSS FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act | FOIA | Terms of Use
AL USE ONLY

rvice | All Rights R

Figure 5: Contact DSS Location

The information required to Contact DSS is displayed, as shown in Figure 6.
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Defense Security Service Portal

| tional industrial Security Program (NISP) Central Access Information Security System (NG&

Figure 6: DSS Knowledge Center Contact Information

2.2.3 Links

The Links section is located in the lower center column of the login page, as depicted in Figure 7. This section
provides links to relevant external information sites. Note: These links are updated frequently; as such, the links
shown in Figure 7 are representative and may not reflect current Production status.

Defense Security Service Portal

Nationaldndustfial Security Program (NISP) Central Access Information Security Systemyi A

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What is the Single Sign-on?

How do | create an NCAISS account?

How do | reset my password?

How do | assaciate CAC/ECA with my account?
From where do | get an ECA certificate?

How do | log into NCAISS using my CAC/ECA?
How can | find help?

CAC error message “Page cannot be displayed™?
See ALL FAQs

CAC/ECA Login

Register Certificate

+ Additional NCAISS Information
4 DoD Approved PKis
Register for an account + DSS Application Status Information

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
F IAL USE (

Figure 7: Links Location
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3 Self-Enrollment

To gain access to NCAISS, a user must first register for an NCAISS User account (i.e., self-enroll). The self-
enrollment module enables the user to complete a registration request and create a new user account. Note: If
you are acting on behalf of an organization when utilizing NCAISS, you must use your organization assigned email
address (e.g. dss.mil) when registering for an NCAISS account.

3.1 Request an NCAISS User Account

The following steps outline the process for self-enrolling for an NCAISS User account:

1. Access NCAISS by copying and pasting this link (https://ncaiss.dss.mil) into your web browser.

2. Click “I Accept” on the DSS Portal Notice and Consent to Monitoring, as shown in Figure 1.

3. Onthe NCAISS Login page, click “Register for an account” under the “Self Enrollment” section of the bottom
left corner, as shown in Figure 8.

~
Defense Security Service Portal ‘
National indusfrial Security Program (NISP) Central Access Information Security SystemiNt u
o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What is the Single Sign-on?

How do | create an NCAISS account?

How do | reset my password?

How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?

How do | log into NCAISS using my CAC/ECA?
How can | find help?

CAC error message "Page cannot be displayed"?

|

CAC/ECA Login

| Il
T

# Additional NCAISS Information
+ DoD Approved PKls
Register for an account + DSS Application Status Information See ALL FAQs

+*
e
-~
e
i
e
-
-
+*
+*
-

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

ervice | All Rights B¢ v

Figure 8: Register for an Account Link

“uxn

4. Complete the required fields (noted with an “*”), as shown in Figure 9.
If you are a DSS Internal User (i.e., DSS employee or DSS contractor), check the “DSS Internal User” checkbox.
6. Answer three (3) security questions. Note: When contacting the Knowledge Center for support, the
Knowledge Center Agent may ask you these questions to verify your identity.
7. Perform one of the following actions:
a. Click “Cancel” button to cancel the enrollment request. Note: Information that you provided will be
deleted.
b. Click “Next” button to proceed with the self-enroliment process. Note: If required information is not
complete, NCAISS will not allow the user to continue with self-enroliment. Note: The password set at this
stage must meet established DoD password complexity criteria.

o
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NCAISS Account Request

New User Registration
Please complete the following form to create your DSS NCAISS account.
Enter Your Name
* First Name
Middle Name
* Last Name
Enter Your Email
When registering you must use the email address assigned by the organization on whose behalf you are accessing NCAISS (e.g. dss.mil).
* Email

* Confirm Email

DSS Internal User
DSS Internal User [_] By checking this box, I confirm that I am a DSS internal user (i.e., DSS employee or contractor).

Enter a Password

* Password @

* Confirm Password

Select Challenge Questions and Answers

* Question 1 ——Select Challenge Question--- z]
* Answer 1

* Question 2 -—Select Challenge Question--- _v_J
* Answer 2

* Question 3 —--Select Challenge Question--- E]
* Answer 3

Next| Cancel

Figure 9: NCAISS Account Request Form

8. Review the information and perform one of the following actions, as shown in Figure 10:
a. Click “Edit” to modify your information.
b. Click “Cancel” to cancel the enrollment request. Note: Information that you provided will be deleted.
c. Iftheinformation is complete and accurate, then select the checkbox confirming you have read and agree
to the Privacy Act Statement and click “Confirm” to submit the form.
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10.

Confirm Registration Details

Please review your new account information and accept the privacy policy to register.

User Account Details

First Name create
Middle Name
Last Name test
Emall create.test@mail.mil
Confirm Email create.test@mail.mil
DSS Internal User
Password “we=e~
Confirm Password =====*

Challenge Questions

Challenge Question 1 What is your Favorite Color?
Challenge Answer 1 color

Challenge Question 2 What is your Favorite Movie?
Challenge Answer 2 movie

Challenge Question 3 What is your Favorite Vacation Location?
Challenge Answer 3 location

Privacy Act Statement

AUTHORITY:
Executive Order 10450, 9397; and Public Law 99-474, the Computer Fraud and Abuse Act,

PURPOSE:
To record names, and Social Security Numbers for the purpose of validating the trustworthiness of individuals requesting access to
Department of Defense (DoD) systems and information. NOTE: Records may be maintained in both electronic and/or paper form.

ROUTINE USES:

In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act, these records or nformation contaned
therein may spedfically be disclosed outside DoD as a routine use pursuant to 5 U.S5.C. 552a(b)(3) as follows: To a Federal, State, or local
law enforcement agency when your agency becomes aware of a violation or possible violation of civil or ariminal law; to the Department of
Justice for purposes of representing the DoD in pending and potential ktigation to which the record is pertinent; to the Merit Systems
Protection Board for the purpose of litigation or investigation of alleged or possible prohibited personnel practices; to a Federal agency
when conducting an investigation or inquiry for security or audit reasons; or the General Services Administration in connection with its
responsibiliies for records management,

DISCLOSURE:
Disclosure of this information (to incdude social security numbers) is voluntary; however, failure to provide the requested information wil
impede, delay or prevent further processing of this request.

* I have read and understand the terms of the privacy policy. |

Confirm | Edit | Cancel |

Figure 10: NCAISS Account Request Review

Upon clicking “Confirm” the request will be submitted and NCAISS will display a confirmation page, as shown
in Figure 11. The confirmation page will display the user’s NCAISS Account ID.

Click “OK” to return to the DSS login page, or click “Register Certificate” to proceed directly to registering a
DoD-approved PKI certificate. Note: You will receive an email from DoNotReply@dss.mil confirming your
account creation.

NCAISS Account Request

NCAISS Account Registration Completed Successfully!

‘Your NCAISS User ID is:
create.test

You will also receive an email confirmation message containing your User ID. Please retain this information as it will be needed to
complete the certificate registration process. You may immediately register your DoD-approved PKI certificate by dicking the button
below.

Register Certificate

Figure 11: NCAISS Account Request Confirmation

3.2 New Accounts — Email Notifications

After a user submits NCAISS account request form and NCAISS creates the new user account, an email notification
is sent to the user indicating account creation, as shown in Figure 12. Note: Your new account name (Account ID) is
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provided in this email (as well as on the Account Request Confirmation page, shown in Figure 11). You created
your password during the self-enrollment process. Note: Emails from the NCAISS system will be sent from the

DoNotReply@dss.mil email address. Please make sure your email inbox settings are configured to allow messages

from DoNotReply@dss.mil as spam/junk-mail.
& NCAISS Account Registration Complete - Unicode (UTF-8)

HEE

]Ei\e Edt View Took Message Help

& & % L X

Reply  Replv &l Forward Pt Delete

wdl
)

Hddresses

Previous  Mlext

From:  donatreply@oracle.com

Date:  Thursday, July 03, 2014 9:25 AM

To: ncaiss test@dss il

Subject:  NCAISS Accourt Registration Camplete

Plaase be advised that your request for an NCAISS account has been processed and your account has been created Your NCAISS usemame s NCAISS TEST and your password is the ons set by you dunng sef-registration. Your

user infarmation is privileged and must nat e shared. You may now access NCAISS to register your CAC or ather DoD-approved PR Certificate. In order to enrallyour PR Certificate, select the "Register Certificate” ink available
onthe NCAISS Login page.

Ifyoul require assistance accessing or using NCAISS please refer o the FAQS (located at hitps Jisso dss miliopenssoidss cerifac isp) or contact the DoD Security Senvices (Call) Center at 1-888-282-7682 or email to
Call Center@dsshelp ang

Regards,
DSSNCAISS Team

Figure 12: NCAISS Account Created Email
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4 Register Certificate

NCAISS is a CAC/PKl-enforced system. To log into the system, users must use their CAC or DoD-approved
certificate and enter their Personal Identification Number (PIN). Prior to accessing NCAISS, new users must
register their certificate (i.e., associate their certificate to their NCAISS Account ID). This process takes place after a
user’s request for an account is approved and a user Account ID is created.

Note: Your new Account ID is provided on the account creation confirmation page and in the “account created”
notification email as shown in Figure 12.

Note: You already created your password when completing the “self-enrollment” form.

1. Access NCAISS by copy and pasting this link (https://ncaiss.dss.mil) into your web browser.

2. Accept the NCAISS Notice and Consent to Monitoring, as shown in Figure 1.

3. Onthe NCAISS Login page, click “Register Certificate” under the “Register CAC/ECA” section located in the
middle of the left column. Refer to Figure 13.

A
Defense Security Service Portal |
National Industrial Security Program (NISP) Central Access Information Security System) .,';, u
o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What is the Single Sign-on?

How do | create an NCAISS account?

How do | reset my password?

How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?

How do | log into NCAISS using my CAC/ECA?
How can | find help?

CAC error message "Page cannot be displayed™?

|

CAC/ECA Login

+ Additional NCAISS Information
+ DoD Approved PKis
Register for an account + DSS Application Status Information See ALL FAQs

-~
e
"
-
*
-~

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 13: Register Certificate Location

4. Enter your Account ID (provided immediately following account creation and in the account creation
notification email).

5. Enter the password that you set during the self-enroliment process.

6. Click “Submit” as shown in Figure 14.
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4 Home » CAC/ECA Register

CAC/ECALogin Enter your Account ID and Password and click Submit to associate your CAC/ECA certificate with your
account. You must have an account in order to register your CAC/ECA certificate.

Submit

How to Setup Firefox to use ActivClient?
DSS Portal not loading in Firefox?

# Whatis the DSS Portal?
What is the Single Sign-on?

How do | register for a DSS account?

# How to reset your password?

How do | associate CAC/ECA with my account?

“ From where do | get an ECA certificate?

& How do | log into DSS Portal using my CAC/ECA?

How can | find help?
& CAC error message "Page cannont be displayed™?
See ALL FAQs

Figure 14: Register Certificate Screen

7. Upon clicking submit, a pop-up box containing a list of digital certificates will appear. Select your certificate, as
shown in Figure 15. Note: If the window displays more than one certificate, scroll through the list and select
the appropriate one.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

Click here to view certificate prope...

SAMPLEUSER
Issuer. DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

Figure 15: Certificate Selection

8. Enter your PIN, as shown in Figure 16.
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Microsoft Smart Card Provider
Please enter your PIN.

D o

i i P

(o ][ oma ]

Figure 16: Certificate PIN Entry

9. If successful, a confirmation message will be displayed informing you that your certificate was registered
successfully, as shown in Figure 17. You may now login to NCAISS.

4 Home » CAC/ECA Register

Your CAC/ECA certificate has been registered successfully. You may now Login with your newly registered
CAC/ECA certificate. Note: You will not be prompted for PIN and/or Certificate.

CAC/ECALogin

How to Setup Firefox to use ActivClient?

DSS Portal not loading in Firefox?

Whatis the DSS Portal?

Whatis the Single Sign-on?

How do | register for a DSS account?

How to reset your password?

How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?

How do | log into DSS Portal using my CAC/ECA?
How can | find help?

CAC error message "Page cannont be displayed™?
* SeeALLFAQs

Figure 17: Successful Certificate Registration

4.1 Common Certificate Registration Errors
This section addresses the following errors that may occur during the PKI certificate registration process:
= Incorrect Account ID or Password
= Submitting without entering an Account ID or Password
= (Clicking “Cancel” button or no certificate is inserted (if using a CAC)
= Certificate already in use

= Receiving an “Error Page Cannot Be Displayed” message
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4.1.1 Incorrect Account ID or Password

An error message, as shown in Figure 18, is displayed when the user enters an incorrect Account ID or Password
when attempting to register a certificate.

4 Home » CACIECA Register

CAC/ECALogin Invalid Account ID and/or Password. If you have forgotten your password, please reset it via Forgot Your
Password feature.

o Forgot your password?

Figure 18: Invalid Account ID or Password During Certificate Registration
To resolve this problem:
= Make sure your Account ID and Password are correct:

o If either the Account ID or Password are incorrect, contact the DSS Knowledge Center for Account ID
retrieval and/or Password reset

4.1.2 Missing Account ID or Password

One of the following two messages, as shown in Figure 19 and Figure 20, will be displayed when a user clicks
“Submit” without entering an Account ID or password.

wWindowsz Internet Explorer x| |

/ ' ': Fleaze enter pour Account 1D,

Figure 19: Missing Account ID

Windows Internet Explorer |

/ ' ':‘ Pleaze enter your Pazsward.

Figure 20: Missing Password
To resolve this problem:

= Enter the Account ID that was provided immediately after account creation in the account creation
notification email and the password that you created during self-enroliment.
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4.1.3 Click “Cancel” or No Certificate Inserted (if Using a Hardware Token [e.g., CAC])

An error message is displayed when the user selects “Cancel” or when no hardware-based PKI token (e.g., CAC) is
inserted into the computer. CAC is inserted into the computer, as shown in Figure 21.

T Home » CACECA Register

CACTECA Cogin
' - o No cenicate selected ¥ you e using CAC, please ngert it and select a valit! Certific ate when
promoted

Rogister for an sccoant

o Forgot your password?

Figure 21: No Certificate Selected Error
To resolve this problem:
= Please select the appropriate certificate; or

= Insert your certificate (CAC) into the computer or smartcard reader

4.1.4 Certificate Already in Use

A certificate may only be registered to a single NCAISS User account. If you have already registered your certificate
to your account, then the system will display the following error message:

CAC/ECA Logm o Fa8ed t0 register CAC/ECA Decause your CACECA carficale is already fegisterad wilh ancther account

Rogiator for on accoust

P

\ o Forgot your password?

Figure 22: Certificate Already In-Use Error

To resolve this problem:

= Select “CAC/ECA Login” and log into the system using the certificate and PIN. Refer to Section 5, for more
details on how to login.

4.1.5 Receiving an “Error Page Cannot Be Displayed” Message

If you receive an “Error Page Cannot Be Displayed” message during the certificate registration process contact the
your local IT helpdesk to investigate potential browser or network settings that may be causing the error prior to
contacting the DSS Knowledge Center.
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5 Login to NCAISS

Once a user’s NCAISS User account has been created and a certificate is registered to the account, the user may log
into NCAISS.

1. Access NCAISS by copy and pasting this link (https://ncaiss.dss.mil) into the web browser.

2. Accept the NCAISS Notice and Consent to Monitoring, as shown in Figure 1.

3. Onthe NCAISS Login page, click “CAC/ECA Login” under the “Login to DSS Portal” section in the top left
column. Refer to Figure 23.

Defense Security Service Portal

National Industral Security Program (NISP) Central Access Information Security System (NG

0 Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

+ Setting up Firefox to work with Card readers?
* NCAISS not loading in Firefox?
+ Whatis the NCAISS?
+ Whatis the Single Sign-on?
+ How do | create an NCAISS account?

H + How do | reset my password?
Register Certificate + How do | associate CAC/ECA with my account?
4 From where do | get an ECA certificate?
+ How dol log into NCAISS using my CAC/ECA?
+ How can | find help?
# CAC emor message "Page cannot be displayed™?
+ See ALL FAQs

CACIECA Login

‘, 1T T

Regtster for an account

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 23: CAC/ECA Login Location

4. A window will pop up displaying one or more certificates on your system. Select your certificate. Note: Make
sure you select the certificate that you registered to your Account ID. Note: If you click “Cancel” without
selecting a certificate, you will receive a “This Page Cannot Be Displayed” page. To access NCAISS, close all
windows of your browser and return to step 1 above.

Select a Certificate

- SAMPLEUSER
Jssuer: DOD EMAL CA-3)
Valid From: 9/11/2013 to 8/11/2014

|| SAMPLEUSER

y Issuer. DOD CA-30
| Valid From: 9/11/2013 to 8/11/2014

Figure 24: Login to NCAISS - Certificate Selection
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5. Enter your PIN. Note: If you click “Cancel” without entering your PIN, you will receive a “This Page Cannot Be
Displayed” page. To access NCAISS, close all windows of your browser and return to step 1 above.

Microsoft Smart Card Provider
Please enter your PIN.

J.‘< P[N

Figure 25: Login to NCAISS - Certificate PIN Entry
6. You have logged in and will be directed to the NCAISS Home Page, as shown in Figure 26.

- E Acessbilty Sign Out  deborah.ncaiss  Help  Last Login: Tue Mar 17 04:42:40 COT 2015 O
Defense Security.Services Portal ’

National Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

7 Work Items

/My Profile
§ My Informaton

v/ Requests

(L) create/Modify Requests
8 Track Requests

/My Applications
) oBMS Applcation

Figure 26: NCAISS Home Page

Note: If you are prompted to select your PKI certificate, enter your PIN, and receive an “Internet Explorer Cannot
Display the Page” message, then refer to Section 4.1.5. This issue may be related to browser or network settings
and may affect system login as well.

5.1 Common Log-In Errors

When logging into NCAISS, there are a number of common errors that a user may encounter. This section
addresses the following errors that may occur during NCAISS login:

= No Certificate Registered

= Receiving an “Error Page Cannot Be Displayed” message

5.1.1 No Certificate Registered or Disabled Account

The user will see the error shown at the top of the login page (depicted in Figure 27) when he/she tries to log into
their NCAISS account before registering their certificate (i.e., CAC or DoD-approved PKI certificate), or after his/her
account has been disabled.
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CAC/ECA Authentication Failed

There was a problem with this browser accessing your CAC/ECA certificate for authentication. Please verify that you selected the certificate that has been
registered to your NCAISS account and try again.
You may have pressed the "Cancel" button in your browser's certificate selection prompt.
| If you're trying to authenticate with your CAC/ECA certificate, please clear your SSL sessions. In Internet Explorer, go to the Tools => Internet Options. Select the
| Content tab and press the Clear SSL State button. i
If the problem persists, you may need to contact your local IT help desk for additional support.
Additionally, your NCAISS account may have been disabled. If the above fixes did not resolve your problem please contact the DSS (Knowledge) Center.

Figure 27: Certificate Not Registered Error Message
To resolve this problem:

= |f you have not registered your CAC or DoD-approved PKI certificate, then follow the instructions to do so in
Section 4.

= |f you have registered your CAC or DoD-approved PKI certificate, then:
o Make sure that you selected the correct certificate during the certificate selection process; and/or
o Re-register your certificate; and/or

o Contact the DSS Knowledge Center to verify if your account has been disabled.

5.1.2 Receiving an “Error Page Cannot Be Displayed” Message

If you receive an “Error Page Cannot Be Displayed” message during the certificate registration process contact the
your local IT helpdesk to investigate potential browser or network settings that may be causing the error prior to
contacting the DSS Knowledge Center.
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6 Navigating the NCAISS Home Page

The NCAISS Home Page enables users to access the systems/applications/resources for which they have been
authorized. As depicted in Figure 28, the home page links (on the left hand side of the page) provide access to
various capabilities within NCAISS. All NCAISS users have access to a standard set of links that allow them to
perform basic functions within the NCAISS Solution, including:

=  Work Items — allows users to view/manage access requests for which they serve as a Sponsor or Approver (see
Section 9)

= My Profile — the “My Information” link in this section allows a user to view/manage their user information,
change a user’s challenge questions, change a user’s password, and create delegations (see Sections 7 and 10)

= Requests —the “Create/Modify Requests” link directs users to a NCAISS page where they can request NCAISS
roles, and access to integrated applications

= My Applications — this section displays links to all the integrated applications that the user has access to

Depending on the user’s privileges, additional links are displayed on the left hand side of the home page
representing additional NCAISS components that the user can access, including:

= “Reports” link — allows a DSS information security official (Information Assurance [IA] User access to various
reports and auditing capabilities

= Administration — the “Users” link in this section enables a DSS Knowledge Center agent to perform
administrative/support services within the NCAISS (see Account Administrator User Guide for additional
information)

A

Defense Security Services Portal

Natiopal Industrial iercurity Program (NISP) Central Access Information Security System (NCAISS)

[#] Work Items

My Profile
@ My Information

v/ Requests

() Create/Modify Requests
@8 Track Requests

v My Applications
OBMS Application

Figure 28: NCAISS Home Page Links
Note: NCAISS uses tabbed browsing, similar to Internet Explorer (v8.0 or newer).

The remainder of this section provides overview information for locating and using the different
components/applications on the NCAISS Home Page.

6.1 DSS Login Information

The DSS Login Information lists the last time the user was logged into NCAISS. This function is located at the top
right corner of the NCAISS Home Page.
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Natiop Incustal Seaurity Program (NISP) Central Access Information Security System (NCAISS)

i

i - - Accessbity  SgnOut delx Bl Last Login: Tue Mar 17 04:42:40 COT 2015 (@]
Defense Security.Services Portal ‘

@ Work Items
¥ My Profile

§ My Information
v Requests

() Create/Modify Requests
8 Trock Requests

v My Applications
5 otms Appication

Figure 29 highlights the “DSS Login Information” on the home page.

S - Accessbiily SgnOut  delx s hefl  Last Login: Tue Mar 17 04:42:40 COT 2015 (@)
Defense Security.Services Portal ‘

Natiopl Incustral Seaurty Program (NISP) Central Access Information Security System (NCAISS)

¥

@ Work Items

¥ My Profile
§ My Information

v Requests
() Create/Modify Requests
8 Track Requests

v My Applications
5 ogms Appication

Figure 29: NCAISS Home Page Login Information

6.2 Session Expiration

A user’s NCAISS session will timeout when it sits idle for more than thirty (30) minutes. If you wish to terminate
your session, you may do so by:

= (Clicking on the “Sign Out” button in the top right corner of the NCAISS Home Page;
= Allowing the session to timeout/expire; or

= Exiting (closing) the web browser.

6.3 Banner Links

While using NCAISS, a user can access several links that are located in the NCAISS banner as shown in Figure 30.

Accesshbity  SignOut - deborahincalss  Help — Last Login: Tue Mar 17 04:42:40 COT 2015

Defense Security.Services Portal

Natiopal Industrial Securty Prograr (NISP) Centrl Access Information Secrity System (NCAISS):

Figure 30: NCAISS Banner Links
A user can use the NCAISS banner links to perform the following actions:

= Accessibility — allows users to enable accessibility functions such as the use of a screen reader, high contrast
colors, and large fonts.

= Sign Out — allows users to sign out/log out of NCAISS. See Section 11 for details on logging out of NCAISS.
= Help — provides users with a list of NCAISS help pages to address commonly used system features.
To enable accessibility functions, take the following steps:

1. Click the “Accessibility” link in the banner as shown in Figure 30.
2. Select the check boxes for the desired options as shown in Figure 31. Click the “OK” button.
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Accessibility L}

{7 Tuse a screen reader
] 1use high contrast colors

Figure 31: NCAISS Banner — Accessibility Functions

To access NCAISS help pages, take the following steps:
1. Click the “Help” link in the banner as shown in Figure 30. Note: Clicking the “Help” link opens the main NCAISS

Help page in a new Internet browser tab.

2. Click the help page title link to view the desire page as shown in Figure 32. Note: Help pages are not context
sensitive (i.e., the same list of help options will be available throughout the system).

Defense S ity. Services Portal
National Indus m (NISP) Central Access Information Security System (NCAISS)

‘Work Items (Approvals)

NOTE: to retum to your

Figure 32: NCAISS Banner — NCAISS Help
3. Click the “NCAISS Help” button to return to the main NCAISS Help page as shown in Figure 33.
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Defense Security,Services Portal

National Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

NCAISS Help: User Home Page

Welcome to the NCAISS User Interface. The use of some listed features may be limited to DSS Officials and System Administrators.

The NCAISS Home Page facilitates timely management of your work items and allows you to request additional NCAISS roles as well as access
to applications that are integrated with the NCAISS solution. NCAISS uses tabbed browsing, similar to most Internet Browsers; application

links (e.g., Work Items, My Information) will open within a new application tab. You may navigate between tabs by selecting the desired tab
near the top of the application window; unused tabs may be closed.

M Approvals To view and manage approvals click the dlick the Work Items link. NOTE: The Work Items page contains a separate
help file with specific information on managing approvas.

To delegate work items to another NCAISS user, or change delegation status, dlick the My Information link, and the Delegation expand
armow. NOTE: The My Information page contains a separate help file with specific information on delegating work items.

Requesting an NCAISS Role or Application Access
If you require an NCAISS role or Application Access dlick the Create/Modify Requests link, and you will be taken to the Role/Application
Request where you

can complete your request. NOTE: Role/Application Request page contains a separate heip file with specific
information on requesting NCAISS Roles and Application access.

Accessing Applications Links to the for which a user h found in the My Appli section of the user's
NCAISS Home Page. To access an application click the appropriate link.

NOTE: Please dose this tab to retum to your NCAISS home.

Figure 33: NCAISS Banner — Return to Main NCAISS Help Page

HS0021-15-F-0111 Page 22



Defense Security Service NCAISS User Guide

7 Update Profile Data

The “My Information” link on the NCAISS Home Page allows users to view and update their profile information.
The user profile information is accessed via the “My Information” link on the left side of the NCAISS Home Page, as
depicted in Figure 34.

Accessibility  Sign Out Help  Last Login: Wed Mar 18 04:43:38 COT 2015

Defense Security,Services Portal
Natiopal Industrial sicunty Program (NISP) Central Access Information Security System (NCAISS)

g

(& Work Items

¥ My Profile
@ My Information

v Requests
(L) Create/Modify Requests
@ Track Requests

¥ My Applications
i 0BMS Application

Figure 34: NCAISS Home Page My Information Link
The “My Information” tab includes four (4) sections, as shown in Figure 35.
= Basic User Information (Name, Contact Information, etc.)
= Change Password
= Challenge Questions
= Delegation

The Basic User Information, Change Password, and Challenge Questions sections are covered in greater detail in
the sub-sections that follow, while Delegation is discussed in detail in Section 10. Note: The Basic User Information
in the “My Information” page is displayed in read-only format; users must click the “Edit” link, as described in
Section 7.1 to modify their Basic User Information.

§ My Information iF]
gordon ncaiss * Required fiekds

v Basic User Information
Edit

Profile Content
Tite
First Name  gordon
Middle: Name
*Last Name ncaiss
Suffc
User Login  GORDON.NCAISS
E-mail gordon.ncaiss@dss.mil
Contact Information
Telephone 222-222-1222 (&2
Street 123 Gordon
City Gordon
State Hawaii
Postal Code 22222

Country
»/Change Password
5] challenge Questions
*| Delegation

Figure 35: My Information

7.1 Basic User Information

Within the “Basic User Information” area, a user is able to view relevant information about the user’s account. A
user can update profile data by taking the following steps:

1. Click “Edit” to access the “Update My Information” page, shown in Figure 36.
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& My Information
gordon ncaiss

v|Basic User Information

Profile Content
Title
First Name gordon
Middle Name
*Last Name ncaiss
Suffic
User Login  GORDON.NCAISS
E-mail gordon.ncaiss@dss.mil
Contact Information
Telephone 222-222-222t&
Street 123 Gordon
City Gordon
State Hawaii
Postal Code 22222
Country

» Change Password

> Challenge Questions

>/ Delegation

=

* Required fiekds

Click “Edit” ——

Figure 36: My Information — Basic User Information

On the “Update My Information” page, enter the applicable changes in the appropriate fields and click

“Update” as shown in Figure 37. Note: Users cannot change their first or last name. If you need to change your
first or last name, contact the DSS Knowledge Center. Note: Clicking cancel returns you to the NCAISS Home
Page. Note: If the email address domain is being updated, NCAISS will remove the user’s existing OBMS access
and internal NCAISS roles.

Update My Information

Please complete all information requested below and click "Submit’ when complete, or dick 'Cancel’ to return to account management.

Title

First Name
Middle Name
Last Name

Suffix
User ID

Email

DSS Internal User
Phone
Organization Name
Street Address

City

State

Zip Code

Country

[[upce] |§arw1

gordon

ncaiss

GORDON.NCAISS1

Please note: email address domain name changes will result in all NISS and OBMS-related accounts and
access privileges and all NCAISS roles being revoked.

gordon.ncaiss@dss.mil

Wl By checking this box, I confirm that I am a DSS internal user (i.e., DSS employee or contractor).
123-123-1234

test

testtest

City Changed 1.1 Test
Alabama v
11111

Click Update

Figure 37: My Information — Update Profile Data
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3. Upon submission, a confirmation page will display as shown in Figure 38. Click “Return to DSS Portal” to return
to the NCAISS Home Page. Note: Upon completion of profile data updates, the user can view any applied

changes by accessing the “My Information” link from the NCAISS Home Page.
Update My Information

Request Completed Successfully!

Your user information was updated with the following attributes.

Title
First Name gordon
Middle Name
Last Name ncaiss
Suffix
User ID GORDON.NCAISS
Email gordon.ncaiss@dss.mil
Phone 222-222-2222¢&
Organization Name dss
Street Address 123 Gordon
City Gordon
State Hawaii
Zip Code 22222
Country

<—— Click Here

Figure 38: My Information — Update Profile Data Confirmation

7.2 Reset Password

Within the “Reset Password” area, users are able to change the password used for registering a certificate and set
during self-registration. To reset the password, click the arrow next to “Change Password” to expand the Change
password area; enter the old password, and the new password, then click “Apply,” shown in Figure 39. Note: the
password set at this stage must meet established DoD password complexity criteria.

& My Information

gordon ncaiss * Required fields

~|Basic User Information
Edit

Profile Content
Title
First Name gordon
Middle Name
*Last Name ncaiss
Suffix
User Login  GORDON.NCAISS
E-mail gordon.ncaiss@dss.mil
Contact Information
Telephone 222-222-2222 (&
Street 123 Gordon
City Gordon
State
Postal Code 11112
Country

:C nge Password

. * Indicates Required Field]  Apply | Cancel
Click “Apply” —>

* Old Password
* New Password @

* Confirm New Password

Figure 39: My Information — Reset Password
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7.3 Challenge Questions

Within the “Challenge Questions” area, users are able to change the challenge questions they set during self-
registration. To reset the challenge questions, click the arrow next to “Challenge Questions” to expand the
challenge question area; select three challenge questions, and provide the corresponding answers, then click
“Apply,” shown in Figure 40. Note: Previously entered challenge questions will not be displayed for security
reasons and will be overwritten by the newly set questions/responses.

& My Information

gordon ncaiss * Required fields

~|Basic User Information
Edit

Profile Content
Title
First Name gordon
Middle Name
*Last Name  ncaiss
Suffix
User Login  GORDON.NCAISS
E-mail gordon.ncaiss@dss. mil
Contact Information
Telephone 222-222-2222 (%
Street 123 Gordon
City Gordon
State
Postal Code 11112
Country

»|Change Password

~|Challenge Questions
Youl jons and answers are already set. However, you can use the below form to set them new. - T ”
Click “Apply .m

* Questionl 2 * Answer1
* Question2 [v] * Answer2
* Question3 vl * Answer3

Figure 40: My Information - Challenge Questions
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8 Requesting NCAISS Roles

A user may request an additional NCAISS Role from the NCAISS Home Page by taking the following steps:
1.

Click the “Create/Modify Requests” link.

» L Accessibility  Sign Out Help  Last Login: Wed Mar 18 04:43:38 COT 2015 o
Pefense Security,Services Portal i
Natiopal Industrial Secuity Program (NISP) Central Access Information Security System (NCAISS) U

L 4
[ Work Items

~ My Profile
lenformauon

¥ My Applications
8§ o8Ms Application

Figure 41: Requesting Roles/Access from the NCAISS Home Page

2. The Role and Application Access Request page is displayed. Click “Request an NCAISS Role.” Note: Additional
application request links will display on the Application Access Request Page as new applications/resources
are integrated with the NCAISS Solution.

NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

| Request an NCAISS Role | €= Click Here

NISS Requests

Request/Manage NISS Access

OBMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 42: Requesting an NCAISS Role from the Application Access Request Page

3. The Request NCAISS Role form is displayed, as shown in Figure 43.
Select the appropriate role from the “Role Name” drop-down, depending on the needed access.

5. Complete the NCAISS Role request form by providing your Sponsor’s email address Note: When requesting an
NCAISS Role, your Sponsor must be a DSS Internal User.

&
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1 p o Retun to DSS Portat  Sign Out Help
Defense Security.Service Portal
National Incusta Sequry Program (NISP) Central Accss Infomaion Secury System (NCAIS) U

NCAISS Role Request

Select Role
Please fill out the following information for your role request.

User ID JOE.NCAISSI
First Name: joe
Middle Name
Last Name. ncaiss
Email _joe.ncaiss@mail.mil
* Role Name | -—Select Role— L

* Sponsor Email

| |
MNext| Cancel)

Figure 43: NCAISS Role Request Form

6. Click “Cancel” to cancel the request. Note: Data entered will be cleared once you hit “Cancel.”

Click “Next” to proceed.

8. A confirmation page will be displayed, as shown in Figure 44. Review the accuracy of the information
presented.

9. Click “Cancel” to cancel the request. Note: Data entered will be cleared once you click “Cancel.”

10. Click “Edit” to edit the information displayed.

11. Click “Confirm” to submit your role request for review.

P : RetuntoDSSPortal SignOut  J0E.M Help
Defense Security.Service Portal
Netonal Inustial Security Pogram (NS) Centrl Accss Information Securty System (NCAISS) U

NCAISS Role Request

~

Confirm Request
Pease confirm your role request information.

User ID JOENCAISSI
First Name joe
Middlename Name
Last Name: ncaiss

Email joe.ncaiss@mail.mil
Role Account_Administrator

Sporsor Email  rudy.ncaiss@dss.mil
[ o
Figure 44: NCAISS Role Request Confirmation

12. Upon form submission, a Request Successful page will be displayed. Click “Ok” to return to the NCAISS Home
Page.

NCAISS Role Request

Request Completed Successfully!

The following role request was successfully submitted for approval with Request ID: 882.

Request For NCAISS1.TEST1
Requested Role Validating_Official

Figure 45: NCAISS Role Request Successful Page
13. Click “Sign out” (at the top right side of the page) to log out of NCAISS.
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Defense Security.Services Portal
Ntiopal Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

4

2 Work Items

My Profile
§ My Information
v Requests
(L) Create/Moddy Requests
@ Trock Requests
My Applications
8 08w Appication

m-v 0SS Help  Last Login: Tue Mar 17 04:42:40 COT 2015 ‘ o

Figure 46: Signing out of NCAISS

Note: Your submitted request will be sent to your Sponsor’s inbox for approval and they will be notified via email.
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9 Approving/Rejecting Account Requests

When NCAISS users submit requests for additional roles and/or access to integrated applications, these requests
are posted in the Sponsors’/Approvers’ inboxes. As depicted in Figure 47 new requests that require review and
approval can be viewed by clicking the “Work Items” link on the left hand side of the NCAISS Home Page.

Note: The number of approval steps and the approvers involved are determined based on the type of role or
application access that is requested; however, the basic approval process remains unchanged from the process
documented below.

Defer;se Security.Services Portal sk B @ 2

Natiopal Industrial %amty Program (NISP) Central Access Information Security System (NCAISS)

S

¥ My Profile
@ My Information

~ Requests
() Create/Modify Requests
@8 Track Requests

> My Applications
¥ Administration

Figure 47: NCAISS Home Page — Accessing Approval Items

Clicking the “Work Items” link allows a user to see a list of requests awaiting their review and approval, as depicted
in Figure 48.

> A Accessbilty  Sign Out Hep  Last Login: Tue Mar 17 09:49:25 CDT 2015 (@)
Defense Security.Services Portal
Netioghl Incustia Securty Program (NISP) Centrl Access Informetion Security System (NCAISS) U

QMIlems &lnbox :;
« My Profile Views | om */7% |80 aoesy Qv | MeamyGop V] Asgned Ve )
§ My Informaticn 8 [Tee Nernber Creator Assgned Priorty
v Requests Inbox B NS Role Approval Request for rajv ncaiss 20197 rajv.ncaiss Mar 18, 015 3SPM 3 v|
(L) Create/Modify Requests My Tasks (1)

8 Track Requests

Views

» My Applications
Due Soon

v Administration High Prioy
Past Day
Past Week
Past Month
Past Quarter
Manual Provisioning
New Tasks

4 Pending Approvals 1

Figure 48: Work Items

9.1 Approving NCAISS Role Requests

Once a user’s NCAISS account is established, he/she may request additional roles in NCAISS, to include Account
Administrator, Validating Official, and IA User. The submitted requests are posted in the appropriate Sponsor’s
Work Items list. If the a User requests the role of Validating Official, then a “Validating Official” must review the
request once it has been approved by the user’s Sponsor. Once the Validating Official verifies the security level for
the requester, they may approve or reject the request. If the requestor has selected an “Account Administrator”
account type, the workflow includes an Account Administrator review of the request, following approval by both
the Sponsor and Validating Official. Note: Request rejections are addressed in Section 9.2.

1. Loginto NCAISS.

2. The NCAISS Home Page is displayed, as shown in Figure 26.

3. Click on the “Work Items” link.

4. The “Inbox” tab is displayed with a list of requests awaiting approval, as shown in Figure 49.
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i - - Accessibiy - Sign Out Hep  LastLogin: Tue Mar 17 09:49:25 COT 2015 (@]
Defense Security,Services Portal
National Indushial Seaurty Program (NISP) Central Access Information Security System (NCAISS) U
3
2 vk e & Inbox &
¥ My Profile Views 4| My Task /% 0 0 aose Qlv | MeamyGop [v] Assgned voE - )
§ My Information |8 [mee Number Creator (Assigned Prionity
+ Requests Inbox B NCAISS Role Approval Request for rajv ncaiss 20197 rajvncass Mar 18, 015 :1SPM 3]
() Create/Modify Requests My Tasks (1)
@8 Track Requests \
Views
> My Applications
De Soon
¥ Administration Hoh Pty
Past Dy
Past Week
Past Month
Past Quarter
Manual Provisioning
MNew Tasks
4 pending Approvals 1

Figure 49: NCAISS Role Requests Awaiting Approval

o

Click on the request you wish to review and approve to launch the Account Request Approval detail view.

6. The Account Request Approval detail view is displayed, as shown in Figure 50. Here you can view the account
details and the account type the user is requesting.

7. Review the request and click “Approve.” Note: If you are a Validating Official or a Knowledge Center user you
will first have to click the “Claim” button on the request detail to claim the item before being able to approve
or reject the item. Note: After the Sponsor approves the request, the request is forwarded to other NCAISS

role holders for subsequent approvals (i.e., Validating Official for Validating Official and IA User access

requests and Validating Official and Account Administrator for Account Administrator access requests).

2 e Accessibifity  Sign Out  jeffncaiss  Help  Last Login : Thu Jun 30 11:09:23 CDT 2016
Defense Security,Service Portal
Natiopal Industrial S_gcun'ty Program (NISP) Central Access Information Security System (NCAISS)

& mnbox [ NCAISS Role Approval Requ...

&) Work Items
« My Profile NCAISS Role Approval Request for gordon ncaiss Click Here Reject |
' B i First Name  gordon
v Requests Middle Name
() Create/Modify Requests Last Name ncaiss
9 Track Requests Login GORDON.NCAISS1
« My Applications Email gordon.ncaiss@dss.mil
Bxisting Role(s) STEPP User
Requested Role Validating_Official
¥ Administration

v Comments Click here to enter comments [§
No data to display

Figure 50: NCAISS Role Request Approval

8. After approving, click the “X” in the approval item tab to close it and return to the “Inbox” tab to display the
remaining number of approvals on the list. Note: You will have to hover over the end of the tab for the “X” to
appear.
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& 5 Accessibility  Sign Out Help  Last Login: Tue Mar 17 09:49:25 CDT 2015 (=]
Defense Security.Services Portal L
atiopl Industrial Securty Program (NISP) Central Access Information Security System (NCAISS)

& inbox [ NCAISS Role Approval Requ... B B

& Work Items

My Profile
§ My Information

v Requests
() Create/Modify Requests

iy Click to Close Tab

> Administration

Figure 51: Close NCAISS Approval Item

9.2 Rejecting a Request

NCAISS Users that receive an access request Work Item have the capability to review the request and either
approve or reject it. NCAISS users follow the same process to reject a request. Note: Work Items that are rejected
require the user to enter a custom comment to indicate the justification for rejection.

1. Click on the request you wish to view, as shown in Figure 49.

2. The Account Request detail view is displayed, as shown in Figure 52. Here you can view the account details
and the account type the user is requesting.

3. Iftherequest is not valid, select “Reject,” and the Solution notifies the Access Requestor that request is
denied. Note: Comments must be entered to reject a request. Click the comment icon above the comment
box to enter comments.

S 1 Accessibity  Sign Out S Help Last Login : Wed May 04 09:36:50 COT 2016 (@)
Defense Security.Service Portal .

National Industial Seauriy Program (NISP) Central Access Information Security System (NCAISS)

@ Workitens Sibox [ NeIss Role Approval Requ.. B
« My Profle NCAISS Role Approval Request for kyle ncaiss Click Here —= -.

§ My Information

First Name kyle

v Requests Midde Name

(3 Create/Modify Requests Last Name ncaiss

8 Track Requests Login KYLE.NCAISS!
v My Applications Email kyle.ncatss@dss.mil

Existing Role(s) OBMS User

ﬂ 08MS Applcation Requested Role 1A_User

3m Aopicaton v Comments Cick e toener connents[§ €—— Click Commient icon to enter
v/ Adniristration o data to dispay comments

& sers

Figure 52: NCAISS Role Request Rejection

4. Therequest is rejected and an email is sent to the user with the reason it was rejected.

5. After rejecting, click the “X” in the approval item tab to close it and return to the “Inbox” tab to display the
remaining number of approvals on the list, as shown in Figure 51. Note: You will have to hover over the end of
the tab for the “X” to appear.
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10 Delegating Work Items

NCAISS users that receive Work Items (e.g., access approval requests) may delegate his/her Work Items to another
user for a specified period of time. Work Item delegation can help determine that access requests are processed
promptly and efficiently during prolonged absences. When delegating Work Items, it is the responsibility of the
Delegator to determine that the Delegate is fully capable of completing the assigned work tasks. The process for
delegating Work Items is the same for NCAISS users and follows the process outlined below. Note: Only one
delegation may be set for a specified period of time. If you have set up a delegation for a specific period of time,
the system will not allow you to set up another delegation that over laps with the time period set in the existing
delegation.

1. From the NCAISS Home Page, click the “My Information,” link as shown in Figure 34.
2. Onthe “My Information” tab click the arrow next to “Delegation” to expand the “Delegation” area, as shown
in Figure 53.
& My Information

*/Change Password

2 Challenge Questions

viDelegation
Curre
Adions v Views | JEGt dpadd  3gRemove  @Refresh 3¢ Removesd | pfivetach
Row|Proxy Name St Date EndDate Relationship Last Updated Status
Mo data bo display

Past

@refrech | B Detech
Row Proxy Name Start Date End Date Relationship Last Updated [Status
T data bo dsplay

Figure 53: Delegating Work Items from the My Information Link

3. The Delegation area displays active or ended delegations and allows the user to begin a new Delegation.
4. Click “+Add” to initiate a new Delegation.
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& My Information

> Change Password

2/Challenge Questions
Delegation
Current

fiors» Vews | JER ad Reooe  QRefesh Rrenoed | Hioesd
[RolProcy hame |endoste [Relstorstio latUpdated _[Stats

o data to dsplay

Past
W Hiowsa
Name Start Date [endDate [Relationship JuastUpdated  [stabus

o dsta to dspley

Figure 54: Begin New Delegation

5. A pop-up box will appear with fields for the delegate, delegation start date, and delegation end date. Click the
magnifying glass icon next to the delegate field.

Figure 55: Delegation Detail Criteria

6. Locate the desired user by selecting and entering search criteria.
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Figure 56: Delegation User Search

7. Click on the user you wish to set as the delegate, and click “Select.”

Colmns Hdden 66

Click “Select” W

Figure 57: Delegation User Selection

8. Once you’ve found the appropriate user you will be directed back to a pop-up window. Enter the Start Date
and End Date for the period in which you would like to delegate your Work Items, and click “Apply.”

Figure 58: Set Delegation Parameters

9. The delegation task will be created and you will be returned to the My Information tab. Here you will see the
new delegation task in the Current delegation box.
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§ My Information
»/Change Password

2/ challenge Questions

v Delegation
Current
Adioes v Veww FEdt oqpadd  ${Renove  [fRefresh 3¢ Removenl | BfiDetach
Row Proy Name [Start Date End Date: Relationship Last Updated Status
1 nciss2.test2 izl Tsfants Other Th4f2014 InProgress
1
Past
Wiretesh | B vetach
Rom[Proxy Hame [start Date lEndoate [Relsticnship [Lastupdated _|status
No data to display

Figure 59: Completed Delegation Summary
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11 Logging Out

Users may log out of NCAISS using the “Sign Out” link or by closing their web browser. The process and screen
shots below demonstrate logging out of NCAISS using the “Sign Out” link.

1. From each screen within NCAISS, click on the “Sign Out” link in the top right corner, as shown in Figure 60.
2. Once logged out, the NCAISS Login Page is displayed. Note: You must close your web browser to fully

terminate the session.

Defense Security.Services Portal

National Industrial Seaurity Program (NISP) Central Access Information Security System (NCAISS)

& Work Items

My Profile
§ My Information
v Requests
(L Create/Moddy Requests
@ Trock Requests
v My Applications
8 0Bms Appication

Defense Security Service Portal

National Industrial Security Program (NISP) Central Access Information Security System (NG

Figure 60: NCAISS Home Page Log Out

Q Thank you for using the DSS Portal. You have been logged out of the system. It is recommended that you close all open browser windows to
terminate your session. Your CAC/ECA information remains in the browser until it has been closed.

CAC/ECA Login

i
l I Register Certificate

Register for an account

[IﬂIINIHimlmIﬂ\llﬂlﬂllhll|IﬂlllNlllmlIlNIIHﬂIllllilﬂllHIlIIlﬂIIIIIﬂIlHIﬂillli

# Additional NCAISS Information

+ DSS Appiication Status Information

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What is the Single Sign-on?

How do | create an NCAISS account?

How do | resel my password?

How do | associate CAC/ECA with my account? it it i \‘I‘ it (it I
From where do | get an ECA certificate? H I
How do | log into NCAISS using my CAC/ECA? | |

How can | find help?

CAC error message “Page cannot be displayed"?

See ALL FAQs

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 61: Successful Logout

s Help  Last Login: Tue Mar 17 04:42:40 COT 2015 ‘ o

Ittt e
il
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12 OBMS Application NCAISS User Guide

This section describes the step-by-step processes for requesting access to, accessing, and managing users for the
OBMS application using the NCAISS Solution. Note: This portion of the User Guide focuses exclusively on use of the
NCAISS Solution as it relates to the OBMS application. Actions that a user may take within the OBMS application,
following authentication, are out of scope for this User Guide. This section assumes that an OBMS access requestor
already has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-
by-step instructions for NCAISS self-enrollment.

12.1 Accessing OBMS

CAC/PKI authentication is the process through which OBMS users, regardless of role, will access the OBMS
application using the CAC or a DoD-approved PKI certificate. For convenience, there are two ways in which a user
may authenticate to OBMS, including:

= Navigate to the public-facing OBMS home page and click “Login” (CAC/PKI Authentication from OBMS)
= Access OBMS from the NCAISS (CAC/PKI Authentication from NCAISS)

The following sections provide step-by-step instructions for accessing OBMS using the two methods described
above. Note: This section assumes that the User already possesses valid NCAISS and OBMS application accounts.

12.1.1 CAC/PKI Authentication from OBMS

The steps below describe the process for accessing OBMS via NCAISS from the OBMS homepage through the use of
a CAC or DoD-approved PKI certificate.

1. Navigate to the OBMS unauthenticated homepage (www.obms.dss.mil).
2. Accept the Disclaimer

N Dx NSE N RITY SERVY
OFFICE OF THE DESIGNATED APPROVING AUTHORITY (ODAA)
BUSINESS MANAGEMENT SYSTEM

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized
use only. By using this IS (which includes any device attached to this IS), you consent to the following
conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not
limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to protect USG interests—
not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative
searching or monitoring of the content of privileged communications, or work product, related to
personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential See User Agreement for details.

Accept Decline

Figure 62: Unauthenticated OBMS Home Page

tll

3. You are redirected to the NCAISS Notice and Consent to Monitoring page, as shown in Figure 63. Select
Accept” to proceed.

HS0021-15-F-0111 Page 38


http://www.obms.dss.mil/

Defense Security Service NCAISS User Guide

Defense Security Service Portal

MationalIndustrifal Security Program (NISP) Central Access Information Security System (

VAccept

Figure 63: NCAISS Notice and Consent to Monitoring

4. The unauthenticated NCAISS page is displayed, as shown in Figure 64. Select “CAC/ECA Login” to proceed.

Defense Security Service Portal

National Industrial Security Program (NISP) Central Access Information Security System k

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What i the Single Sign-on?

How do | create an NCAISS account?

CAC/ECA Login

Read more |

|
T D ,[
I

How do | reset my password?
How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?

How do | log into NCAISS using my CAC/ECA?
How can | find help?

CAC error message "Page cannot be displayed™?
See ALL FAQs

+ Additional NCAISS Information
# DoD Approved PKis
Register for an account # DSS Application Status Information

2R 2 2 O

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

FOR
Copyright © 2014 - [ ig! ¢ Vi

Figure 64: Unauthenticated NCAISS Home Page

5. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.
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Select a Certificate

SAMPLEUSER
Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

Click hereto view certificate prope...
[T=d| SAMPLEUSER
] Jssuer: 00D CA-0
Valid From: 9/11/2013 to 8/11/2014

(o ) [Loms |

Figure 65: Certificate Selection

6. Enter your PIN.

Microsoft Smart Card Provider
Please enter your PIN.

Bl

(o J (Lo ]

Figure 66: PIN Entry

The NCAISS Solution authenticates you, and directs you to OBMS. The OBMS user’s homepage is displayed, as
shown in

7. Figure 67.
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) ob 0
P
# Home Certification and Accreditation Module = ISAYMOU/A) Module = ReportModule Helpw
OBMS Home Page - Contractor Submitter
U Hotifications |
< Mz2]3]a]ls][e][z] (8 ]l2 ][] [» ] w
- Poste = subject ¢ Sender &
|:| 2013-10-25 Accreditation package 77777-20130913-00005-00010 Verzien 1.0 has been submitted for review with CAGE Code 65724 listed az a Child Mode. ugerl, odaa
l:‘ 2013-10-11 Accreditation package 77777-20131011-00001-00002 Vereion 1.0 has been submitted for review with CAGE Code 66724 listed as a Child Mode. uger, odaa
l:‘ 2013-10-02 A Walidation Visit has been scheduled for 868784-20130812-00010-00001 Version 1.0. User, OBMS
l:‘ 2013-10-03 A Walidation Visit has been scheduled for 56784-20130812-00008-00001 Version 1.0. User, OBMS
s | <o | M[2][s][a][s][6][7][8][s][s0] [» ][ »
® Open Hotification
For Official Use Only
Release Version: OBMS 2.0.0 (10 October 2013)

Figure 67: OBMS User Home Page

Note: OBMS users with multiple OBMS roles will be prompted by OBMS to select the role that they would like to
use during a given session, as shown in Figure 68. If applicable, select the desired role from the drop down menu
and click “Submit.”

(&) OBMS

DEFENSE SECURITY SERVICE

Please select a role
Select v
Submit
For Official Use Only

Release Version: OBMS 5.0 (3 May 2012)

Figure 68: Multiple OBMS Role Selection

12.1.2 CAC/PKI Authentication (to OBMS) from NCAISS

The steps below describe the process for accessing the OBMS application from NCAISS through the use of a CAC or
DoD-approved PKI certificate.

1. Navigate to the NCAISS (https://ncaiss.dss.mil) in your web browser.
Authenticate to NCAISS, as described in Section 5.

Upon authentication, the NCAISS Home Page is displayed.

Click the “OBMS Application” link, as shown in Figure 69.

OBMS allows User application access.

vk wnN
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(& Work Items

¥ My Profile
§ My Information

v Requests
(L) Create/Modify Requests
@8 Track Requests

«—— Click Here

Figure 69: Accessing OBMS from the NCAISS Home Page

NCAISS will direct you to OBMS and the OBMS user home page is displayed, as shown in
6. Figure 67.

Note: OBMS users with multiple OBMS roles will be prompted by OBMS to select the role that they would like to
use during a given session, as shown in Figure 68. If applicable, select the desired role from the drop down menu
and click “Submit.”

12.2 Requesting Access to OBMS

In order to gain access to OBMS, an NCAISS user must request access using the OBMS access request form from
within the NCAISS. Based upon the user’s affiliation with DSS, NCAISS will display the appropriate OBMS access
request form. OBMS Internal Users, either DSS employees or contractors — who checked the “DSS Internal User”
checkbox during NCAISS account registration — will complete the Internal OBMS access request form, as described
in Section 12.2.1. OBMS External Government Users, individuals from the industrial security community,
representing a Federal Government organization, that have a .mil or .gov (hon-DSS) email address — who did not
check the “DSS Internal User” checkbox during NCAISS account registration — will complete the External
Government Submitter OBMS access request form, as described in Section 12.2.2. OBMS External Contractor
Submitter Users, industry users with an email address other than .gov or .mil (e.g., .com, .org, etc.), will complete
the External OBMS Contractor Submitter access request form, as described in Section 12.2.3. The following
sections provide step-by-step instructions for requesting access to OBMS, based upon your affiliation with DSS.

12.2.1 OBMS Internal User Account Request

This process allows an Internal OBMS Access Requestor (i.e., DSS employee or contractor) to request access to the
OBMS application. Note: This process assumes that the Access Requestor has checked the “DSS Internal User”
checkbox during NCAISS account registration and has already logged into his/her valid NCAISS account, as
described in Section 5.

1.

Once logged into NCAISS, click the “Create/Modify Requests” link, as shown in Figure 70.

Accessibility  Sign Out Help  Last Login: Wed Mar 18 04:43:38 CDT 2015

Defense Security,Services Portal

Click Here

Figure 70: Create/Modify Requests

2. Click the “Request/Manage OBMS Access” link as shown in Figure 71.
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NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

OBMS Requests
Request/Manage OBMS Access | €= Click Here

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 71: Requesting Access to OBMS

3. NCAISS will determine that you are an Internal Requestor because your NCAISS account includes the “DSS
Internal User” attribute, and will display the Internal OBMS Access Request Form.

4. Complete the form, selecting “User OBMS Title” and “User OBMS Region” from the drop-down lists, adding
“Role” assignment(s), and providing your Sponsor’s (current DSS Supervisor) email address, as shown in Figure
72. Note: As an Internal OBMS User, your Sponsor must also be an Internal DSS User. Note: If you have
previously completed the User Information data fields (e.g., Name, Address, Organization, Phone Number,
etc.) the data will be pre-populated and locked for editing; should you need to revise your previously entered
information you may do so on the My Information page (see Section 7 for additional guidance on editing the
user profile). Note: If you have previously requested OBMS access in a separate request, no new request
submissions will be allowed until the previous request has been completed.

5. Click “Next”
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N - - Retum to 0SS Portal - Son 0wt NI NCAL Holp
Defense Security, Services Portal
National Industrial geaurity Program (NISP) Central Access Information Security System (NCAISS) U

0BMS User Access

Please complete ol information requested below and cick Submit’ when complete, or dick Cancel’ £ retum £ account management.

OBMS User

User [0 NOLESHUNCAISS
Frst Name  Nbesh
o e SO <—Provide Information
Emal nleshrcass@dssmd

Organaatin Name

Provide your Sponsor’s ®hesia
—_—

i 1
Email Address ~ |le——— Select Title and Region
ES i IO T o O a—
Select Role(s) ——»>
2
Click Next ———— [ du

Figure 72: Internal OBMS Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 73. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.

8. Click “Confirm” to submit the request for review.

- - Retun to 0SS Portal Sign Ot N
Defense Security,Services Portal

& Holp
National Industrial Seaurity Program (NISP) Central Access Information Security System (NCAISS)

OBMS User Access

Planos review your request information below. Cick Confiem’ £ process your request, or cick 4K to meke changes, or Cancel to retum
10 account managament.
OBMS User
User D NSLESHNCAISS
FrtNome Niesh
Lact Kame NCAISS
Suffe
Emal nleshnaaes@dssmi
Organcaton 055
Rarme
Street Address 123055
Oty Quanico
Sate Vigoa
TpCode 1111

Requected 0SNS. Raquacted OBMS Rces
Roles P
Revewe
Hproves
DSS Nor-0ODA

Click Confirm —> [ o

Figure 73: OBMS Internal Access Request Confirmation
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9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

12.2.2 OBMS External Government (non-DSS) Submitter User Access Request

This process allows an External OBMS Government Submitter Access Requestor (i.e. non-DSS Internal User) to
request access to the OBMS application. Note: This process assumes that the Access Requestor has not checked
the “DSS Internal User” checkbox during NCAISS account registration, has a .gov or .mil email address, and has
already logged into his/her valid NCAISS account, as described in Section 5.

1. Once logged into NCAISS, click the “Create/Modify Requests” link, as shown in Figure 70.

2. Click the “Request/Manage OBMS Access” link, as shown in Figure 71.

3. NCAISS will determine that you are an External Government Submitter Requestor because your account does
not include the “DSS Internal User” attribute and a .gov or .mil (non-dss.mil) email address is affiliated with
your NCAISS account. NCAISS will display the External OBMS Access Request Form for Government Submitter
users.

4. Complete the form, selecting “OBMS User Title” from the drop-down list, adding the “Role” assignment,
providing your Sponsor’s (your current supervisor within your government organization) email address, as
shown in Figure 74. Note: Your Sponsor must have an NCAISS account in order to approve your access to
OBMS —you will not be able to submit your OBMS access request until your Sponsor creates an NCAISS
account. Note: If you have previously completed the User Information data fields (e.g., Name, Address,
Organization, Phone Number, etc.) the data will be pre-populated and locked for editing; should you need to
revise your previously entered information you may do so on the My Information page (see Section 7 for
additional guidance on editing the user profile). Note: If you have previously requested OBMS access in a
separate request, no new request submissions will be allowed until the previous request has been completed.

5. Click “Next.”

Retum to DSS Portal  Sign Out

Defense Security.Services Portal
Natiosf Industrial w Program (NISP) Central Access Information Security System (NCAISS)

e

OBMS User Access

Pleace complete all information requested below and cick “Submit” when complete, or dick Cancel 1o retum t account management,

0BMS

<«—— Provide Information

OBMS Access Request
Provide Sponsor’s —— [ )
Select Titl
Email Address : elect Title
le——— Select Role
2
Click Next =3

Figure 74: OBMS Government Submitter Access Request Form
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A confirmation screen will be displayed, as shown in Figure 75. Confirm the accuracy of the information.
Click “Cancel” to cancel the request if changes are needed.
Click “Confirm” to submit the request for review.

OBMS User Access

Please review your request information below. Click 'Confirm’ to process your request, or dick "Edit’ to make changes, or 'Cancel’ to retum
to account management.

OBMS User
User ID NILESH.GOV
ne  nilesh

e gov

Email nilesh.gov@va.gov
Organization VA
Name
Street Address 123 VA
City VA
State Virginia
Zip Code 11111
Phone 111-111-1111¢&

Phone Ext

0BMS Access Request
User OBMS Title Designated Approving Authority (DAA)
Sel i DSS OBMS

> Requested OBMS Roles
Government Submitter

Click —> [confim]] et conce]
Confirm

9.

Figure 75: OBMS Government Submitter Access Request Confirmation

Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

12.2.3 OBMS External Contractor (Industry) Submitter User Access Request

This process allows an External OBMS Contractor Submitter Access Requestor with a non-.gov or non-.mil email
address to request access to the OBMS application. Note: This process assumes that the Access Requestor has not
checked the “DSS Internal User” checkbox during NCAISS account registration and has already logged into his/her
valid NCAISS account, as described in Section 5.

1.
2.
3.

Once logged into NCAISS, click the “Change/Modify Requests” link, as shown in Figure 70.

Click on “Request/Manage OBMS Access” link as shown in Figure 71.

NCAISS will determine that you are an External Requestor because your account does not include the “DSS
Internal User” attribute and a non-.gov or non-.mil email address is affiliated with your NCAISS account.
NCAISS will display the External OBMS Access Request Form.

Complete the form, selecting “OBMS User Title” from the drop-down list, adding the “Role” assignment, and
providing Commercial and Government Entity (CAGE) Code and Key Management Personnel (KMP) email
address, as shown in Figure 76. Note: You may add additional CAGE Codes by clicking the “Add CAGE Code”
button. You must provide a KMP email address for each CAGE Code that you’re requesting. Each KMP must
have a valid NCAISS account in order to approve access to the respective CAGE Code. Note: If you have
previously completed the User Information data fields (e.g., Name, Address, Organization, Phone Number,
etc.) the data will be pre-populated and locked for editing; should you need to revise your previously entered
information you may do so on the My Information page (see Section 7 for additional guidance on editing the
user profile).

Click “Next.”
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Defense Security Service

Seaurity Program (NISP) Central Access Information Security System (NCAISS)

Defense Security.Services Portal s et

National

OBMS User Access
Please complete ol information requested befow and dick '‘Scbmit’ when complete, or dick ‘Cancel 1o aetum & accourt muragemert.

OBMS Use

Lo ) LAURENINDUSTRY
Frst Name lpuren
Lagt Name  Industyy

e l«—— Provide Information
“Prirrcxon Name

* Street Ao

[=]

Select Title ——>

Sebected 08 Rokes) <— Select Role

New 08

®

Enter CAGE Code and
Corresponding KMP

Email Address
ret g v P Cooe Code {Sgorecr Emad
{ Ll

s st o Click to add more CAGE

Click “Next ‘ = Codes

Figure 76: External OBMS Access Request Form
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6. A confirmation screen will be displayed, as shown in

p . ReuntoDSSPortl  SOIOL  LARENINDUSTRY  Hep
Defense Security.Services Portal
Ntional Industrial Seaurty Program (NISP) Central Access Information Security System (NCAISS) U

0BMS User Access

Plenoe revien your request information befow, Cick Confirm' 82 process your requess, or ek B8 1o make changes, o 'Cancd o retum
10 court maragement,

OBMS User
U 1D LAURENINOUSTRY
FrstName loren
Last Name industy
S
Eval burenndutryQtastoom
Organcston test
Name
Street Address 123 0t
Oy test
Qate Rhode isand
Tp Code 1

Phon

Phore £t

0BMS Access Reguest
06MS Tk Facity Securty Officer (FS0)
5 05
Aophcston
l'::z:r:C:E-"S Raquested OENS Roles

" Cortractr Submmtter

Click Confirm oo

Figure 77. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.
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Return o DSS ol Sign Ot

Defense Security.Services Portal
Netiofdl Industrial Setuity Program (NISP) Central Access Information Security System (NCAISS)

OBMS User Access

Please review your request information befow, Oick Confim' 82 process your request, or ek B4X o make changes, o 'Cancd o retum
0 Xourt maragement.

OBMS User

OBMS Access Request

User OBMS Tihe Faciity Securty Officey (FSO]

Click Confirm 2]

Figure 77: External OBMS Account Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

12.3 Reviewing and Approving/Rejecting OBMS Access Requests

When an OBMS Access Requestor submits a request to access the OBMS application, a Work Item is added in the
appropriate Sponsor’s queue. Note: Internal OBMS Access Requestors specify their current DSS Supervisor as their
Sponsor, External Government Submitter Access Requestors specify their current government organization
supervisor as their Sponsor, and External Contractor (Industry) Submitter Access Requestors specify the KMP for
each requested CAGE Code as their Sponsor(s). Once approved by the Sponsor, accounts for Internal and External
Government Submitter OBMS Access Requests are created by NCAISS and the user is notified. External Contractor
Submitter OBMS Account Requests must be reviewed approved by the DSS Knowledge Center, in addition to the
Requestor’s Sponsor(s), prior to account creation. This subsections that follow outline the process for reviewing
and approving or rejecting OBMS access requests at the Sponsor-level. Note: If a Sponsor has an OBMS access
request from an internal or external government OBMS Access Requestor in queue, that requestor will not be able
to submit any new requests until the previous request in queue has been completed (i.e., approved or rejected).
Note: Refer to the Account Administrator User Guide for guidance on DSS Knowledge Center processing of OBMS
External Contractor Submitter Access Requests.

12.3.1 Sponsor Approval for OBMS Internal Access Requests
The following steps outline the process for reviewing and approving access to OBMS Internal users as the Sponsor
(DSS Supervisor).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Work Items” link.
3. The “Inbox” page is displayed with a list of requests awaiting approval, as shown in Figure 78.
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Figure 78: OBMS Internal Access Request Work Item

4. Review the details of the OBMS Internal Access Request.
5. Ifthe OBMS request is valid, select “Approve.” NCAISS creates the OBMS account and the Solution notifies the
User that access is granted.

Natiopal Industrial Seauity Program (NISP) Gentral Access Information Security System (NCAISS)

3 . “ Accessbilty  SonOut 19 Help  Last Login: Wed Mar 18 04:54:46 COT 2015 (@]
Defense Security,Services Portal ‘

!

=

Click Approve —> [ooe Jo| °

B Work Items

¥ My Profile
@ My Information

¥ Requests
(20 Craate/Modéy Raquests
0 TockRaquests

¥ Administration

§ses

OBMS Role(s) Verficaton Availablle 0BMS Roles Selected 0BMS Role(s)
Revewer
| Boprovr
© 0SS Non0DM

 Comments Cick her £ enter comments [ §
N data to deplay

Figure 79: OBMS Internal Access Request Review - Approval
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6. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the
“Inbox” tab to display the remaining number of approvals on the list, as shown in Figure 51. Note: You will
have to hover over the end of the tab for the “X” to appear.

7. Ifthe OBMS request is not valid, select “Reject” and the solution will notify the user that access is denied.
Note: Comments must be entered to reject a request. Click the comment icon above the comment box to
enter comments.

Accessiblity  Sign Out Hep  Last Login: Wed Mar 18 04:54:46 COT 2015

Defense Security,Services Portal

Netona ncustial Seurty Program (NISP) Centrel AcessInformation Secuty System (NCAISS)

b

]
P, Click Reject :
v My Profile
§ M informaton
v Regquests
(L) Crasta)odéy Requests
0 Trck Requesss
=

du

OBMS Role(s) Verfication Avaiable OBMS Roles Selected 0BMS Role(s)
Pevewey
Koprover
71035 Non00M

V.T'mmmmma <«<—— Click Comment icon to be able to enter
No daa to depley comments

Figure 80: OBMS Internal Access Request Review - Rejection

12.3.2 Sponsor Approval for OBMS External Government Submitter Access Requests
The following steps outline the process for reviewing and approving access to OBMS External Government
Submitter users as the Sponsor (Government Organization Supervisor).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Work Items” link.
3. The “Inbox” page is displayed with a list of requests awaiting approval, as shown in Figure 81.
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Figure 81: OBMS External Government Submitter Access Request Work Item

4. Review the details of the OBMS External Government Access Request.

5. Ifthe OBMS request is valid, select “Approve.” NCAISS creates the OBMS account and the Solution notifies the
User that access is granted.

) - . Accessbity - Sgn Out S Hep  Last Login: Wed Mar 18 04:54:46 CDT 2015 o
Defense Security.Services Portal '

Ntiopa Industrial Seaurity Program (NISP) Central Access Information Security System (NCAISS)

B b {3 0BMS Spoasorship Request . [*)
3 Work Items . . . A
L s OBHS SponsorsipRequest oyl gov Click Approve —>
¥ My Prole CENSID KNEGOV
’ My Information FrstName kyle
Last Name gov
¥ Regoests Suffix
() CreateMody Requests Emal klegov@agw
. Tk Raguests COrgangation VA
v Administration Sreet s 123V

OB Roke(s) Verfication Available 0BMS Roles Selected 0BMS Role(s)
Government Submitter
2
$
 Comments Cick her 1o rter conments [ §
No data to dsplay

Figure 82: OBMS External Government Submitter Access Request Review - Approval
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6. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the
“Inbox” tab to display the remaining number of approvals on the list, as shown in Figure 51. Note: You will
have to hover over the end of the tab for the “X” to appear.

7. Ifthe OBMS request is not valid, select “Reject” and the solution will notify the user that access is denied.
Note: Comments must be entered to reject a request. Click the comment icon above the comment box to
enter comments.

Accessiblity - Sign Out Help  Last Login: Wed Mar 18 04:54:46 (DT 2015 4

Defense Security,Services Portal

Natiopal Industrial tam Program (NISP) Central Access Information Security System (NCAISS)
g{,

3y trbx 7 08MS Sponsorship Request ...

g:«::tm 0BMS Sponsorship Request for kyle gov Click Reject
¥ My Profile 0 o
‘ My information

Selected 0BMS Role(s)
Govesnment Submitter

« mments Ot o § €——— Click Comment icon to be able to enter
No data o deglay comments

Figure 83: OBMS External Government Submitter Access Request Review - Rejection

12.3.3 Sponsor Approval for OBMS External Contractor Submitter Access Requests

The following steps outline the process for reviewing and approving access to OBMS External Contractor Submitter
users as the Sponsor (KMP for specified CAGE Code). Note: OBMS Contractor Submitters may request access to
multiple CAGE Codes; a KMP must be specified for each CAGE Code requested. Accordingly, there may be multiple
Sponsor-level approvals required for a single OBMS Contractor Submitter access request; access to each CAGE
Code must be approved or rejected by the specified KMP before the access request can be processed by the DSS
Knowledge Center. Failure to approve or reject an OBMS Contractor Submitter access request as the Sponsor
within seven (7) days will result in automatic rejection of access to the specified CAGE Code(s).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Work Items” link.
3. The “Inbox” link is displayed with a list of requests awaiting approval, as shown in Figure 84.
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Figure 84: OBMS Contractor Submitter Work Item

4. Review the details of the OBMS External Contractor Submitter Access Request.
5. Ifthe OBMS request is valid, select “Approve.”

i % k Accesshilty SgnOut & oy Help  Last Login: Mon Mar 16 10:23:35 COT 2015 (o)
Defense Security Services Portal
Natiopal Industrial Secusty Program (NISP) Central Access Information Security System (NCAISS) U
B Qiboc [ 08MS Spoasorship Request . &
(@ Work s 0BMS Sponsorship Request for lauren industry Click Approve
= "":ﬁi:,-m "* AURENINDUSTRY
A e duren
¥ Requests L2t Name industry
o Create/Modéy Raquasts S
8 Track Requests Emal lurenindustry@testcom

“ Admisstraton Organization test

Srest Address 123 %

Phore Bxt

User 0BMS Tide - Facity Security Offcer (FS0)

{ mmeonof 5| «—— Note CAGE Code being requested

0BMS Rokes) Verfication Available 0BMS Roles Selected 0BMS Role(s)
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Figure 85: OBMS External Contractor Submitter Access Request Review - Approval

6. NCAISS notifies the Knowledge Center of the pending OBMS account request. Note: Any requests for
individual CAGE Codes that have not been processed by the Sponsor after seven days are automatically
terminated.
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7. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the
“Inbox” tab to display the remaining number of approvals on the list, as shown in Figure 51. Note: You will
have to hover over the end of the tab for the “X” to appear

8. Ifthe OBMS request is not valid, select “Reject,” and the Solution will notify the Access Requestor that the
request is denied. Note: Comments must be entered to reject a request. Click the comment icon above the
comment box to enter comments.

Accesshilty  Sign Out Help  Last Login: Mon Mar 16 10:23:35 COT 2015

]

& nbex {3 08MS Sponsorship Request ..

&
0BMS Sponsorship Request for lauren industry Click Reject -

LAURENINOUSTRY

@ Work Items

v My Profile
‘ My Information

¥ Requests
() Craata/Modéy Requests
8 Tk Reguess

v Administraticn

Tile Fackty Securty Officer (FS0)

<«<—— Note CAGE Code being requested

(08MS Rale(s) Verfication Available 0BMS Roles Selected 0BMS Role(s)
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< Commests Ghneos§ ¢ Click Comment icon to be able to enter
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Figure 86: OBMS External Contractor Submitter Access Request Review - Rejection

OBMS External Contractor Submitter account requests must be reviewed and approved by a DSS Knowledge
Center Agent, in addition to the Access Requestor’s Sponsor(s) (Organization KMP) for the requested CAGE
Code(s). Note: Refer to the Account Administrator User Guide for guidance on DSS Knowledge Center processing
of OBMS External Contractor Submitter Access Requests.

12.4 Managing OBMS User Accounts

This section provides step-by-step instructions related to the process that allows an OBMS User Administrator to
modify an OBMS user’s assigned OBMS role(s) (i.e., add or remove roles) and modify a user’s OBMS profile (i.e.,
change region code or CAGE code) within the NCAISS Solution.

12.4.1 Managing OBMS Internal and External Government Submitter User Accounts

1. Loginto OBMS, as described in Section 12.1.
2. Select the “Edit User” tab.
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S . Welcorne nicole adama

DEFENSE SECURITY SERVICE

Home Facilities ~ Reports Logout

Select “Edit Users”

Welcome

Please choose & renu option to continue

Release Version: OBMS 5.0-bsta (8 Feb 2012)

Figure 87: OBMS User Administrator Interface

3. OBMS re-directs you to NCAISS and the NCAISS displays the Request page. Click “Manage OBMS User Access”
as shown in Figure 88.
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NCAISS Access Request

Please choose one of the following request options.
NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

Manage NISS User Access

OBMS Requests

Request/Manage OBMS Access

Manage OBMS User Access €= Click Here

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 88: OBMS Request Page

4. NCAISS starts the User Management workflow. Search for the desired OBMS user by inputting search
parameters and clicking “Search” as shown in Figure 89. Note: You may search for a user by entering
combinations of: OBMS user ID, First Name, Last Name, or Email Address.
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Defense Security.Services Portal

National Industrial geeurty Program (NISP) Central Access Informalion Security System (NCAISS)

Ry

Manage User Access

Please Search for a User
Phease note that you can use * for wikd cards. For example you could use “oh* or “*ohn’ to get ‘John',

D <«—— Input Search Parameters

First Name

Last Name

Emai Address
Click Search

User 1 [rthome |lasthame [Enal

Figure 89: Search for an OBMS User

5. NCAISS will display the results of the OBMS user search. Click the desired user, as shown in Figure 90.

Defense Security,Services Portal

National Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

Manage User Access

Please Search for a User
Flease note that you can use * for wikl cards. For @xample you could use ‘joh® or “chn' to get ‘John',

First Name
Last Name |ncaiss
Email Address
Seardy

User Id First Name Last Name Emai
RUDY.NCAISS rudy ncaiss rudy.ncaiss@dss.mil
NILESHNCAISS  Niesh NCAISS nilesh.ncaiss@dss.mil
KYLENCAISS ke ness kylencaiss@dss.mi
JOENCAISS joe s Joencaiss@dss.mil
JESSENCAISS jesse neaiss jesse.ncaiss@dss.mil
GORDONNCAISS  gordon s gordon.ncaiss@dss.mi

Click on Desired User

Figure 90: OBMS User Search Results

6. NCAISS displays the desired user’s record, as shown in Figure 91. Modify the user’s account, as required. Note:
To disable a user’s access to OBMS, remove all OBMS roles from the user’s account.

7. Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cance
discard changes that have been made to the user’s account.

IM

will
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Defense Security,Services Portal
Natiopal Industrial Seaurity Program (NISP) Central Access Information Security System (NCAISS) U

OBMS User Access

Please complete all information requested below and dick ‘Submit’ when complete, or dlick ‘Cancel' to return to account management.

OBMS User
User ID GORDON.NCAISS
First Name gordon
Last Name ncaiss
Suffix
Email gordon.ncaiss@dss.mil
Organization Name dss.
Strest Address 123 dss
Gty quantico
State Rhode Island
Zp Code 22222
Phone 111-111-1111¢4%
Phone Bt

(0BMS Access Request

* User OBMS Titke | Director of Industrial Security Program (ISP)
* User 0BMS Region | Northern Region [] e
Selected DSS Application  OBMS

Active 0BMS Roles active OBMS Roles
DSS Non-00AA
Approver
Staffing Coordinator

[5]

Modify access,
as needed

New OBMS Role Selection Available OBMS Roles Selected OBMS Role(s)
HQ Content Administrator Staffing Coordinator
Reviewer Approver

#pplication Admiristrator 21 | pss Non-0DM

Click Next — e Je
Figure 91: Manage OBMS User Profile

8. Click “Confirm” to confirm the changes, as shown in Figure 92.

Defense Security,Services Portal
Natioal Inustrial getuity Program (NISP) Central Access Information Security System (NCAISS) U

0BMS User Access

Pleass review your request information balow, Click ‘Confirm’ to process your request, or dick Edit’ to make changes;, or 'Cancel' to retum
to account management.
OBMS User
User 1D GORDON.NCAISS
First Name gordon
Last Name caiss
Suffox
Emai gordon.ncaiss@dss.mil

Organzation dss
Name
Street Address 123 dss
Gty quantco
State Rhode Island
Tp Code 22222
Phone 111-111-111140

(0BMS Access Request
User OBMS Titls Diractor of Industrial Security Program (ISP)

Application
Requested OMS Raquested OBMS Roles

o Staffing Coordinator
Reviewer

Click Confirm =

Figure 92: Confirm OBMS Changes

9. NCAISS saves the changes to its repository.
10. NCAISS writes the changes to OBMS.
11. Changes are committed to the OBMS database.
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12.4.2 Managing OBMS External Contractor Submitter User Accounts

7.

Log into OBMS, as described in Section 12.1.

Select User Management Module item within the OBMS User Administrator interface, as shown in Figure 87.
OBMS re-directs you to NCAISS and the NCAISS Solution starts the User Management workflow. Search for the
desired OBMS user by inputting search parameters and clicking “Search.” Note: You may search for a user by
entering combinations of: OBMS user ID, First Name, Last Name, or Email Address

NCAISS will display the results of the OBMS user search. Click the desired user, as shown in Figure 90.

NCAISS displays the desired user’s record, as shown in Figure 93. Modify the user’s account, as required. Note:
To disable a user’s access to OBMS, remove all OBMS roles from the user’s account. Note: To reinstate a
disabled user’s access to OBMS, add a role to the user’s account.

Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard changes that have been made to the user’s account.

OBMS User Access
Please complete all information requested below and dick 'Next’ when complete, or click ‘Cancel’ to return to account management.

OBMS User
User ID KOURTNEILINDUSTRY
First Name Kourtnei
Last Name Industry
Suffix
Email kourtnei.industry@test.com
Organization Name test
Street Address test
City test
State Rhode Island
Zip Code 11111
Phone 111-111-1111 ©w

Phone Ext

OBMS Access Request

* User OBMS Title | Facility Security Officer (FSO) [~]
on OBMS
€S | Active OBMS Roles |
Contractor Submitter
New OBMS Role Selection Available OBMS Roles Selected OBMS Role(s)
Contractor Submitter

Selected DSS A

Active OBMS

e—— Modify Access, as
needed

g,

New OBMS Cage Codes |Cage Code Sponsor Email | | Add or Remove
G1000 lauren.industry@test.com € CAG E Codes as
’
- G2000 tim.industry@test.com
Click “Next” needed
I Add Cage Code JIRemove Selected Cage Codes‘ I(—
Next|] Cancel T

Figure 93: Manage OBMS Contractor Submitter User

Click “Confirm” to confirm the changes, as shown in Figure 94.
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OBMS User Access

Please review your request information below. Click ‘Confirm’ to process your request, or click ‘Edit’ to make changes, or ‘Cancel’ to return
to account management.

OBMS User
User ID KOURTNEILINDUSTRY
First Name Kourtnei
Last Name Industry
Suffix
Email kourtnei.industry@test.com

Organization test
Name

Street Address test
City test
State Rhode Island
Zip Code 11111
Phone 111-111-1111¢0
Phone Ext

OBMS Access Request
User OBMS Title Information System Security Manager (ISSM)
Selected DSS OBMS
Application

Requested OBMS §
Roles

Click “Confirm” o o
Requested OBMS |Cage Code |sponsor Email

\ Coge Codes: (1000 lauren.industry@test.com

Confirm | Edit| Cancel

Figure 94: Confirm OBMS Changes — External Contractor Submitter

8. NCAISS saves the changes to its repository.
9. NCAISS writes the changes to OBMS.
10. Changes are committed to the OBMS database.

12.5 Producing OBMS User Reports

This section provides step-by-step instructions related to the process that allows an OBMS User Administrator to
run and produce a report that lists OBMS users and their assigned OBMS role(s) using the NCAISS Solution.

1. Loginto OBMS, as described in Section 12.1.
2. Click the “Reports” link within the OBMS User Administrator interface, as shown in Figure 95.

N << Welcore ricole adams
 OBMS

/ ~ J
DEFENSE SECURITY SERVICE

Home Edit Users Facilities ~ Logout

Select “Reports”

Welcome

Please choose a menu option to continue

Release Version: OBMS 5.0-beta (8 Feb 2012)

Figure 95: OBMS User Administrator Interface - Reports
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Home | Catalog [ Newv | B Openv  SgnedinAs rajiv.ncaiss v

By dCRE T8 toaton | vyrocers v Q
= Folders ‘

%] My Folders

20 Shared Flders

@[3 DataModel =
<‘— Click Here

Figure 96: OBMS User Administrator NCAISS Reports Interface

4. User Administrator clicks on “Open” under the desired report, as shown in Figure 97.

Home  Catalog [ Newv s Openv | Signed InAs rajiv.ncaiss v

(v 20 @ & 3008 | oo | shered rokdesDssiamRencrs B a
o osnsm:xn | Last Modifed 3/5/15 10:07 A4 | Cresed By weblogi_idm
= R
B0 My foders — Job History | Morev
28 Shared Fokders
@ (0 DataModel
% ) DSSReports

Click Here

Figure 97: OBMS User Administrator Running a Report

5. NCAISS displays the report.
6. User Administrator clicks on the Actions button, as shown in Figure 98.

Home | Cataog [ Newv B Openv | SgnedInAs rajiv.ncaiss v
e Click Here — = 3
[ o |
@) epot » ]
OBMS User Report - FOR OFFICIAL USE ONLY - 8 vy
This report was generated: Mar 5, 2015 11:24 AM
Lists all users and associated resource accounts Share Report Lk
NCAISS User 1D First Name [ Last Name Email | 0BMS User 1D | osus
REDDY.NCAISS reddy reaiss reddy.ncaiss@dss.ml REDOY.NCAISS | Seafing Coordinator
reddy aiss reddy.ncaiss@dss.mil REDOY.NCAISS | Reviewer
BOBNCAISS bob eaiss bobincaiss@dssmi BOBNCAISS Reviewsr
[bb s bobrcaissedssnd BOBNCASS Hoprones
LAUREN.NCAISS luren eaiss lauren.ncaiss@dss.mil LAUREN.NCAISS User Administrator - National
luren aiss lauren.ncaiss@dss.mi LAUREN.NCAISS D35 Non-00a4
lauren neaiss luren.ncaiss@dss.ml LAUREN.NCAISS | Approver
NILESHNCAISS Niesh NCAISS nilesh.ncaiss@dss.mi NILESHNCAISS 0SS Non-00AA
Nizsh NCAISS nilesh.ncaiss@dss.mi NILESH.NCAISS Approver
(GORDON.NCAISS gordon eaiss gordon.ncaiss@dss.mil GORDON.NCAISS Saffing Coordinator
gordon caiss gordon.ncassdss.mi GORDON.NCAISS | Revewer
EGV oo o joegov@vagov JOEGV | Govemment Submitter
JESSENCAISS s eaiss Jessencaiss@dss.mil JESSENCAISS User Administrator - Regional
esse eaiss Jessencaiss@dss.mil JESSENCAISS Reviewsr |
jesse eaiss jessencaiss@dss.mil JESSENCAISS | Staffing Coordinator
REDDY.TEST Reddy Test reddy.test@dss.com REDDY.TEST Contractor Submitter
JEFFINDUSTRY i industry Jeffindustry@test.com JEFF.INOUSTRY | Contractor Submitter

Figure 98: OBMS User Administrator Export Report

7. User Administrator clicks the “Export” selection to choose the desired export format (PFD or CSV), as shown in
Figure 99.
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Open+ | Signed In As rajiv.ncaiss v

0BMS User Reort Qlers@
| oMy Faorie
B e
OBMS User Report - FOR OFFICIAL USE ONLY - Select file format (PDF B [
It gt 8 or CSV) to export = o ek
[ Nealss UseriD Fist Name | LastMame [ Email 0BMS User I OBMS Assigned Role
REDDYNCALSS ey s Teddy cass@dssi FEDDENCAISS Stffing Coordinator
reddy ncaiss reddy naaiss@dssmi REDDY.NCAISS Reviewer
BOBNCALSS beb reiss beburcass@ets BOBNCAISS Rz
bob s bobuncaissBaes.mil BOBNCAISS Approves
LAURENNCAISS lauren s lauren.reas s LAURENNCAISS User Adinisrator - National Click Here
laren ncass laren rcassdssm LARENNCAISS D55 Norr 0D
lauren ncaiss auren.rcaiss Gss.mi LARENNCAISS Approver
NILESHNCAISS Nilesh NCAISS rilash.ncaiss Edssmil NILESHNCAISS D55 Non-0DRA-
Nilesh NCAISS nileshuncaiss@dss.mil NILESHMNCAISS Hpprover
GORDONNGAS gordon s gordencass@des i GORDONNCAISS Stffing Coordinator
gurdon s gurdon.ncass@dss.ni GORDONNCAISS Reviewar
EGV o o JrgwBvagov XEGW Govemment Sbmittsr

Figure 99: OBMS User Administrator Export Report File Selection

AWarning: When attempting to print in CSV format, you must manually stamp “For Official Use Only” on the

printout if it is not in the Report title. PDF format will have “For Official Use Only” displayed in the Header and
Footer of the Report.

An OBMS User Administrator may also choose to access the NCAISS Reports interface from the NCAISS Homepage.
From the NCAISS Home Page, click the “Reports” link to be directed to the NCAISS Reports interface, as shown in
Figure 100. Then proceed from Step 3 above.

Natiopa Industrial s‘icurity Program (NISP) Central Access Information Security System (NCAISS).

. = 3 Accessibilty  Sign Out Help  Last Login: Wed Mar 18 04:43:38 CDT 2015 o
Pefense Security,Services Portal P ‘

My Profile
@ My Information
~IRequests
[ Create/Modify Requests
@ Track Requests
/My Applications
28 oeMs Application
5] STEPP Application

> Administration

Figure 100: OBMS Report via NCAISS Home Page
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13 Security Training, Education and Professionalization Portal
(STEPP) Application NCAISS User Guide

This section describes the step-by-step processes for requesting access to and accessing the STEPP application
using the NCAISS Solution. Note: This portion of the User Guide focuses exclusively on use of the NCAISS Solution
as it relates to the STEPP application. Actions that a user may take within the STEPP application, following
authentication, are out of scope for this User Guide. This section assumes that a STEPP access requestor already
has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-by-step
instructions for NCAISS self-enrollment.

13.1 Accessing STEPP

Following STEPP’s integration with NCAISS, STEPP users are able to use their existing CAC/PKI credentials to gain
access to the STEPP application. Note: Use of CAC/PKI credentials for access to STEPP is optional; STEPP users may
continue to access the application using their existing username/password.

For convenience, there are three ways in which a user may authenticate to STEPP, including:

= Navigate to the public-facing STEPP home page and click “CAC | PKI Login” (CAC/PKI Authentication from the
STEPP Homepage)

= Access STEPP from NCAISS (CAC/PKI Authentication from NCAISS)

= Login to STEPP using existing username/password authentication process (STEPP Username/Password
Authentication)

The following sections provide step-by-step instructions for accessing STEPP using the three methods described
above. Note: This section assumes that the User already possesses valid NCAISS and STEPP application accounts.

13.1.1 CAC/PKI Authentication from the STEPP Homepage

The steps below describe the process for accessing STEPP via NCAISS from the STEPP homepage through the use of
a CAC or DoD-approved PKI certificate.

1. Navigate to the unauthenticated STEPP homepage (http://www.cdse.edu/stepp/index.html).
2. Select the “CAC | PIV Login” button, as shown in Figure 101.
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U.S. Department of Defense Site Map | AZindex | Facebook | Tudtter
@ DEFENSE SECURITY SERVICE C lsearn]

Home AboutUs  Director s Information S s Contact Us
CDSE Home + CDSE + STEPP
About Us NPT
Registrar STEPP security 1 ing, Education and STEPP Configuration Check
o Professionalization Pori \mSorioh s avblad o you Brovaer;
- Create ar aconnt We refer to our learning management system as the STEPP e it
-Login system. This is where we maintain the list of courses that we
- Your homepage provide and where your student information and your course Fopsp blocker i deied:
- Establish your preferences transcripts are maintained. The online courses that we provide  Flash is version 8 or abone.
- Browse/search for training are also part of this system. Please be advised that CDSE courses Some course content requires Adobe Reader, -
- Register or training are intended for use by Department of Defense and other U.S. C I ick Here
Vi gt tabiy Government personnel and contractors within the National STEPP LOGIN
s e e Industrial Security Program.
- Cancel your train
DRy ey STEPP News & Announcements
- View your progress
View/print your certificate There are no announcements at this time.
- View your transcript login instructions.
- Update your profile I want to login with my usemame/password.
i
Education
Tratdy Have 2 question or need help using
Certification STEPR?
Resources & Job Aids
Regquest Services
Contact CDSE

Figure 101: CAC/PKI Login from STEPP Home Page

3. You are redirected to the NCAISS Notice and Consent to Monitoring page, as shown in Figure 102. Select “I
Accept” to proceed.

Defense Security Service Portal

MationalIndustrifal Security Program (NISP) Central Access Information Security Syste)

|

FOR OFF

right © 2014 - Defens e | All Rights Reserved

Figure 102: NCAISS Notice and Consent to Monitoring

4. The unauthenticated NCAISS page is displayed, as shown in Figure 103. Select “CAC/ECA Login” to proceed.
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Defense Security Service Portal

MationalIndustrial Security Program (NISP) Central Access Information Security Systemy{ '\_ S

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

* Setting up Firefox 1o work with Card readers?
4 NCAISS not loading in Firefox?
NO ACTIVE AL # What s the NCAISS?
—— = 4 Whatis the Single Sign-on?
4 How do | create an NCAISS account?
How do | reset my password?
Register Certificate 4 How do | associate CAC/ECA with my account?

CAC/ECA Login

Read more

4 From where do | get an ECA certificate?
4 How do | log into NCAISS using my CAC/ECA?

+ Additional NCAISS Information i tiow can 1 find heypst

4 DoD Approved PKis 4 CAC error message "Page cannot be displayed™?

I

Register for an account # DSS Application Status Information

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
F OFFIC USE ONLY

urity Service | All Ri

Figure 103: Unauthenticated NCAISS Home Page

5. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMALL CA-30

Valid From: 9/11/2013 to 8/11/2014
Ci iow ot

SAMPLEUSER

Issuer. DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

Figure 104: Certificate Selection

6. Enter your PIN.
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Microsoft Smart Card Provider
Please enter your PIN.

D o

i i P

(o ][ oma ]

Figure 105: PIN Entry

The NCAISS Solution authenticates you and determines if you have multiple STEPP accounts correlated with
NCAISS. Note: If you have only a single STEPP account correlated with NCAISS, then proceed to Step 9.

If multiple STEPP accounts have been correlated with NCAISS, then the NCAISS Solution will prompt you to
select which account you wish to use, as shown in Figure 106. Select the desired account and click “Continue.”

o Welcome STEPP user

Select the account that you wish to use

Contact DSS | FAQs | Accessibility

USA.gov | Security and Privacy Noftice | No Fear Act | FOIA | Terms of Use

Figure 106: Multiple STEPP Account Selection

9. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 107.
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SAMPLE USER - 125 =1t

« Center for Development of Security Excellence
Search Tips Register to take your next course at the CDSE,
and put the power of security in your hands.
o Messages
 Quality Training & Education 3
« Knowledgeable Instructors
« Security Technology Professionals

Ust of messages for you

@ quiktions

Favorites

"1 catendar

|

Pending Activities

Acties rtsted o youe g Oy [t Tewip 9
= cose acton p——— Stone P
e o

) 05D DVFORMATION ASSURKNCE AWARENESS ostaon 16 ,
 STeF? vioeS TuToRIA oso01 18 s D Recomenerded sesgred

(1) of 2recors

DoD TION E View Detsis Other Actors =

Coure
Festuring » Geployment scananc Gscussing sacisl netnorking information sssurance (I4) fzsues and risks, this web-based product presents infarmation securly topics that refiect the constantly chang.

Figure 107: STEPP User Homepage

13.1.2 CAC/PKI Authentication (to STEPP) from NCAISS

The steps below describe the process for accessing STEPP via NCAISS from NCAISS through the use of a CAC or
DoD-approved PKI certificate.

1. Navigate to NCAISS (https://ncaiss.dss.mil) in your web browser.

2. Authenticate to NCAISS, as described in Section 5.

3. Upon authentication, the NCAISS Home Page is displayed.

4. Click the “STEPP” link within the “My Applications” section, as shown in Figure 108.

2 L Accessbilty SgnOut Help  Last Login: Mon Mar 16 10:23:35 COT 2015
Defense Security.Services Portal
Natiopal Industrial §gom'ty Program (NISP) Central Access Information Security System (NCAISS)

4

& Work Items

v My Profle
§ My lrfomation

v Regquests
(Q) CraateModéy Reguests
8 Trad Requests

Click Here

Figure 108: Access STEPP from the NCAISS Homepage

5. The NCAISS Solution authenticates you and determines if you have multiple STEPP accounts correlated with
NCAISS. Note: If you have only a single STEPP account correlated with NCAISS, then proceed to Step 7.

6. If multiple STEPP accounts have been correlated with NCAISS, then the NCAISS Solution will prompt you to
select which account you wish to use, as shown in Figure 106. Select the desired account and click “Continue.”

7. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 107.

13.1.3 Username/Password Authentication (to STEPP)

STEPP users that wish to continue to use STEPP username and password credentials to access STEPP may do so
without the need to login to NCAISS. For step-by-step instructions for logging into STEPP with username and
password, refer to the STEPP FAQs (http://www.cdse.edu/stepp/help.html).
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1. Navigate to the unauthenticated STEPP homepage (http://www.cdse.edu/stepp/index.html).

Z Index | Facebook

U.S. Department of Defense
DEFENSE SECURITY SERVICE e

Site Map

Home About Us Di orates Services Information Systems Contact Us

CDSE. Home + CDSE +
About Us "I DD
Registrar STEPP security 1 d Educati 1 STEPP Configuration Check
- STEPP Overview rrojess Rion Forie JavaScript is enabled on your broviser.
- Create an account We refer to our learning management system as the STEPP )
e Y- 4 Cookies are enabled.
-Login system. This is where we maintain the list of courses that we
- Your homepage provide and where your student information and your course Fon-xp tocler & deeabled
- Establish your preferences transcripts are maintained. The online courses that we provide Flash is version 8 or above

- Bk for g are also part of this system. Please be advised that CDSE courses ¢ ooe o iy o

- Register for training are intended for use by Department of Defense and other U.S. " i C I ick Here
“Vieke you ity Government personnel and contractors within the National STEPP LOGIN
Industrial Security Program.

- Launch your training 1 have a DoD Common Access Card (CAC) or
= Cumoel oy tralsiig STEPP News & Announcements frs Sty deR e S
- View your progress
- View/print your certificate There are no announcements at this time. = t %
- View your transcript
- Update your profile
- Help/FAQs
Education

Training e
Certification STERR

Resources & Job Aids

Request Services
Contact CDSE

Figure 109: Username/Password Login from STEPP Homepage

2. Input STEPP username and password and select “Log On” to authenticate.

ST@®PP

Log On

Input STEPP Username

Please enter your username and password.

Input STEPP Password

woon ) | < Click Here

You are encouraged to review and update your personal profile information in STEPP. To access the
Profile page within STEPP, click on the word “Profile” in the upper right comer in the biue task bar.

te r TEPP user n

thorized use caly.
ons:

U.S. Government (USG) Information System (IS) ¢ ovided for USG:
By uting this 5 Jwhich inchudes any devica Stached to this 15}, you consent oot foblowdog co

* TheUSG ’Cs'Fvar né monitors communications on this IS for purposes including. but not
fimited to, pe g COMSEC menitoriag. rtwork courations and defunse. perseane
migconduct 5\' » vent (U d cou 2 C1) v

USG may inspect and seize data stored on this 1S,

3 using, or data sto this IS are not private. are 5u

closed or used for any USG d purpose.

authentication and access contrals) to protect USG interests--

H

15 doas Aot constinute consent to B, LE oe CF in

saarching cr mon of privileged communications, o wark product. relazed to personal
aton o services by attomeys. Dsychotherapists, or lacgy, and thew assistants. Such

communications and work product ace private and confidential, See User Agreement for details

Privacy Act Statement

(1) Authority: Tide 3, Unized S
Government Emplaym + Order 9357, "Numbaring System
Parscas;” Executive Order 10865, *Safeguarding Classifed Information
5105.42, “Defanse Security Service”

Code (USC), Section 301; Executive Order 10430, “Security Requiremants for
Faceral Acceunts Relating to Individual

vithin Industry;* and DoD Directive

d information iz for the Ces
t enrcliment record of

r for Development of Security
nts, course completions.

(2) Purpose: The purpose and use of the requs
Excellence (COSE) to esadlish and retain 2 o
cartfications, and academic credes/transcriots

undar 5 USC 5224 (

of the Privacy Act,
nd

er for students.
DSE

res
imails, hard copy madings, an Iike) to
Sarvices, 854 evencs of incares

o1t
fered oh, o through. STEPD. We wil 3k use o1t
communicate imaly information and special offers about COSE produs

(4) Disclosure: Furnishing the Social Security Number and cther data is voluntary, but failure 1o provide the
requested information will impede, delay, or prevent further processing of the request.

Figure 110: STEPP Username/Password Input Page
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3. If successfully authenticated, the STEPP homepage is displayed as seen in Figure 107.

13.2 Requesting a STEPP User Account (via NCAISS)

NCAISS users may request access to STEPP through the Portal by clicking the “Create a STEPP Account” link. Upon
clicking the link, the user is immediately redirected to STEPP. Note: Individuals may continue to request access to
STEPP from the STEPP Homepage; however, both methods of creating a STEPP account require that the user
correlate his/her STEPP account in NCAISS via the process described in Section 13.3 in order to use their CAC for
STEPP login.

The steps below describe the process for requesting a new STEPP account via NCAISS.

1. Loginto NCAISS, as described in Section 5. From the NCAISS Home Page, select the “Create/Modify Requests”
link, as shown in Figure 111.

F 2 Accessbity SgnOut Help  Last Login: Mon Mar 16 10:23:35 COT 2015
Defense Security.Services Portal
Netoal Icusil Seaty Progam (NISP) Cntra Access nformation ecurty st (NCAIS)

i
=

@ Work Items
¥ My Profile

§ My information

s | «—— Click Here

Figure 111: Request Create/Modify STEPP Account via NCAISS

2. Onthe Application/Role request page, select the “Create a STEPP Account” link, as shown in Figure 112 below.
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NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

OBMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account |- dm—— Click Here

Return to DSS Portal

Figure 112: Create a New STEPP Account

3. The userisredirected to the STEPP Account Registration Form within the STEPP application. No further action
is taken within NCAISS; refer to STEPP’s account creation guidance for further reference. Note: After a user
creates their account in STEPP, the user will have to correlate his/her STEPP account in NCAISS via the process
described in Section 13.3 in order to use their CAC for STEPP login.

13.3 Correlating STEPP Accounts

All STEPP users that wish to use their CAC/PKI credentials to access STEPP will be required to link (correlate) their
STEPP account with their NCAISS account using the one-time process (per account) described in this section. Users
with multiple STEPP accounts (e.g., users that have both STEPP user and administrator accounts) will need to
correlate each account that they wish to use their CAC/PKI credentials to access.

1. Loginto NCAISS, as described in Section 5. From the NCAISS Home Page, select the “Create/Modify Requests”
link, as shown in Figure 111.
2. Onthe requests page select the “Register an Existing STEPP Account” link, as shown in Figure 113 below.
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NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

OBMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account &= Click Here
Create a STEPP Account

Return to DSS Portal

Figure 113: Correlate STEPP Account

3. Enter your STEPP username and password for the account that you wish to correlate, when prompted. Click
“Finish” to proceed, as shown in Figure 114. Note: If you have forgotten your password you may use the
STEPP password reset capability by clicking the link.

Ramb0SShotl Sgn0f Hep

Defense Security.Services Portal
Y

et Industrial Setuty Program (NISe) Central Access Information Securkty System (NCAISS)

STEPP Account Registration Request

Please enter your existing STEPP account Usarmame and Passwerd.

<— Enter your STEPP Username and
Password

Forget your STEPP password? Cick here!

1f you need assistance or raquire addtiondl information regarding STEPP accoutrs, please contact the STEPP Cal Center 28
%R

Figure 114: STEPP Username/Password Entry
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4. NCAISS will validate your username and password with STEPP and, if successful, notify you that your account

has been correlated with NCAISS, as shown in Figure 115. Click the “Go to STEPP” button to proceed to STEPP.
o . Retum bo 0SS Portal  Sign Out
Defense Security Services Portal

Natioal Industria ey Program (NIS) Central Access nformation Security System (NCAISS}

|

STEPP Account Registration Request

Request Completed Successfully!

The STEPP Account request was successfuly submitted,

Request For RAJIVINDUSTRY
STEPP Account stepputestd

Plaase cick the ‘Go To STEP?' button below to be taken to the STEPP system, I you wish to return to your NCAISS homepage, cick K.

G ToSTE k|

Figure 115: STEPP Account Correlation Successful

5. Once you have correlated multiple STEPP accounts, NCAISS will prompt you to select the account that you
wish to use during a given session, prior to directing you to STEPP, as shown in Figure 106. Select the desired
account and click “Continue.”

6.

NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 107.
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14 National Industrial Security System (NISS) Application
NCAISS User Guide

This section describes the step-by-step processes for requesting access to, accessing, and managing users for the
NISS application using the NCAISS Solution. Note: This portion of the User Guide focuses exclusively on use of the
NCAISS Solution as it relates to the NISS application. Actions that a user may take within the NISS application,
following authentication, are out of scope for this User Guide. This section assumes that a NISS access requestor
already has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-
by-step instructions for NCAISS self-enrollment.

14.1 Accessing NISS

CAC/PKI authentication is the process through which NISS users, regardless of role, will access the NISS application
using the CAC or a DoD-approved PKI certificate. NISS can be accessed through NCAISS using CAC/PKI
Authentication from NCAISS.

The following sections provide step-by-step instructions for accessing NISS through NCAISS. Note: This section
assumes that the User already possesses valid NCAISS and NISS application accounts.

14.1.1 CAC/PKI Authentication (to NISS) from NCAISS

The steps below describe the process for accessing the NISS application from NCAISS through the use of a CAC or
DoD-approved PKI certificate.

1. Navigate to the NCAISS (https://ncaiss.dss.mil) in your web browser.
2. Authenticate to NCAISS, as described in Section 5.

3. Upon authentication, the NCAISS Home Page is displayed.

4. Click the “NISS Application” link, as shown in Figure 116.

NISS allows User application access.

- = Accessibiiity  Sign Out Help Last Login : Wed Mar 29 08:35:18 CDT 2017 . o
Defense Security,Service Portal X :
Natiopal Industrial Security Program (NISP) Central Access Information Security System (NCAISS)
A

[ Work Items

~ My Profile
@ My Information

~ Requests
() Create/Modify Requests
@8 Track Requests

! Administration

€——Click Here

Figure 116: Accessing NISS from the NCAISS Home Page
6. NCAISS will then direct you to NISS and the NISS user home page will be displayed.

14.2 Requesting Access to NISS

In order to gain access to NISS, an NCAISS user must request access using the NISS access request form from within
NCAISS. Based upon the user’s affiliation with DSS, NCAISS will display the appropriate NISS access request form.
NISS Internal Users, either DSS employees or contractors — who checked the “DSS Internal User” checkbox during
NCAISS account registration — will complete the Internal NISS access request form, as described in Section 14.2.1.
NISS External Government Users, individuals from the industrial security community, representing a Federal
Government organization, that have a .mil or .gov (non-DSS) email address — who did not check the “DSS Internal
User” checkbox during NCAISS account registration — will complete the External NISS Government access request
form, as described in Section 14.2.2. NISS External Contractor Users, industry users with an email address other
than .gov or .mil (e.g., .com, .org, etc.), will complete the External NISS Contractor access request form, as
described in Section 14.2.3. The following sections provide step-by-step instructions for requesting access to NISS,
based upon your affiliation with DSS.
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14.2.1 NISS Internal User Account Request
This process allows an Internal NISS Access Requestor (i.e., DSS employee or contractor) to request access to the
NISS application. Note: This process assumes that the Access Requestor has checked the “DSS Internal User”
checkbox during NCAISS account registration and has already logged into his/her valid NCAISS account, as
described in Section 5.

1. Once logged into NCAISS, click the “Create/Modify Requests” link, as shown in Figure 70.

Accessibilty  Sign Out Help  Last Login : Wed Mar 29 08:35:18 CDT 2017

Defense Security.Service Portal
Natioplad Industrial tcumy Program (NISP) Central Access Information Security System (NCAISS)
S

2 Work Items

My Profile
@ My Informetion

~ Requests
Q) Create/Modify Requests

@ Track Requests
€— Click Here

~ Administration

Figure 117: Create/Modify Requests
2. Click the “Request/Manage NISS Access” link as shown in Figure 71.
NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

NISS Requests
Request/Manage NISS Access I_ Click Here

OBMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 118: Requesting Access to NISS

3. NCAISS will determine that you are an Internal Requestor because your NCAISS account includes the “DSS
Internal User” attribute, and will display the Internal NISS Access Request Form.

4. Complete the form, selecting NISS Category and desired NISS Role from the drop-down lists. Note: NISS Roles
will not be shown in the drop down until a NISS Category is selected. Note: If you have previously completed
the User Information data fields (e.g., Name, Address, Organization, Phone Number, etc.) the data will be pre-
populated and locked for editing; should you need to revise your previously entered information you may do
so on the My Information page (see Section 7 for additional guidance on editing the user profile). Note: If you
have previously requested NISS access in a separate request, no new request submissions will be allowed until
the previous request has been completed.

5. Click “Next”
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\ S L, Retum to DSS Portal  Sign OWt  PATRICK.NCAL Help
Defense Security,Service Portal
National Industrial ngnty Program (NISP) Central Access Information Security System (NCAISS)

NISS User Access

Please complete all Information requested below and dlick "Next' when complete, or dlick 'Cancef' to retum to acocount management.

NISS User
User ID  PATRICK.NCAISSTEST
First Name patrick
Last Name ncaisstest
Sulfx <€—— Provide Information
Email patrick.ncaisstest@mail.mil
* Street Address
* Gty
* State v
* Zip Code

* Phone

NISS Access Request

Provide Office Name and
Supervisor Name

* Office Name:

* Supervisor Name

. * NISS Region vl
Select Region, Category, o =
Role Requested, and —> * Role Requested [[]
Time zone * Timezone v
Selected DSS Appiication NISS

Active NISS Access
To remove an existing role, check the checkbox in the ‘Delete’ column and then dick 'Next.”

NISS Category NISS Role Delete

Click Next —> | nea| fcanca

Figure 119: Internal NISS Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 120. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for

revie

E = Return to DSS Portal ~ Sign Out  PATRICK. Help
Defense Security,Service Portal
Natioral Industrial Seeurity Program (NISP) Central Access Information Security System (NCAISS) u

NISS User Access

Please review your request information below. Click ‘Confir’ to process your request, or dick 'Edt’ to make changes, or ‘Cance!' to retum
to account management.
NISS User
User ID PATRICK.NCAISSTEST
First Name _ patrick
Last Name ncalsstest
Suffix
Emailpatrick.ncaisstest@mail.mil
Street Address 123 Street
aty abe
State Alabama
Zip Code 11111
Phone 111-111-1111

NISS Access Request
Office Name
Supervisor Name ghl
NISS Region Capital Region
NISS Category 10 HQ
Role Requested 10 Assistant Deputy Director for Operations (ADDO)

Timezone (GMT-05:00) Eastern Standard Time (America/New_York)
Selected DSS Application NISS

Active NISS Access
Existing roles with the checkbox checked in the ‘Delete’ column will be revoked after diicking ‘Confirm."

NISS Category NISS Role Delete

Click Confirm —> Ede|  Concel|

Figure 120: NISS Internal Access Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

14.2.2 NISS External Government (non-DSS) User Account Request

This process allows an External Government NISS Access Requestor (i.e. non-DSS Internal User) to request access
to the NISS application. Note: This process assumes that the Access Requestor has not checked the “DSS Internal
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User” checkbox during NCAISS account registration, has a .gov or .mil email address, and has already logged into
his/her valid NCAISS account, as described in Section 5.

1. Once logged into NCAISS, click the “Create/Modify Requests” link, as shown in Figure 117.

2. Click the “Request/Manage NISS Access” link, as shown in Figure 118.

3. NCAISS will determine that you are an External Government Requestor because your account does not include
the “DSS Internal User” attribute and a .gov or .mil (non-dss.mil) email address is affiliated with your NCAISS
account. NCAISS will display the External Government NISS Access Request Form.

4. Complete the form, selecting NISS Category and desired NISS Role from the drop-down list. Note: NISS Roles
will not be shown in the drop down until a NISS Category is selected. Note: If you have previously completed
the User Information data fields (e.g., Name, Address, Organization, Phone Number, etc.) the data will be pre-
populated and locked for editing; should you need to revise your previously entered information you may do
so on the My Information page (see Section 7 for additional guidance on editing the user profile). Note: If you
have previously requested NISS access in a separate request, no new request submissions will be allowed until
the previous request has been completed.

5. Click “Next.”

Return to DSS Portal  Sign Out

Defense Security,Service Portal |
National Industrial Wty Program (NISP) Central Access Information Security System (NCAISS)
i

NISS User Access

Please complete all information requested below and dlick ‘Next' when complete, o click ‘Cancel’ to return to account management,

NISS User
User ID JEFF.GOVTEST
First Name Jeff
Last Name gowvtest

s <—— Provide Information

Email Jeff.govtest@dhs.gov

v

I <€—— Provide Office Name

v

Select Agency, NISS
Category, Role Requested,™ >
and Time zone

Active NISS Access

To remove an existing role, check the checkbox in the ‘Delete’ column and then click Next.'

NISS Category NISS Role Delete

Click Next —> | e/ feancs)

Figure 121: NISS External Government User Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 122. Confirm the accuracy of the information.
Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.

~
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Retum to DSS Portal  Sign Out Help

Defense Security,Service Portal

NISS User Access

Please review your request information below. Click ‘Confir’to process your request, or dick 'Edit to make changes, or ‘Cancel’to retum
to account management.

NISS User
User ID JEFF.GOVTEST

jeff.govtest@dhs.gov
Street
aty
Vermont
Zip Code 11111
Phone 111-111-11113

NISS Access Request

Defense Threat Reduction Agency (DTRA)
Facility Cleara er
FCV Government Contracting Activity (GCA)
(GMT-07:00) Mountain Standard Time (America/Denver)
NISS

Active NISS Access

Existing roles with the checkbox checked in the ‘Delete’ column will be revoked after diicking "Confirm."

NISS Category NISS Role Delete

Click Confirm —> Ege] | concel|

Figure 122: NISS External Government User Access Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

14.2.3 NISS External Contractor User Account Request

This process allows a NISS External Contractor Access Requestor with a non-.gov or non-.mil email address to
request access to the NISS application. Note: This process assumes that the Access Requestor has not checked the
“DSS Internal User” checkbox during NCAISS account registration and has already logged into his/her valid NCAISS
account, as described in Section 5.

1. Once logged into NCAISS, click the “Change/Modify Requests” link, as shown in Figure 117.

2. Click on “Request/Manage NISS Access” link as shown in Figure 118.

3. NCAISS will determine that you are an External Contractor Requestor because your account does not include
the “DSS Internal User” attribute and a non-.gov or non-.mil email address is affiliated with your NCAISS
account. NCAISS will display the External Contractor NISS Access Request Form.

4. Complete the form, selecting NISS Category, desired NISS Role, and CAGE Code. Note: NISS Roles will not be
shown in the drop down until a NISS Category is selected. Note: If you have previously completed the User
Information data fields (e.g., Name, Address, Organization, Phone Number, etc.) the data will be pre-
populated and locked for editing; should you need to revise your previously entered information you may do
so on the My Information page (see Section 7 for additional guidance on editing the user profile).

5. Click “Next.”
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Return to DSS Portal  Sign Out

Defense Security,Service Portal

National Industrial Seurity Program (NISP) Central Access Information Security System (NCAISS):

NISS User Access

Please complete all information requested below and dlick ‘Next’ when complete, or click ‘Cancel”to retum to account management.

NISS User
User ID  GORDON.INDUSTRYTEST
Frst Name gordon
e e <—— Provide Information
Email gordon.industrytest@test.com
* Organization Name ORG
* Street Address | 123 Street
= cy [aty
* suate Virgina ]
* 7ip Code 11111
* Phone  111-111-1111

NISS Access Request

* NISS Category | Faciity Clearance Verifier[ v | I
Select NISS Category, Role [ cce cose Requested [ ooo2 | €«— Provide Cage Code

Requested, and Time zone T RO Requesied TOV TRasTy ]
* Timezone |(GMT-06:00) Central Standard Time (America/Chicaqo) v

Selected DSS Appicaton NISS
Active NISS Access
To remove an existing role, check the checkbox in the "Delete’ column and then dlick ‘Next.”

CAGE Code NISS Category NISS Role Delete

Figure 123: External Contractor NISS Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 124. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.

S o Retur to DSS Portal ~ Sign Out Help
Defense Security,Service Portal
Natiosal Industrial Seturity Program (NISP) Central Access Information Security System (NCAISS)

A

NISS User Access

Please review your request information below. Click ‘Confim’ to process your request, or dick 'EdIt’ to make changes, or 'Cance!' to return
to account management.

NISS User
User D GORDON.INDUSTRYTEST
First Namegordon
Last Name industrytest
Suffix
Emailgordon.industrytest@test.com
Organization Name ORG
Street Address 123 Street
aty Gty
State Virginia
Zip Code 11111
Phone 111-111 HII,‘.

NISS Access Request

NISS Category Facility Clearance Verifier
CAGE Code Requested N0002
Role Requested FCV Industry
Timezone  (GMT-06:00) Central Standard Time (America/Chicago)
Selected DSS Application NISS

Active NISS Access

Existing roles with the checkbox checked in the ‘Delete’ column will be revoked after licking ‘Confirm."

CAGE Code NISS Category NISS Role Delete

Click Confirm —> o] cancal|

Figure 124: External Contractor NISS Account Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

14.3 Reviewing and Approving/Rejecting NISS Access Requests

When an NISS Access Requestor submits a request to access the NISS application, a Work Item is added in the
appropriate Designated Approver group’s queue. Note: For each External Contractor Access Requestor, the CAGE
Code specified on a user’s form will be matched with the corresponding ISR for that CAGE Code in NISS who will
then become the Designated Approver. The subsections that follow outline the process for reviewing and
approving or rejecting NISS access requests at the Designated Approver level.
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14.3.1 Sponsor Approval for NISS Internal Access Requests

The following steps outline the process for reviewing and approving access to NISS Internal users as the Designated

Approver.

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Work Items” link.

3. The “Inbox” page is displayed with a list of requests awaiting approval for specific that Designated Approver,

as shown in Figure 125.
4. Click on the appropriate User’s record.

X 3 Accessibility  Sign Out
Defense Security, Service Portal
Natiopal Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

o

) Work Items e

~ My Profile Views = $7% |8 8 atons- Q|+ | MeamyGrow [v] Assgned
& My Information |8 e
+ Requests Inbox [  NISS Sponsorship Request for patrick ncaisstest
(0 Create/Modify Requests My Tasks (1)
= Views \
« My Applications
{58 niss Application Due Soon
High Priority
 Administration past Doy
Past Week
Past Month
Past Quarter
P Manual Provisioning
. New Tasks j
Pending Approvals

Figure 125: NISS Internal Access Request Work Item
5.

Help  Last Login : Wed Nov 01 10:42:40 CDT 2017 (=]

@
M e - @

Number |Creator Assigned |Priority
204794 patrickncaisstest  Nov 1,2017 1:30PM  3[v]

Click “Claim” to claim the record in order to approve or reject it.

Accessibility  Sign Out

Defense Security,Service Portal
Natiopal Industrial s_gcunty Program (NISP) Central Access Information Security System (NCAISS)

& tnbox

[ 1SS Sponsorship Request ...

& Work Items

~ My Profile NISS Sponsorship Request for patrick ncaisstest
) NISS User

~/Requests User ID PATRICK.NCAISSTEST

First Name patrick
Last Name  ncaisstest
Suffix
Email patrick ncaisstest@mail.mil
Street 123 Street
aty abe
State Alabama
Zp 111
Phone 1111111111

(T Croate/Madify Requests
s

~ My Applications
[E8) niss Application

~ Administration

NISS Access Requested
Office Name. def
Supervisor Name  ghi
NISS Region Capital Region
NISS Category 10 HQ
Role Requested 10 Assistant Deputy Director for Operations (ADDO)

| Comments Click here to enter comments [ §
No data to display

Help  Last Login : Wed Nov 01 10:42:40 COT 2017 o

[i=]
Click Claim ———>[-]]

Figure 126: NISS Internal Access Request Review - Claim User

6. Review the details of the NISS Internal Access Request.

7. If the NISS request is valid, select “Approve.” NCAISS creates the NISS account and the Solution notifies the

User that access is granted.
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3 - - Accessibility  Sign Out Help Last Login : Wed Nov 01 10:42:40 CDT 2017 o
Defense Security.Service Portal
Natiopal Industrial §smr|ty Program (NISP) Central Access Information Security System (NCAISS)

3 Work Items & nbox [ niss sponsorship Request .. B
~ My profile NISS Sponsorship Request for patrick ncaisstest Click Approve b Rejet

A My Information iiiss e
~ Requests User 1D PATRICK.NCAISSTEST

(2 Create/modify Requests First Name:patrick

s Last Name  ncaisstest
Suffix

G Viy AppiCRcins Email patrick ncaisstest@mail.mil

8 Niss Applcation Street 123 Street
~ Administration aty abe

State Alabama
Zp 11111
Phone 111-111-1111,

NISS Access Requested

Office Name. def
Supervisor Name gh
NISS Region Capital Region
NISS Category 10 HQ
Role Requested 10 Assistant Deputy Director for Operations (ADDO)

~/Comments Click here to enter comments [
No data to display

Figure 127: NISS Internal Access Request Review - Approval

8. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the
“Inbox” tab to display the remaining number of requests on the list, as shown in Figure 51. Note: You will have
to hover over the end of the tab for the “X” to appear.

9. Ifthe NISS request is not valid, select “Reject” and the solution will notify the user that access is denied. Note:
Comments must be entered to reject a request. Click the comment icon above the comment box to enter

comments.
3 S L Accessibilty  Sign Out Help  Last Login : Wed Nov 01 10:42:40 COT 2017 o
Defense Security, Service Portal
Natiopal Industrial §$amty Program (NISP) Central Access Information Security System (NCAISS)
3 Work Items & tnbox [ n1SS Sponsorship Request ... (7]
< My Profile NISS Sponsorship Request for patrick ncaisstest Click Reject
ST NISS User
[ User ID PATRICK.NCAISSTEST
[T CraataiMoify Requests FistName patrick
— S Last Name ncatsstest
Suffix
Y BopRcRtione Email patrick ncaisstest@mail.mi
8 viss Application Street 123 Street
~ Administration Ry

State Alabama
zp 1
Phone 111-111-1111,2 |
NISS Access Requested
q
Office Name  def
Supervisor Name ghi
NISS Region  Capital Region
NISS Category 10 HQ

Role Requested 10 Assistant Deputy Director for Operations (ADDO) Click Comment icon
= Comments ik pereto e cormer 5 | to be able to enter
No data to display comments

Figure 128: NISS Internal Access Request Review - Rejection

14.3.2 Sponsor Approval for NISS External Government Access Requests

The following steps outline the process for reviewing and approving access to NISS External Government users as
the Knowledge Center.

1. Loginto NCAISS, as described in Section 5.

2. Click on the “Work Items” link.

3. The “Inbox” page is displayed with a list of requests awaiting approval from the specific Designated Approver
Group as shown in Figure 129. All External Government Access Requests will go to the Knowledge Center for
review.

4. Click on the appropriate User’s record.
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5 < 3 Accessibity  Sign Out  ky' Help  Last Login : Wed Nov 01 08:51:08 CDT 2017 o
Defense Security, Service Portal
Natiopal Industrial Security Program (NISP) Central Access Information Security System (NCAISS)
ok e @ S Inbox @
[E8 Reports Views 45 | MyTask + /7% 8 3 s~ Qv | [MeaMyGow [v] lAssigned Mo - ']
— _|® [me | Nomber Geato [pssgned [prry
N7y mameion Inbox @ NS Sponsorship Request for Jeff gowtest 204795 jeff.govtest Nov2,201712:02PM  3[v]
~ Requests My Tasks (1)
- . fy Requests.
@8 Track Requests Views \
¥ My Applications Due Soon
58 oBMs Application High Priority
[ sTEPP Application : m
2 mu.;:nuon o
& Past Quarter
¢  Manual Provisoning
New Tasks L]
Pending Approvals

Figure 129: NISS External Government Access Request Work Item

5. Click “Claim” to claim the record in order to approve or reject it.

- 3 Accessibiity  Sign Out & S Help  Last Login : Wed Nov 01 08:51:08 CDT 2017 o
Defense Security, Service Portal
Natiopaf Industrial Seaurity Program (NISP) Central Access Information Security System (NCAISS) U

@ Work Items & nbox [ N1SS Sponsorship Request ... B
0 Reports NISS Sponsorship Request for Jeff govtest Click Claim ——————> m,,,
Ak Bontite
NISS User
.y snunation User 1D JEFF.GOVTEST
+ Requests First Name Jeff
y Requests Last Name  gowtest
@8 Trock Requests suffix
= Email jeff.govtest@dhs.gov
= WEWIGIW Street Street
) oewms Application o o
£ stepp Application State Vermont
~ Administration 2p 11
& Phone "l'lll'llll\.

NISS Access Requested
«

Office NameOffice:
Agency Defense Threat Reduction Agency (DTRA)
NISS Category Facility Clearance Verifier
Role Requested  FCV Gavernment Contracting Activity (GCA)
~ Comments
No data to display

Figure 130: NISS External Government Access Request Review - Claim User

6. Review the details of the NISS External Government Access Request.
7. If the NISS request is valid, select “Approve.” NCAISS creates the NISS account and the Solution notifies the
User that access is granted.

= g Accessibility Sign Oty Help  Last Login : Wed Nov 01 08:51:08 COT 2017 o
Defense Security, Service Portal
Natiopal Industrial Seaurity Programt (NISP) Central Access Information Security System (NCAISS)
3 Work Items 3 Inbox (8] N1SS Sponsorship Request ... ]
3 Reports NISS Sponsorship Request for Jeff govtest Click Approve ——> Reject
My Profile
INISS User
- el User ID JEFF.GOVTEST
v Requests First Name Jeff
. Last Namegowtest
@ Track Requests Suffix
Email jeff.govtest@dhs.gov
My Applications ki
58] 0w Application ay ay
il STEPP Application State Vermont
~/ Administration 20811
&Users Phone lll'lll'llllL

NISS Access Requested
‘
Office Name  Office
Agency Defense Threat Reduction Agency (DTRA)
NISS Category Fadility Clearance Verifier
Role Requested FCV Government Contracting Activity (GCA)
~/Comments Click here to enter comments [ §
No data to display

Figure 131: NISS External Government Access Request Review - Approval
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8. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the
“Inbox” tab to display the remaining number of approvals on the list, as shown in Figure 51. Note: You will
have to hover over the end of the tab for the “X” to appear.

9. Ifthe NISS request is not valid, select “Reject” and the solution will notify the user that access is denied. Note:
Comments must be entered to reject a request. Click the comment icon above the comment box to enter

comments.
= = Accessibiity  Sign Out Help  Last Login : Wed Nov 01 08:51:08 CDT 2017 o
Defense Security, Service Portal
Natiopal Industrial Security Program (NISP) Central Access Information Security System (NCAISS)
N 3
3 Work Items 3 tnbox [ NISS Sponsorship Request ... [ie]
@ Reports NISS Sponsorship Request for Jeff govtest Click Reject —————=>
My Prome NISS User
. Blon User ID JEFF.GOVTEST
« Requests m
fy Requests
@8 Track Requests Suffo
Email jeff.govtest@dhs.gov
XMy Applications Street  Street
5§ oBMs Application aty aty
[ STEPP Application State Vermont
 Administration 2018
&US&YS Phone “l'lll'llll\‘

NISS Access Requested
<

Office Name. Office
Agency Defense Threat Reduction Agency (DTRA)
NISS Category Facility Clearance Verifies

Role Requested FCV Government Contracting Activity (GCA) Click Comment icon
+ Comments cxkhevememeroom €—————— tobeable to enter
No data to display comments

Figure 132: NISS External Government Access Request Review - Rejection

14.3.3 Sponsor Approval for NISS External Contractor Access Requests

The following steps outline the process for reviewing and approving access to NISS External Contractor users as the
Designated Approver (ISR for specified CAGE Code). Note: NISS External Contractor users may only request access
to one CAGE Code per request. Failure to approve or reject a NISS External Contractor access request as the
Designated Approver within seven (7) days will result in automatic rejection of access to the specified CAGE Code.

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Work Items” link.
3

The “Inbox” link is displayed with a list of requests awaiting approval, as shown in Figure 133.

4. Click on the appropriate User’s record.

5 i Accessibility  Sign Out Help  Last Login : Wed Nov 01 10:46:17 CDT 2017 o
Pefénse Security.Service Portal B
Natiopal Industrial ge:mntv Program (NISP) Central Access Information Security System (NCAISS)
A
5 Work items € & inbox @
» My Profile Views | WyTsks()- SR | 8 B Adonse Qv | Meamycow [v] asoned & w - @ ‘
& My Information 5 [T Number|Creator Assigned priority
v Requests Inbox @  NISS Sponsorship Request for gordon industrytest 20479 gordon.ndustryte... Nov2,201712:59PM  3[v]
(L Create/Modify Requests My Tasks (1) \
A von e ests
Views
« My Applications
Due Soon
 Administration High Priority
Past Day
Past Week
Past Month
Past Quarter
{ Manual Provisioning
New Tasks i
Pending Approvals

Figure 133: NISS External Contractor Work Item

5. Review the details of the NISS External Contractor Access Request.

6. If the NISS request is valid, select “Approve.” NCAISS creates the NISS account and the Solution notifies the
User that access is granted.
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3 S g Accessibility  Sign Out Help  Last Login : Wed Nov 01 10:46:17 CDT 2017 o
Defense Security,Service Portal
Natiopal Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

5 Work Items & nbox [ NISS Sponsorship Request ... 1]
T NISS Sponsorship Request for gordon industrytest Click Approve ——————> _B_)eg_[
& My Information NISS User
~ Requests User ID GORDON.INDUSTRYTEST
(2 Create/Modify Requests First Name gordon
- e Last Name  industrytest
XMy Applications iit): gordon.industrytest@test.com
+  Administration Organization ORG
Street 123 Street
Gty Gty
State Virginia
2p 11111
Phone lll-lll~llll,~
4 NISS Access Requested
NISS Category Facility Clearance Verifier
CAGE Code Requested N0002
Role Requested FCV Industry
~/Comments Click here to enter comments [ §
No data to display
Figure 134: NISS External Contractor Access Request Review - Approval
7. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the
“Inbox” tab to display the remaining number of approvals on the list, as shown in Figure 51. Note: You will
have to hover over the end of the tab for the “X” to appear
8. If the NISS request is not valid, select “Reject,” and the Solution will notify the Access Requestor that the
request is denied. Note: Comments must be entered to reject a request. Click the comment icon above the
comment box to enter comments.
Defer;se Security Service Portal Accessibility  Sign Out Help  Last Login : Wed Nov 01 10:46:17 CDT 2017 o
Natiopéal Industna>§£mnty Program (NISP) Central Access Information Security System (NCAISS) ‘
3 Work Items & Inbox [ NISS Sponsorship Request ... i)

« My profile NISS Sponsorship Request for gordon industrytest Click Reject ﬂl

NISS User
User ID GORDON.INDUSTRYTEST
First Name.gordon
Last Name - industrytest
Suffix
Email gordon.industrytest@test.com
+ Administration Organization ORG
Street 123 Street
aty oty
State Virginia
Zp 11111
Phone lll'lll'lll)L

4 NISS Access Requested

NISS Category Facility Clearance Verifier
CAGE Code Requested N0002

Role Requested  FCV Industry Click Comment icon
~ Comments ﬂummmwm to be able to enter
No data to display

comments

Figure 135: NISS External Contractor Access Request Review - Rejection

14.4 Managing NISS User Accounts

This section provides step-by-step instructions related to the process that allows a NISS User Administrator to
modify a NISS user’s assigned NISS role(s) (i.e., add or remove roles) and modify a user’s NISS profile (i.e., change a
CAGE code) within the NCAISS Solution.

14.4.1 Managing NISS Internal and External Government User Accounts

1. Loginto NCAISS and click the “Change/Modify Requests” link, as shown in Figure 117.
2. Click “Manage NISS User Access” as shown in Figure 136.
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NCAISS Access Request

Please choose one of the following request options.
NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

lManage NISS User Access IhC"Ck Here

OBMS Requests

Request/Manage OBMS Access

Manage OBMS User Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 136: NISS Request Page

3. NCAISS starts the User Management workflow. Search for the desired NISS user by inputting search
parameters and clicking “Search” as shown in Figure 137. Note: You may search for a user by entering
combinations of: NISS user ID, First Name, Last Name, or Email Address.

Manage NISS User Access
Please Search for a User

You may use an asterisk (*) to represent a wildcard (e.g. use "joh*' or "*ohn' to search for 'John').
Please note that you must specify at least two non-wildcard characters to perform a search.

User ID ||

First Name

€—Input Search Parameters

Last Name

Email Address

search | |l €&———Click Search

User Id |First Name Last Name Email

Cancel

Figure 137: Search for an NISS User
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4. NCAISS will display the results of the NISS user search. Click the desired user, as shown in Figure 138.
Defénse Security.Service Portal TR e S m
National Industrial Seéurity Program (NISP) Central Access Information Security System (NCAISS)

Manage NISS User Access

Please Search for a User
You may use an asterisk (*) to represent a wildcard (e.0. use ‘foh*" or **ohn’ to search for ‘John).
Please note that you must specify at least two non-wildcard characters to perform a search.

User ID
First Name [jeff
Last Name
Email Address
iSerch]
User 1d First Name Last Name |Email
JEFF.GOVIEST  Jeff govtest Jeff.govtest@dhs.gov

=\

Figure 138: NISS User Search Results

Click on Desired User

5. NCAISS displays the desired user’s record, as shown in Figure 139. Modify the user’s account, as required.
Note: To disable a user’s access to NISS, remove all NISS roles from the user’s account.

6. Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard changes that have been made to the user’s account.

- 4 Retum o DSSPortal  SigN Out  DANIELNCAISSTEST  Help
Defense Security,Service Portal
National Industrial eurity Program (NISP) Central Access Information Security System (NCAISS) U

Please complete all information requested below and click "Next' when complete, o dlick 'Cancel' to return to account management. o)
NISS User
User ID JEFF.GOVTEST
First Name Jeff
Last Name govtest
Suffix

Email jeff.govtest@dhs.gov
Street Address Street
aty aty
State Vermont
Zip Code 11111
Phone 111-111-1111,

NISS Access Request

* Office Name |Pffice x
* agency | Defense Threat Reduction Agency (DTRA) v] Mod ify ACC&SS,
e

* NISS Category v as needed
* Role Requested |[v]
* Timezone |(GMT-07:00) Mountain Standard Time (America/Denver) v]
Selected DSS Application NISS
Active NISS Access
To remove an existing roke, check the checkbox In the ‘Delete’ column and then dick ‘Next."
NISS Category NISS Role Delete
Facility Clearance Verifier FOV Government Contracting Activity (... ()

Click Next —— [nex]| concel|

Figure 139: Manage NISS User Profile

7. Click “Confirm” to confirm the changes, as shown in Figure 140.
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Retum to DSS Portal  Sign Out

Defense Security.Service Portal

National Industrial Seéurity Program (NISP) Central Access Information Security System (NCAISS)

NISS User Access

Please review your request information below. Click ‘Confirm’ to process your request, or dick 'Edit’ to make changes, or ‘Cancef'to retum
to account management.

User ID JEFF.GOVTEST
First Name Jeff
Last Name govtest
Suffix
Email jeff.govtest@dhs.gov
Street Address Street
ay ary
State Vermont
Zip Code 11111
Phone 111-111-1111

NISS Access Request

Office Name
Agency Defense Threat Reduction Agency (DTRA)
NISS Category
Role Requested
Timezone (GMT-05:00) Eastern Standard Time (America/New_York)
Selected DSS Application NISS

Active NISS Access
Existing roles with the checkbox checked in the 'Delete’ column wil be revoked after dicking 'Confirm.
5C - "I NISS Role Delete |
Facllity Clearance Verifier FCV Government Contracting Activity (... a

Click Confirm ———> [orm] | concel|

Figure 140: Confirm NISS Changes

8. NCAISS saves the changes to its repository.
9. NCAISS writes the changes to NISS.
10. Changes are committed to the NISS database.

14.4.2 Managing NISS External Contractor User Account

1. Loginto NCAISS and click the “Change/Modify Requests” link, as shown in Figure 117.
2. Click “Manage NISS User Access” as shown in Figure 141.

NCAISS Access Request

Please choose one of the following request options.
NCAISS Requests

Request an NCAISS Role

NISS Requests

Request/Manage NISS Access

IManage NISS User Access Ih Click Here

OBMS Requests

Request/Manage OBMS Access

Manage OBMS User Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Retum to DSS Portal |

Figure 141: NISS Request Page

:

~
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3. NCAISS starts the User Management workflow. Search for the desired NISS user by inputting search
parameters and clicking “Search” as shown in Figure 142. Note: You may search for a user by entering
combinations of: NISS user ID, First Name, Last Name, or Email Address.

Manage NISS User Access
Please Search for a User

You may use an asterisk (*) to represent a wildcard (e.g. use “joh*' or "*ohn' to search for John").
Please note that you must specify at least two non-wildcard characters to perform a search,

User ID ||
First Name
€—|nput Search Parameters

Last Name

Email Address

Search | | &= Click Search

User Id |First Name Last Name Email

Cancel

Figure 142: Search for an NISS User
4. NCAISS will display the results of the NISS user search. Click the desired user, as shown in Figure 143

E - Retum to DSS Portal  Sign Out Help
Defense Security,Service Portal
Natiopial Industrial gsmnty Program (NISP) Central Access Information Security System (NCAISS)

Manage NISS User Access
Please Search for a User
You may use an asterisk (*) to represent a wildcard (e.g. use ‘joh*' or "*ohn’ to search for *John’).

Please note that you must specify at least two non-wildcard characters to perform a search,

User ID
First Name | justin
Last Name

Email Address

Search|

User 1d First Name Last Name Email
JUSTINNCAISS  Justin Neaiss Justin.ncaiss@mail.mil

Gancel| \
Click on Desired User

Figure 143: NISS User Search Results

5. NCAISS displays the desired user’s record, as shown in Figure 144. Modify the user’s account, as required. A
CAGE Code may also be modified at this step. Note: To disable a user’s access to NISS, remove all NISS roles
from the user’s account.

6. Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard changes that have been made to the user’s account.
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Defense Security,Service Portal

National Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

NISS User Access
Please complete all information requested below and dlick ‘Next' when complete, o click ‘Cance!' to retur to account management.

NISS User
User 1D JUSTIN.NCAISS
First Name Justin
Last Name  Ncaiss
Suffoc
Emailjustin.ncaiss@mail.mil
Street Address  street
aty aty
State Virginia
Zip Code 23211
Phone 534-524-3544y

NISS Access Request
* Office Name | NISS Administrator

* Supervisor Name
* NISS Region | Capital Region  [v]

Selected DSS Application NISS
Active NISS Access
To remove an existing role, check the checkbox in the "Delete’ column and then click "Next.'

NISS Category |NISS Role | Delete |
a HQ CT Analyst O
NISS Administrator Product Owner O

Click Next ——— | neqf fonce

Figure 144: Manage NISS User Profile
7.

Click “Confirm” to confirm the changes, as shown in Figure 145.

Defense Security, Service Portal
National Industrial Seturity Program (NISP) Central Access Information Security System (NCAISS)

NISS User Access

Please review your request information below. Click ‘Confi to process your request, or diick 'Edit’ to make changes, or ‘Cancel’ to retum
to account management.

NISS User
User 1D JUSTIN.NCAISS
First Name Justin
Last Name  Ncaiss
suffix
Email Justin.ncaiss@mail.mil
Street Address  street
ary aty
State Virginia
Zip Code 23211
Phone  534-524- 3544\‘

NISS Access Request

Office Name
Supervisor Name
NISS Region Capital Region
NISS Category
Role Requested
Timezone (GMT-05:00) Eastern Standard Time (America/New_York)
Selected DSS Application NISS

Active NISS Access
Existing roles with the checkbox checked in the ‘Delete’ column will be revoked after dicking 'Confirm."

[ pee |

Figure 145: Confirm NISS Changes

8. NCAISS saves the changes to its repository.
9. NCAISS writes the changes to NISS.
10. Changes are committed to the NISS database.

Retum to DSS Portal  Sign Out  DANIFL.NC

* NISS Category v Modlfy Access
* Rle Recuested (7] as needed
* Timezone |(GMT-05:00) Eastern Standard Time (America/New_York) v]

Return to DSS Portal ~ Sign Out

@
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Appendix A — Acronym List

Term Definition

CAC
CAGE
DoD
DSS

NCAISS

NISP
NISS
OBMS
ocsp
ODAA
PIN
PKI
SAR
SSO
STEPP

Common Access Card

Commercial and Government Entity
Department of Defense

Defense Security Service

Frequently Asked Question
Information Assurance

Information Technology

Joint Personnel Adjudication System
Key Management Personnel

National Industrial Security Program (NISP) Central Access Information Security
System

National Industrial Security Program

National Industrial Security System

Office of Designated Approving Authority (ODAA) Business Management System
Online Certificate Status Protocol

Office of Designated Approving Authority

Personal Identification Number

Public Key Infrastructure

System Access Request

Single Sign On

Security Training, Education and Professionalization Portal
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