Defense Counterintelligence and Security Agency (DCSA) Procurement Forecast FY19-21

Dated: January 2019

Contracting Requirement Title Anticipated Anticipated Anticipated Estimated Contract Value Additional Details
Office Requirements Description NAICS Code PSC Solicitation/RFP Date New or Re-Compete (inclusive of options)
Year Quarter
HS0021- DCSA [SPeD To provide technical support in developing and maintaining high-stakes, 541611(R420 2019|QTR 1 Re-Compete Single Award
Certification legally-defensible certification assessments to over 30,000 DoD, Industry, and
other federal security professionals
HS0021- DCSA [Agency Strategic broad range of inter-related management and support requirements in support of 541611|TBD 2019|QTR 2 Re-Compete Above $50M Multiple Award 100%
Business M program resource allocation, and business operations for DSS Small Business Set-Aside
Support Services Offices. This contract supports all of DSS mission operations FBO Solicitation Number:
IDIQ (Counterintelligence (CI), Industrial Security Field Operations (ISFO), Center for HS002119R0008
Development of Security Excellence (CDSE), and Industrial Policy and Programs
(IP)), streamlining the program control functions across our portfolio of efforts.
Roles supported include portfolio/program/project management, technical
managers, transition managers, and Contracting Officer’s Representatives,
responsible for DSS projects and interest areas. It is also intended to provide
similar support for Agency operational elements (Office of Acquisitions (AQ),
Financial Management Division (FM), and Program Integration (PI) working with|
all of the DSS offices on projects of mutual interest to provide business
nent support.
HS0021- DCSA [Grounds Maintenance [Grounds Maintenance at DoD CAF building, Ft. Meade, MD. 561730(S208 2019|QTR 2 Re-Compete Less than $1M 8(a) Program
HS0021- DCSA [Admin Support The objective of this effort is to obtain administrative support services to assist 541611|R699 2019|QTR 2 Re-Compete Between $25M-$50M
Services IDIQ the Defense Security Service (DSS) in day to day operations that enable execution
of the agency’s mission.
HS0021- DCSA |Access Control A contract to provide access control for all DSS facilities TBD TBD 2019]QTR3 Recompete 8(a) Program
System
HS0021- DCSA [Web Support Services [This service delivers web support that includes: continuous improvements to 541511(D308 2019]QTR3 Re-Compete Between $10M-20M 8(a) Program
processes and web solutions, development of custom solutions, and web content
nent and This requirement also supports the development of]
our NIPR and SIPR SharePoint environment.
HS0021- DCSA |Enterprise Wide An IDIQ contract to provide logistical support that includes but is not limited to |TBD R408 2019|QTR4 New TBD 8(a) Program
Logistics project management; space planning and utilization management; interior design;

Support Services
IDIQ

design, procurement, and installation of Furniture, Fixtures, and Equipment
(FF&E); transition and relocation planning and execution; and facilities support
services to include but not limited to supply management, postal operations,
facility o t, and property i t and disposal services as required.




HS0021- DCSA |Enterprise Risk Assist DSS generate enterprise risk assessments by identifying and scaling 541618|R499 New Less than $1M
Analysis Services threats, vulnerabilities and impact to inform decisions and actions to mitigate or
accept risk when one or more of the following conditions exist:
-DSS identifies an unacceptable risk and DSS is unable to mitigate with existing
tools or authorities;
-DSS must communicate or document analysis to substantiate a decision; or,
-Present an enterprise view of multiple companies and/or facilities.
HS0021- DCSA [RMF Support IO The Contractor shall provide support, primarily through the use of Security TBD R499 New TBD
Control Assessor-Representatives (SCA-R), to DSS and NISP contractors. The
Contractor shall maintain awareness of current DoD and NIST developments and
issues. The Contractor shall provide technical support to the DSS Field
Operations (IO) team and SCA-R support in the A&A of 4500 (1200-1500
annually) systems utilizing the eMASStool as the application and repository for
artifacts and POA&Ms.
HS0021- DCSA [On-Site Audio Visual [The Audio/Video staff provide support to the A/V infrastructure used in the 512110(T016 2019|QTR 4 Re-Compete Between $1M-$5M
Support classrooms as well as throughout the CDSE facility. They support the
development and maintenance of courseware, virtual instructor-led delivery,
video streaming sessions, as well as the recording, processing and preparation of
audio or video segments to support DSS requests.
HS0021- DCSA [Custodial Services Provide Custodial Services at DoD CAF location at Ft. Meade, MD 561210{S201 2020|QTR 1 Re-Compete Between $1M-$5M 8(a) Program
HS0021- DCSA |Adobe Experience Provide Adobe Experience Management (AEM) framework with Asset and site 518210(D318 2020(QTR 2 Re-Compete Between $1M-$5M
Manager (AEM) modules to support the asset management and collaboration for items created and
Hosting maintained by the Multimedia Production group.
HS0021- DCSA |Threat and Triage The objective of this effort is to obtain support with (1) processing and triaging 541611(B538 2020|QTR4 Re-compete Between $5M-$10M
Integration reporting originating with cleared industry as well as (2) generating finished
intelligence products in support of threat integration.
HS0021- DCSA |Augury Tool, This tool compiles all attacker sources and aggregates this data from the internet. 519190 7030 2020|QTR4 Re-compete Between $1M-$5M
Licenses & The aggregation of attacker indicators would give an analyst the ability to identify
Maintenance and correlate attacks in minutes instead of days. This is a reduction in manpower
effort, it also provides the analyst with timely, critical information necessary to
make decisions about mitigation strategies for DSS.
HS0021- DCSA [DITMAC Behavorial [DITMAC requires expert support services to apply behavioral analysis 541611|R499 2020|QTR4 Re-compete Between $1M-$5M
Specialist methodologies to identify and address key challenges across the spectrum of

Insider Threat. The DITMAC requires behavioral science expertise to inform and
provide advice on behavioral indicators that could identify cleared individuals
who may pose a risk to DoD personnel, facilities, infrastructure, networks and
national security information.




HS0021- DCSA |DSoS Development  [The DITMAC provides the Department's first truly quantitative and qualitative 541511|R414 2020|QTR4 Re-compete Between $1M-$5M
and Sustainment analytic overview of insider threat related risk trends, which will significantly
Support inform future decision making. The DITMAC follows an analytics-driven
approach to assessing risk and endeavors to employ a rigorous science-driven
approach to addressing risk and risk mitigation as it pertains to Insider Threat in
the Department. The DITMAC has a requirement to host and deliver technical
capabilities in support of the Countering Insider Threat Mission to the DoD
Enterprise. The Contractor shall provide critical technical development and
maintenance on the DITMAC System of Systems which serves as the critical
capability enabling the DITMAC to achieve its mission.
HS0021- DCSA (Physical Security Eq [Provide installation, maintenance, and monitoring services of the Intrusion 561621(H363 2020|QTR 4 Re-compete Between $1M-$5M
Installation, Detection Systems located at DSS field locations, to meet physical security
Maintenance, and requirements for processing classified information.
Monitoring
HS0021- DCSA [PIO & DVD Program |This requirement provides program management support services for agency- 541611|R408 2020(QTR4 Re-compete Between $1M-$5M May be competed on
Support Services wide, strategically aligned programs supported by PIO and provides unique internal IDIQ
program management support to the DVD landing team.
HS0021- DCSA (CI Program Provide program support services to the CI Cyber Operations Division, Policy, 541611|R799 2020{QTR4 Re-compete Between $5M-$10M May be competed on
Management Support |Plans and Programs (PS) Division, Strategic Engagement and Industry internal IDIQ
Partnership Division, Operations Division and the Insider Threat Industry (IT-I)
Division the DSS
HS0021- DCSA |CI SME This contract support is required to assist DSS/CI Directorate in strategic 541690|R699 2021(QTR 2 Re-compete Between $1M-$5M 8(a) Program
engagement with US Intelligence and Law Enforcement Community partners, and|
the development of Cyber operations and strategies to focus collection efforts on
priority threats to the National Industrial Base. The contractor shall identify key
US Intelligence and Law Enforcement agencies to develop collaborative
operations to enhance partnerships to detect, deter, and neutralize foreign
intelligence entities (FIE).
HS0021- DCSA [DITMAC Senior Provide senior-level CI and LE advisory services to DITMAC 541611|R499 2021(QTR 3 Re-compete Between $1M-$5M 8(a) Program
Advisor
HS0021- DCSA [Public Relations The contractor shall provide public relations support services that provides all of 541820(R708 2021|QTR 3 Re-compete Between $5M-$10M
the necessary specialized public relations, advertising and branding services,
supplies and personnel.
HS0021- DCSA [CDSE Program This is a non-personal services contract to provide Program/Project Management 541611|R699 2021|QTR 3 Re-compete Between $1M-$5M May be competed on
Management Support [services in order for CDSE to ensure products and services are coordinated and internal IDIQ
Services completed effectively and efficiently for the timely preparedness and readiness of
the security workforce in a continuously changing security environment.
HS0021- DCSA |(Enterprise Survey This requirement provides enterprise survey services including survey 541611(R702 2021|QTR 3 Re-compete Between $1M-$5M
Services development, hosting, analysis, and reporting to all DSS elements.

** United States Code Title 15, Section 637(a) (12) (C), requires the Defense Security Service to prepare and make publicly available a forecast of expected contract opportunities or classes of opportunities for the next and succeeding fiscal years. This LRAF is comprised of
information regarding anticipated acquisitions that are forecasted for the upcoming and future fiscal years. This forecast is based on the best information available and could be subject to change. This information is in no way binding on the Government. Specific information
relating to any individual item or class of items will not be furnished until the proposed acquisition is synopsized through the GPE or the solicitation is issued. The forecast is for informational, marketing and planning purposes only. It does not constitute a specific offer or
commitment by Defense Security Service to fund, in whole or in part, the opportunities or classes of opportunities referenced herein. The Government may or may not release a solicitation for these efforts.



