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Federal lnvestigatioDS Notice 

Notice No. 06-04 Date: J une 8, 2006 

SUBJ ECT: HSPD 12 - ADVANCED FINGE RPRINT RESULTS 

This not ice provides helpful inform ation to use when requesting advance fingerprint result s for 
any reason, to include issuing Personal Iden tity Verification (PIV) credentials as requ ired by 
Homeland Security Pres idential Directive 12 (HSPD 12). HSPD 12, " Policy for a Common 
Identificat ion Standard for Federal Emp loyees and Contractors", require s the development and 
impleme ntation of a mandatory, gove rnment-wide standard for secure and reliable forrns of 
identifica tion for Federal emp loyees and cont ractors. 

As required by HSPD 12, the Department of Commerce, National Institute of Standards and 
Technology (NIST) , issued Federal lnfonn ation Processing Standard 20 1 (FIPS 201) which 
provides implementation guidel ines for PIV credentials. On August 5, 200 5, the Office of 
Management and Budget (OMB) issued Memorandum M-05-24 " Implementation of [HSPDJ 12 ­
Policy for a Common Identifi cation Standard for Federal Employees and Contractors" available at 
http: //www.whitehollse.gov/omb/memorandaln'2005/m05 -24pdf. In March 2006, NIST issued 
FIPS 20 1-1, " Persona l Ident ity Verification (PIV) of Federal Employees and Contractors" 
ava ilable at http: //csrc.nist.gov/p iv-program/fips201 -support-docs.htmL 

The latest guidelines require a National Agency Check with Inquiries (NACI) as the minimum 
investigation req uired for the PIV credential, except for military and contractor per sonnel cleared 
at the secret level or below where the credential may be issued based on an ex isting National 
Age ncy Check with Law and Cred it (N ACLC). For compliance with PIV the investigatio n must 
be initi ated (t'scheduled" ifOPM is the investigat ion serv ice provider) and , at a minimum, the FBI 
Nat iona l Crimina l Histo ry Check (fingerprint check) completed before a credential may be issued. 
Credentials issued to indiv idua ls witho ut a completed investigation must be electronically 
dist inguishable from identity crede ntials issued to ind ividuals who have a comp leted investigat ion . 
The PIV credential may later be revoked if the results ofthc completed investigat ion so justify. 

The Office of Personnel Ma nagement (OPM), Federal Investigati ve Serv ices Division (FIS D), ha s 
developed a service that enables our customers to obtain a report of the fingerprint result s in 
advanc e of the completed investigation. 

ADVANCED FINGERPRINT RESULTS 

To request advanced fingerpr int results with a Standard Fonn 85, 85P, or 86, indicate the letter 
"R" in the "Codes" block of the Agency Use sect ion in either hardcopy submissions or electronic 
submiss ions via e-QIP (see figure s 1-1 and 1-2). This code will provide for priority processing of 
yo ur request and will tr igger an Advanced Fingerprint Report to be generated the day aft er 
completion of the cr imina l history check. 
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Fig. I- I 

E-QIP Submissions: 
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Fig. 1-2 

The fingerprint results are updated in OPM ' s Personne l Investigations Processing System (PIPS) 
with in hours after scheduling the investigati on , the advanced fingerprint feat ure provides for 
results to be sent to you automatically, e liminating the need for you to conduct a Security­
Suita bility Investigations Index (SII) sea rch or case status search on PIPS for each individua l 
request. This service is available on any case type at no additional cost, and the report can be sent 
to you e ither hardcopy or electronically: 

Mailed : If you routinely receive your closed cases through the mail from OPM, the 
Advance Fingerp rint Report will also be sent by ma il to the Security Office listed on the 
investigat ive submission. 

Electro nic Transmission: If you have dial-u p access to PIPS, you can receive the 
Advance Fingerprint Repo rt via the Documents Print or Down load function . This report 
can be printed by itselfor along with a variety of other PIPS generated case doc uments . 

ACCESS TO PIPS 

Access to PIPS allows OP M 's customers to have real time access to the latest info rmatio n we have 
regarding prior and current investigative activ ity on subjects. You may conduct an SII Search to 
determine if a subject under consideration has had a prior investigation. TheCase Status feature 
provides a way to check the status of searc hes, including fingerprints, within a pend ing or closed 
investigation. The Docum ents funct ion allows customers to receive Investigat ion Sched uled 
Not ices, Case Closing documents, and the Advance Fingerprint Report e lectronically from OPM. 
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These can be printed locally or down loaded to your own auto mated tracking system. By using the 
Down load Case Status Function, you can receive a daily file ofcases Received, Returned 
Unacceptable, Schedu led, NAC Advanced, FP Advanced, Closed, and Closed Pend ing. This file 
co ntains sufficient subject identifying information to establish a record in your tracking system. 
The Agency Adj udication function allows you to update investigations with OFI-79A, Agen cy 
Adjudication information. 

Access to PIPS is available through either a dia l-up connect ion or via the OPM IS Secu re Portal. 
Currently. the Documents function and the Down load Case Status Function via the Portal are 
under development and only avai lable via dial-up access. 

Dial-up: For Dial-up Access to PIPS, OPM prov ides agencies with software for secure, 
encrypted teleco mmunications . The agency is responsib le for providing a PC, monitor 
and printer, and for arranging an "analog" telephone line and modular phone jack within 
close proxi mity to the PC that will be used to connect to PIPS. The PC must be a "stand ­
alone" machine, not connected to a LAN or any other networks at the agency, and should 
be used exc lusively for PIPS access. Th is is to ensure security of the a PM system and 
elimination of the poss ibility of computer virus or other attacks on PIPS. Any exceptions 
to this policy must be approved by OPM-F1SD. a PM may provide a PC with modem and 
the appropriate software to exten sive users of PIPS ifthe agency does not have the 
required equ ipment avai lable for stand-alo ne operation. 

Sec ure Portal: The OPMIS Secure Portal can be accessed via the Internet secu rely, 
without the use of a dedicated terminal or additional equipment and provides secure 
communication for sensitive but unclassified informa tion . Access to the portal is by 
invitation only. OPM will establ ish your agency on the portal . and your agency must 
prov ide an administrator for user access to the portal. Access to PIPS via the portal is 
co ntrolled by aPM, and users must first be established on the Portal and within PIPS prior 
to being eligible to be ing granted access to PIPS via the Portal. 

Please contact the Agency Support Grou p at 724-794-56 12 for assistance in obtaining access for 
your agenc y. 

FINGERPRINT O NLY SPECIAL AGREEM ENT CHECK (FP SAC) 

A Fingerprint Only SAC may be conducted prior to submission of any investigative request. The 
fingerprin ts may be captured electronically using livescan equipment and transmitted to Ol'M's 
Finge rprint Transaction System (FTS) or capt ured hardcopy and mailed to OP M. In e ither 
scenar io, the fingerpr int request is processed as a Specia l Agreement Check (SAC) investiga tion. 
Both methods provid e the customer agency with timely results to finge rprint searc hes. If your 
request for a highe r level investigation is rece ived within 120 days of the fingerp rint res ult, a PM 
will merge the results from the FP SAC into the new investigation. When using results from a FP 
SAC for the higher leve l investigation, indicate the letter " I" in the CODES block of the Agency 
Use Block of the SF85, SF85-P. or SF86 : 

3
 



:,1 3~ eJ 'd F<:Tl U , =~: =="'" " "'0·...:1 
RI!"<'9~ sexe-ee- 1 ?~~ QUESTIONNAIRE FOR :t·~ h , -'::: !-::Kl:' 
U.S. O"'i, e ;1F=()"~ e .....cr ece-re- r ....S \ ~~.: :..e~:~NATIONAL SECURITY POSITIONS 

;~ _, 1T~ 2"1'!"J'":Il7 ~ 1 , 732 Jrld 7~ 

1,...."' g~ ~~" 'y _ " C·~ 

,. ' 

~" . ' ·.7,.L.-,. 
i . ... 

Fig . 1-3 

Federal Investigations Notice 04-02 provides addi t ional information regarding electronic 
fingerprint submission. It is ava ilable at W\\'W.opm.gov/ex tralinvestigate . 

TELEPHONE LIAISON 

As always, Agency Security Offices may contact OPM's Telephone Liaison Staff at 724­
794-5228 for information regarding investigative results on specific individuals. 

If you have any additional questions about this, please contact our Agency Liaison Group 
in Washington , DC at 202-606-1042 or our Agency Support Group in Boyers, PA at 724­
794-56 12. 

~ 
Kath L. Di a n 
Assoc iate~ctor 
Division for Federal Investigat ive Services 

Inquiries: OPIUIFISD, Agency Liaison Group (202) 606-1042 
OPMIFISD. FIPC Agency Support G roup (724) 794-5612 

Code: 731 Suitability , 736 Investigations, HSPO 12, Federa l Inform ation Processing 
Sta nda rd 201 

Distribution: SOls/SONs 

Notice Expi res: When superseded by subsequent issua nces 
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